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Chapter 1
About This Manual

1.1 Audience

This reference manual is intended for system software and hardware developers and
applications programmers who want to develop products with this device. It assumes that
the reader understands operating systems, microprocessor system design, and basic
principles of software and hardware.

1.2 Organization
This manual has two main sets of chapters.
1. Chapters in the first set contain information that applies to all components on the
chip.
2. Chapters in the second set are organized into functional groupings that detail
particular areas of functionality.
* Examples of these groupings are clocking, timers, and communication interfaces.
» Each grouping includes chapters that provide a technical description of
individual modules.

1.3 Module descriptions
Each module chapter has two main parts:

 Chip-specific: The first section, Chip-specific [module name] information, includes
the number of module instances on the chip and possible implementation differences
between the module instances, such as differences in FIFO depths or the number of
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mouule descriptions

channels supported. It may also include functional connections between the module
instances and other modules. Read this section first because its content is crucial to
understanding the information in other sections of the chapter.

* General: The subsequent sections provide general information about the module,

including its signals, registers, and functional description.

NOTE

If there is a conflict between the chip-specific module
information (first section) and the general module information
(subsequent sections), the chip-specific information supersedes
the general information.

Chapter 49

instances.

details that the instances share.

Table 49-1. eSCl instance feature diff~

49.1 Chip-specific eSCI information
This chip has six instances of the eSCl module. Some feature details vary between the

Enhanced Serial Communication Interface (eSCI)

The following table summarizes the feature differences. Thetabledoesnot lit . re

es

Instance

o

ort il

eSCI_A and eSCI_B

Yes

eSCI_C, eSCI_D, eSCI_E, and eSCI_F

"
th

-iptions of eSCI D\
~es

nctiori. ‘onot  lyto

For eSCI_D, the sir
viaP?" 2 hecaust

/27 . Introduction
eSCl blor!

su, rt.T

21, _AE J2602/1.

.1 enhancec

49.2.1  ° _ugraphy

NOTL

swirefeature Hee

is pad works

W
s an outpu.

“TX/h A

3l block with a LIN master interface layer and DMA

* LIN Specification Package Revision 1.3; December 12, 2002
* LIN Specification Package Revision 2.0; September 23, 2003

Sample Reference Manual

.\ master layer.  mplies with the specifications LIN 1.3, LIN 2.0, LIN
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/]

N

/

\_ Chip-specific information

that should be read first

Beginning of general
module information

Figure 1-1. Example: chapter chip-specific information and general module information
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Chapter 1 About This Manual

1.3.1 Example: chip-specific information that supersedes

content in the same chapter

The example below shows chip-specific information that supersedes general module
information presented later in the chapter. In this case, the chip-specific register reset
values supersede the reset values that appear in the register diagram.

Chapter 34

Software Watchdog Timer (SWT)

34.1 Chip-specific SWT information
This chip has two instances of the SWT module: SWT_A and SWT_B.

34.1.1 SWT register reset values
The following table identifies chip-specific reset values of SWT registers.
Table 34-1. Chip-specific SWT register reset values

Register

SWT_A

SWT_B

CR

[FFoo_o10Bh

FF00_010Ah

T0

0005_FCDON

0005_FCDOh

34.2 Introduction

34.2.1 Overview

The Software Watchdc
lockup in situations suct
to terminate. When enable

This section provides an overview, list of feai.

aninterrupt or hardware reset. i SW
on aninitial time-out. A resetisa

mer (SWT).# _ripheral mox

“moc of operationfori  SWT.

+that can prevent system

oftw= .angtrappedinal ) orif abustransaction fails
« I requires periodice’  ition of awatchdog

Sample Reference Manual

servicing operation. Theser g operation resete*” 2 tinier to a specified time-out
period. If this servicing actior.  snotoccur'  thetimer expiresthe SWT generates
_econfigured to generate a reset or interrupt
_nerated on a second consecutive time-out.

Freescale Semiconductor, Inc
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Figure 1-2. Example: chip-specific information that supersedes content in the same

Chapter 34 Software Watchdog Timer (SWT)

accesses by masters without permission. I the RIA bit in the SWT_CR is set then the
SWT generates a system reset on an invalid a ass otherwise a bus error is generated. If
either the HLK or SLK bitsinthe SWT © e, then the SWT_CR, SWT_TO,
SWT_WN, and SWT_SK registers= _a-only.

The SWT memory mapisshc 11thefollowing tahle.

SWT mer ap

o":::}’f::“ Register n (x" i:i“';‘ Access | Reset value s:“a‘;';"’

0 ~ Control Register (SWT_CR) 1 RIW | See section | 34.4.1/1331

4 “terrupt Register (SWT_IR) 52 | AW | 0000_0000h | 34421334

T [sW  “s-outRegister (SWT_TO) A4 32 RMW | See section | 34.4.3/1334

[ e w Register (SWT_WN) 32 RW | 0000_0000h | 34.4.4/1335
i [SWTSe  Tegister (SWT_SR) 32 W | 0000_0000h | 34.4.5/1335

1 [SWTCow fputRegis= _o0) 32 R | 0000_0000n | 34.4.6/1336

[ SWT Service  e- T _SK) 32 R | 0000_0000h | 34.4.7/1336

34.41 SWT Control Register (SWT_CR)

NOTE
The reset value for the SWT_CR isimplementation specific.
See the configuration information.

The SWT_CR contains fields for configuring and controlling the SWT.
This register is read-only if either the SWT_CR[HLK] or SWT_CR[SLK] bits are set.

Address: Oh base + Oh offset = Oh

R 0

MAPO
MAP1
MAP2
MAP3

2| wmap4
MAPS
MAPG

MAP7

RIA |WND| ITR | HLK | SLK | CSL | STP | FRZ | WEN

Resel 0" - ) 0 * 0 0 0 0 0o [ [ 0 0 o o]

* Notes:
* The reset value for the SWT_CR is implementation specific. See the configuration information.

Sample Reference Manual
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1.3.2 Example: chip-specific information that refers to a different
chapter

The chip-specific information below refers to another chapter's chip-specific information.
In this case, read both sets of chip-specific information before reading further in the

chapter.
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Chapter 10 Chapter 9

Crossbar Integrity Checker (XBIC) Crossbar Switch (XBAR,

10.1 Chip-specific XBIC information ° -spe. - XBARinforma. ©

This chip has one instance of the XBIC module. Thischiphe ieinsta  of the XBAR morlule.

10.1.1 XBIC master and slave assignments “  XBAR master a . slave assignments

The XBIC identifies each XBAR master and slave in terms of the master or slave's following table lists the XBAR physical port numbers and logical IDs for all master

physical port number. See the "Physical master port" assignmentsin and the p. nthisSoC.

"Slave port" assignmentsin . «hport number matches the default priority assigned to the corresponding physical
n. .2 port. This default priority equals the reset value of the priority field for each

master port in the PRSn registers.

10.1.2 Unimplemented MCR and ESR fields A priority value of 0 isthe highest priority. Thereisno "disabled" value for the
o priority.
On this chip, the MCR[SE5] and ESR[DPSES5] fields are not imp'  anted. In XBI * A Nexus_3 module and core data bus share the same physical master port for each

Module Control Register (XBIC_MCR) and XBIC Error StatusF ster (XBIC_EX | core.

these fi X

esefieds are resarved The logical master |D corresponds to the logical address provided by the master module
and is unique for each module. The logical master IDs are used by the bus masters
connected to the XBAR. The Nexus master isidentified by setting the MSB in the 4-bit

10.2 Overview field that supplies the master ID number.
The Crossber Integrity Ct- . (XBIC) verifies theintegrity of  :crossbar . s Table 9-1. XBAR master ports and logical master IDs
For forward signals (master Yave), itisdeverifyingthe  egrity of the attribute Module Physical master port | Logical master ID Comment
information using an 8-bit Er. Detect’ _ue(EDC). TheE  detectsany single- or CoreQ instruction 0 0
double-bit errorsin the attribut. alionand signalsthe Fe  Collection and Control Core0 data 1
Unit (FCCU) when an errorisde. d. For feedback s- 4ls (slave to master), it isdone L | [Nexus30 8 Nexus_3_0 arbitrates with Core0 data for XBAR port 1
by comparing the consistency of th nals durin~ B dataphase. There are three Coret instruction 2
signals from slave to master, hready, o0 wep2. If any of the master signalsis Corel data 3
different from the slave signals during «ase, the error will be reported in the Error Nexus_3_t Nexus 3.1 arbitrates with Core1 data for XBAR port 3
Status Register. Table continues on the next page
Sample Reference Manual Sample Reference Manual
Freescale Semiconductor, Inc. 453 Freescale Semiconductor, Inc. 139

Figure 1-3. Example: chip-specific information that refers to a different chapter

1.4 Register descriptions
Module chapters present register information in:

* Memory maps including:
* Addresses
* The name and acronym/abbreviation of each register
» The width of each register (in bits)
e Each register's reset value
e The page number on which each register is described
* Register figures
* Field-description tables
* Associated text

The register figures show the field structure using the conventions in the following figure.
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Chapter 1 About This Manual

R ) R | Mnemonic R R 0 R 1
Mnemonic - - -
w W| Mnemonic W| Mnemonic W| Mnemonic
Read/write Read-only Write-only Write-only Write-only
reads zero reads one
R — R | Mnemonic R | Mnemonic R | Mnemonic R | Mnemonic
W /| Mnemonic W 0 w 1 w — w wic
Write-only Read-only Read-only Read-only Write one to clear
reads undefined writes zero writes one writes undefined
R R R R| 1 R| O
Reserved
wi| 1 w| O W w
Reserved, Write-only one Write-only zero Read-only one Read-only zero

unimplemented

Figure 1-4. Register figure conventions

1.5 Conventions

1.5.1 Numbering systems

The following suffixes identify different numbering systems:

This suffix Identifies a
b Binary number. For example, the binary equivalent of the number 5 is written 101b. In some cases,
binary numbers are shown with the prefix 0b.
d Decimal number. Decimal numbers are followed by this suffix only when the possibility of confusion
exists. In general, decimal numbers are shown without a suffix.
h Hexadecimal number. For example, the hexadecimal equivalent of the number 60 is written 3Ch. In

some cases, hexadecimal numbers are shown with the prefix Ox.

1.5.2 Typographic notation

The following typographic notation is used throughout this document:

Example

Description

placeholder, x

Items in italics are placeholders for information that you provide. Italicized text is also used for
the titles of publications and for emphasis. Plain lowercase letters are also used as
placeholders for single letters and numbers.

code

Fixed-width type indicates text that must be typed exactly as shown. It is used for instruction
mnemonics, directives, symbols, subcommands, parameters, and operators. Fixed-width type

Table continues on the next page...
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Example

Description

is also used for example code. Instruction mnemonics and directives in text and tables are
shown in all caps; for example, BSR.

SR[SCM]

A mnemonic in brackets represents a named field in a register. This example refers to the
Scaling Mode (SCM) field in the Status Register (SR).

REVNQI[6:4], XADI[7:0]

Numbers in brackets and separated by a colon represent either:
¢ A subset of a register's named field

For example, REVNQ[6:4] refers to bits 6—4 that are part of the COREREYV field that
occupies bits 60 of the REVNO register.

* A continuous range of individual signals of a bus
For example, XADI[7:0] refers to signals 7—0 of the XAD bus.

1.5.3 Special terms

The following terms have special meanings:

Term

Meaning

asserted

Refers to the state of a signal as follows:
¢ An active-high signal is asserted when high (1).
* An active-low signal is asserted when low (0).

deasserted

Refers to the state of a signal as follows:
* An active-high signal is deasserted when low (0).
¢ An active-low signal is deasserted when high (1).

In some cases, deasserted signals are described as negated.

reserved

Refers to a memory space, register, field, or programming setting. Writes to a reserved location can
result in unpredictable functionality or behavior.
* Do not modify the default value of a reserved programming setting, such as the reset value of
a reserved register field.
» Consider undefined locations in memory to be reserved.

wic

Write 1 to clear: Refers to a register bitfield that must be written as 1 to be "cleared."
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Chapter 2
Introduction

2.1 Overview

This chapter provides high-level descriptions of the modules available on the devices
covered by this document.

2.2 Block Diagram

The below figure shows a top-level block diagram of the device.
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Figure 2-1. K82 Block Diagram

2.3 Module Functional Categories

The modules on this device are grouped into functional categories. The following
sections describe the modules assigned to each category in more detail.

Table 2-1. Module functional categories

Description

¢ 32-bit MCU core from ARM’s Cortex-M based class adding DSP instructions
and single-precision floating point unit based on ARMv7 architecture with 8
kB of cache in some devices

Module category
ARM® Cortex®-M4 based core

System * System integration module

Table continues on the next page...
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Table 2-1. Module functional categories (continued)

Module category

Description

Power management and mode controllers
* Multiple power modes available based on high speed run, run, wait,
stop, and power-down modes
Low-leakage wakeup unit
Miscellaneous control module
Crossbar switch
Memory protection unit
Peripheral bridge
Bit Manipulation Engine (BME2)
Direct memory access (DMA) controller with multiplexer to increase available
DMA requests. DMA can handle transfers in VLPS mode
External watchdog monitor
Watchdog

Memories

Internal memories include:

¢ Program flash memory

¢ SRAM

e Cache memory
SDRAM memory controller
32-byte System Register File
128-byte VBAT register file
Flexbus
Quad Serial Peripheral Interface
32 KB Boot ROM

Clocks

Multiple clock generation options available from internally- and externally-
generated clocks

System oscillator to provide clock source for the MCU

RTC oscillator to provide clock source for the RTC

48 MHz Internal Reference Clock

Security

Cyclic Redundancy Check module for error detection
Hardware encryption, along with a random number generator
On-the-Fly AES Decryption Engine (OTFAD)

Analog

High speed analog-to-digital converter
Comparator

Digital-to-analog converter

Internal voltage reference

Bandgap voltage reference

Timers

Programmable delay block
FlexTimers

Low Power Timer/PWM
Periodic interrupt timer

Low power timer

Carrier modulator transmitter
Independent real time clock

Communications

USB FS OTG controller
¢ Built-in FS/LS transceiver
¢ USB device charger detect
USB voltage regulator
Serial peripheral interface (SPI)
Inter-integrated circuit (12C)
Low Power Universal Asynchronous Receiver Transmitter (LPUART)
Secured Digital host controller
Integrated interchip sound (I2S)

Table continues on the next page...
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Table 2-1. Module functional categories (continued)

Module category

Description

* FlexIO
EMVSIM (1SO-7816) Module

Human-Machine Interfaces (HMI)

¢ General purpose input/output controller
¢ Capacitive touch sense input interface enabled in hardware

2.3.1 ARM® Cortex®-M4 Core Modules

The following core modules are available on this device.

Table 2-2. Core modules

Module

Description

ARM Cortex-M4

The ARM Cortex-M4 is a member of the Cortex M Series of processors targeting
microcontroller cores focused on very cost sensitive, deterministic, interrupt driven
environments. The Cortex M4 processor is based on the ARMv7 Architecture and
Thumb®-2 ISA and is upward compatible with the Cortex M3, Cortex M1, and
Cortex MO architectures. Cortex M4 improvements include an ARMv7 Thumb-2
DSP (ported from the ARMv7-A/R profile architectures) providing 32-bit instructions
with SIMD (single instruction multiple data) DSP style multiply-accumulates and
saturating arithmetic.

Floating point unit (FPU)

A single-precision floating point unit (FPU) that is compliant to the IEEE Standard
for Floating-Point Arithmetic (IEEE 754).

NVIC

The ARMv7-M exception model and nested-vectored interrupt controller (NVIC)
implement a relocatable vector table supporting many external interrupts, a single
non-maskable interrupt (NMI), and priority levels.

The NVIC replaces shadow registers with equivalent system and simplified
programming. The NVIC contains the address of the function to execute for a
particular handler. The address is fetched via the instruction port allowing parallel
register stacking and look-up. The first sixteen entries are allocated to ARM
internal sources with the others mapping to MCU-defined interrupts.

AWIC

The primary function of the Asynchronous Wake-up Interrupt Controller (AWIC) is
to detect asynchronous wake-up events in stop modes and signal to clock control
logic to resume system clocking. After clock restart, the NVIC observes the
pending interrupt and performs the normal interrupt or event processing.

Debug interfaces

Most of this device's debug hardware is based on the ARM CoreSight™
architecture. Four debug interfaces are supported:

IEEE 1149.1 JTAG

IEEE 1149.7 JTAG (cJTAG)
Serial Wire Debug (SWD)

ARM Real-Time Trace Interface

2.3.2 System Modules

The following system modules are available on this device.
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Table 2-3. System modules

Module

Description

System integration module (SIM)

The SIM includes integration logic and several module configuration settings.

System mode controller

The SMC provides control and protection on entry and exit to each power mode,
control for the Power management controller (PMC), and reset entry and exit for
the complete MCU.

Power management controller (PMC)

The PMC provides the user with multiple power options. different modes are
supported that allow the user to optimize power consumption for the level of
functionality needed. Includes power-on-reset (POR) and integrated low voltage
detect (LVD) with reset (brownout) capability and selectable LVD trip points.

Low-leakage wakeup unit (LLWU)

The LLWU module allows the device to wake from low leakage power modes (LLS
and VLLS) through various internal peripheral and external pin sources.

Miscellaneous control module (MCM)

The MCM includes integration logic

Crossbar switch (XBS)

The XBS connects bus masters and bus slaves, allowing all bus masters to access
different bus slaves simultaneously and providing arbitration among the bus
masters when they access the same slave.

Freescale Memory protection unit (MPU)

The MPU provides memory protection and task isolation. It concurrently monitors
all bus master transactions for the slave connections.

Peripheral bridges

The peripheral bridge converts the crossbar switch interface to an interface to
access a majority of peripherals on the device.

DMA multiplexer (DMAMUX)

The DMA multiplexer selects from many DMA requests down to a smaller number
for the DMA controller.

Direct memory access (DMA) controller

The DMA controller provides programmable channels with transfer control
descriptors for data movement via dual-address transfers for 8-, 16-, 32- and 128-
bit data values.

External watchdog monitor (EWM)

The EWM is a redundant mechanism to the software watchdog module that
monitors both internal and external system operation for fail conditions.

Software watchdog (WDOG)

The WDOG monitors internal system operation and forces a reset in case of
failure. It can run from an independent 1 KHz low power oscillator with a
programmable refresh window to detect deviations in program flow or system
frequency.

Bit Manipulation Engine2 (BME2)

The second-generation BME2 provides hardware support for atomic read-modify-
write operations to the peripheral address space.

2.3.3 Memories and Memory Interfaces

The following memories and memory interfaces are available on this device.

Table 2-4. Memories and memory interfaces

Module

Description

Flash memory

Program flash memory — non-volatile flash memory that can execute program
code

Flash memory controller

Manages the interface between the device and the on-chip flash memory.

SRAM

Internal system RAM. Partial SRAM kept powered in LLS2 and VLLS2 low leakage
mode.

Table continues on the next page...
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Table 2-4. Memories and memory interfaces (continued)

Module

Description

SRAM controller

Manages simultaneous accesses to system RAM by multiple master peripherals
and core.

Local memory controller

Manages simultaneous accesses to system RAM by multiple master peripherals
and core. Controls cache which improves system performance by providing single-
cycle access to the instruction and data pipelines.

System register file

32-byte register file that is accessible during all power modes and is powered by
VDD.

VBAT register file

128-byte register file that is accessible during all power modes and is powered by
VBAT.

FlexBus

External bus interface with multiple independent, user-programmable chip-select
signals that can interface with external SRAM, PROM, EPROM, EEPROM, flash,
and other peripherals via 8-, 16- and 32-bit port sizes. Configurations include
multiplexed or non-multiplexed address and data buses using 8-bit, 16-bit, 32-bit,
and 16-byte line-sized transfers.

SDRAM Controller

Interface to store and retrieve data from an external SDRAM. Supports glue-less
interface to SDR DRAM devices with up to 32-bit wide data and 16MB per chip
select.

Note that not all packages or pinouts support 32-bit wide data. See Signal
Multiplexing Introduction for more information.

Quad Serial Peripheral Interface

The Quad Serial Peripheral Interface (QuadSPI) block acts as an interface to one
single or two external serial flash devices, each with up toeight bidirectional data
lines.

32 KB Boot ROM

Provisions the internal flash or QSPI with an embedded firmware image during
manufacturing, or at any time during the life of the device. It does this by acting as
a slave device, and listening to various peripheral ports where a master can start
communication

2.3.4 Clocks

The following clock modules are available on this device.

Table 2-5. Clock modules

Module

Description

Multi-clock generator (MCG)

The MCG provides several clock sources for the MCU that include:

* Phase-locked loop (PLL) — Voltage-controlled oscillator (VCO)

* Frequency-locked loop (FLL) — Digitally-controlled oscillator (DCO)

* Internal reference clocks — Can be used as a clock source for other on-chip
peripherals

48 MHz Internal Reference Clock
(IRC48M)

The IRC48M provides an internally generated clock source. Clock Recovery
circuitry uses the incoming USB data stream to adjust the internal oscillator and
enables the internal oscillator to meet the requirements for USB clock tolerance.

System oscillator

The system oscillator, in conjunction with an external crystal or resonator,
generates a reference clock for the MCU.

Table continues on the next page...
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Table 2-5. Clock modules (continued)

Module

Description

Real-time clock oscillator

The RTC oscillator has an independent power supply and supports a 32 kHz
crystal oscillator to feed the RTC clock. Optionally, the RTC oscillator can replace
the system oscillator as the main oscillator source.

2.3.5 Security and Integrity modules

The following security and integrity modules are available on this device:

Table 2-6. Security and integrity modules

Module

Description

Cryptographic acceleration unit (CAU)

Supports the following algorithms:
* DES
* 3-DES
e AES
e SHA-1 and SHA-256
e MD5

Via simple C calls to optimized security functions provided by Freescale.

LP Trusted Cryptography (LTC)

LTC is hardware block that supports the following algorithms: Supports DES,
3DES, AES, MD5 algorithms

True Random number generator (TRNG)

A hardware entropy source which can be used to seed a software random number
generator.

Cyclic Redundancy Check (CRC)

Hardware CRC generator circuit using 16/32-bit shift register. Error detection for all
single, double, odd, and most multi-bit errors, programmabile initial seed value, and
optional feature to transpose input data and CRC result via transpose register.

On-the-Fly AES Decryption Engine
(OTFAD)

Hardware module supporting AES128 counter mode decryptions on external flash
data fetched by the QuadSPI.

2.3.6 Analog modules

The following analog modules are available on this device:

Table 2-7. Analog modules

Module

Description

16-bit analog-to-digital converters (ADC)

16-bit successive-approximation ADC

Analog comparators

Compares two analog input voltages across the full range of the supply voltage.

6-bit digital-to-analog converters (DAC)

64-tap resistor ladder network which provides a selectable voltage reference for
applications where voltage reference is needed.

12-bit digital-to-analog converters (DAC)

Low-power general-purpose DAC, whose output can be placed on an external pin
or set as one of the inputs to the analog comparator or ADC.

Table continues on the next page...
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Table 2-7. Analog modules (continued)

Module

Description

Voltage reference (VREF)

Supplies an accurate voltage output that is trimmable in 0.5 mV steps. The VREF
can be used in medical applications, such as glucose meters, to provide a
reference voltage to biosensors or as a reference to analog peripherals, such as
the ADC, DAC, or CMP.

2.3.7 Timer modules

The following timer modules are available on this device:

Table 2-8. Timer modules

Module

Description

Programmable delay block (PDB)

16-bit resolution

3-bit prescaler

Positive transition of trigger event signal initiates the counter

Supports two triggered delay output signals, each with an independently-
controlled delay from the trigger event

Outputs can be OR'd together to schedule two conversions from one input
trigger event and can schedule precise edge placement for a pulsed output.
This feature is used to generate the control signal for the CMP windowing
feature and output to a package pin if needed for applications, such as
critical conductive mode power factor correction.

Continuous-pulse output or single-shot mode supported, each output is
independently enabled, with possible trigger events

Supports bypass mode

Supports DMA

Flexible timer modules (FTM)

Selectable FTM source clock, programmable prescaler

16-bit counter supporting free-running or initial/final value, and counting is up
or up-down

Input capture, output compare, and edge-aligned and center-aligned PWM
modes

Operation of FTM channels as pairs with equal outputs, pairs with
complimentary outputs, or independent channels with independent outputs
Deadtime insertion is available for each complementary pair

Generation of hardware triggers

Software control of PWM outputs

Up to 4 fault inputs for global fault control

Configurable channel polarity

Programmable interrupt on input capture, reference compare, overflowed
counter, or detected fault condition

Quadrature decoder with input filters, relative position counting, and interrupt
on position count or capture of position count on external event

DMA support for FTM events

Low Power TPM (TPM)

Two channel timer which supports input capture, output compare, and the
generation of PWM signals to control electric motor and power management
applications.

The counter, compare and capture registers are clocked by an asynchronous
clock that can remain enabled in low power modes.

DMA support

Table continues on the next page...
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Table 2-8. Timer modules (continued)

Module Description

Periodic interrupt timers (PIT) Four general purpose interrupt timers
Interrupt timers for triggering ADC conversions
32-bit counter resolution

DMA support

Low-power timer (LPTimer) Selectable clock for prescaler/glitch filter of 1 kHz (internal LPO), 32.768 kHz
(external crystal), or internal reference clock

Configurable Glitch Filter or Prescaler with 16-bit counter

16-bit time or pulse counter with compare

Interrupt generated on Timer Compare

Hardware trigger generated on Timer Compare

Carrier modulator timer (CMT) e Four CMT modes of operation:
* Time with independent control of high and low times
* Baseband
* Frequency shift key (FSK)
 Direct software control of CMT_IRO pin
¢ Extended space operation in time, baseband, and FSK modes
¢ Selectable input clock divider
* Interrupt on end of cycle with the ability to disable CMT_IRO pin and use as
timer interrupt
* DMA support

Real-time clock (RTC) * Independent power supply, POR, and 32 kHz Crystal Oscillator
* 32-bit seconds counter with 32-bit Alarm
* 16-bit Prescaler with compensation that can correct errors between 0.12 ppm

and 3906 ppm

2.3.8 Communication interfaces

The following communication interfaces are available on this device:

Table 2-9. Communication modules

Module Description

FlexIO Supports a wide range of protocols including, but not limited to:

e UART

12C

SPI

12S

Camera IF

LCD RGB

PWM / Waveform generation

Functions in STOP/VLPS modes
DMA support

USB OTG (low-/full-speed) USB 2.0 compliant module with support for host, device, and On-The-Go modes.

Includes an on-chip transceiver for full and low speeds.

Table continues on the next page...
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Table 2-9. Communication modules (continued)

Module Description

USB Device Charger Detect (USBDCD) |The USBDCD monitors the USB data lines to detect a smart charger meeting the
USB Battery Charging Specification Rev1.2. This information allows the MCU to
better manage the battery charging IC in a portable device.

USB voltage regulator Up to 5 V regulator input typically provided by USB VBUS power with 3.3 V
regulated output that powers on-chip USB subsystem, capable of sourcing 120 mA
to external board components.

Serial peripheral interface (SPI) Synchronous serial bus for communication to an external device

Inter-Integrated Circuit (12C) Allows communication between a number of devices. Also supports the System
Management Bus (SMBus) Specification, version 2.

EMVSIM (ISO-7816) Module Allows communication on 1ISO-7816

Low Power Universal asynchronous Asynchronous serial bus communication interface with programmable 8- or 9-bit

receiver/transmitter (LPUART) data format

Secure Digital host controller (SDHC) Interface between the host system and the SD, SDIO, MMC, or CE-ATA cards.
The SDHC acts as a bridge, passing host bus transactions to the cards by sending
commands and performing data accesses to/from the cards. It handles the SD,
SDIO, MMC, and CE-ATA protocols at the transmission level.

12S The I2S is a full-duplex, serial port that allows the chip to communicate with a
variety of serial devices, such as standard codecs, digital signal processors
(DSPs), microprocessors, peripherals, and audio codecs that implement the inter-
IC sound bus (12S) and the Intel® AC97 standards

2.3.9 Human-machine interfaces

The following human-machine interfaces (HMI) are available on this device:

Table 2-10. HMI modules

Module Description

General purpose input/output (GPIO) All general purpose input or output (GPIO) pins are capable of interrupt and DMA
request generation.

Configurable slew rate on all output pins.
High drive configurable option on 8 pins
(PTBO, PTB1, PTD4, PTD5, PTD6, PTD7, PTC3, and PTC4).

Capacitive touch sense input (TSI) Contains up to 16 channel inputs for capacitive touch sensing applications.
Operation is available in low-power modes via interrupts.
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2.4 Orderable part numbers

The following table summarizes the part numbers of the devices covered by this

document.

Table 2-11. Orderable part numbers summary

Chapter 2 Introduction

Freescale part number CPU Pin count | Package | Total flash| Program SRAM GPIO
memory flash
frequency
MK82FN256VDC15 150 MHz 121 XFBGA 256 kB 256 kB 256 kB 87
MK82FN256CAXx15! 150 MHz 121 WLCSP 256 kB 256 kB 256 kB 87
MK82FN256VLL15 150 MHz 100 LQFP 256 kB 256 kB 256 kB 66
MK82FN256VLQ152 150 MHz 144 LQFP 256 kB 256 kB 256 kB 102

1. The 121-pin WLCSP package for this product is not yet available, however it is included in a Package Your Way program

for Kinetis MCUs. Please visit freescale.com/KPYW for more details.

2. The 144-pin LQFP package for this product is not yet available, however it is included in a Package Your Way program for
Kinetis MCUs. Please visit freescale.com/KPYW for more details.
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Chapter 3
Core Overview

3.1 Introduction

The ARM Cortex M4 is a member of the Cortex M Series of processors targeting
microcontroller cores focused on very cost sensitive, deterministic, interrupt driven
environments. The Cortex M4 processor is based on the ARMv7 Architecture and
Thumb®-2 ISA and is upward compatible with the Cortex M3, Cortex M1, and Cortex
MO{+} architectures. Cortex M4 improvements include an ARMv7 Thumb-2 DSP
(ported from the ARMv7-A/R profile architectures) providing 32-bit instructions with
SIMD (single instruction multiple data) DSP style multiply-accumulates and saturating
arithmetic. There are approximately 90 instructions added to the previous ARMv7-M
instruction set.

3.1.1 Buses, interconnects, and interfaces
The ARM Cortex-M4 core has four buses as described in the following table.

Bus name Description

Instruction code (ICODE) bus | The ICODE and DCODE buses are muxed. This muxed bus is called the CODE bus and is
Data code (DCODE) bus connected to the crossbar switch via a single master port. In addition, the CODE bus is also
( )bu tightly coupled to the lower half of the system RAM (SRAM_L).

System bus The system bus is connected to a separate master port on the crossbar. In addition, the
system bus is tightly coupled to the upper half system RAM (SRAM_U).

Private peripheral (PPB) bus |The PPB provides access to these modules:

* ARM modules such as the NVIC, ETM, ITM, DWT, FBP, and ROM table
¢ Freescale Miscellaneous Control Module (MCM)

* Memory-Mapped Cryptographic Acceleration Unit (MMCAU)

3.1.2 System Tick Timer
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The System Tick Timer's clock source is always the core clock, FCLK. This results in the
following:

* The CLKSOURCE bit in SysTick Control and Status register is always set to select
the core clock.

* Because the timing reference (FCLK) is a variable frequency, the TENMS bit in the
SysTick Calibration Value Register is always zero.

e The NOREF bit in SysTick Calibration Value Register is always set, implying that
FCLK is the only available source of reference timing.

3.1.3 Debug facilities

This device has extensive debug capabilities including run control and tracing
capabilities. The standard ARM debug port that supports JTAG and SWD interfaces.
Also the cJTAG interface is supported on this device.

3.1.4 Caches

This device includes two 8 KB of combined data/ instructions caches to minimize the
performance impact of memory access latencies: one for the system bus and one for I/D
bus.

Features of each cache are:

e 2-way set associative

* 4 word lines

* Lines can be individually flushed

e Entire cache can be flushed at once

3.1.4.1 Low Power

The caches are powered down in LLS and VLLSx modes. The caches need to be flushed
before being powered down. This affects the time it takes for the system to go into the
new mode but not the wakeup time.

3.1.4.2 Control

For control purposes the cache can be in one of these states:
1. Write Back /Write Allocate (WBWA)
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2. Write Through (WT)
3. Non-Cachable (NC)

For each defined region there are 2 bits allocated in the control register that determines
the cache state for the memory region associated with this section. The user can only
"lower" the cache attribute, given the fixed relationship of WBWA > WT > NC - so, you
can demote a WBWA region to either WT or NC, you can demote a WT space to NC. In
order to change the state upwards a system reset is required.

The 1GB space allocated to the DRAM and FlexBus is split in 16 MB regions and 2 bits
assigned to the control state of each region. A total of 128 bits, distributed in four 32-bit
registers is used for this control.

3.1.5 Core privilege levels

The ARM documentation uses different terms than this document to distinguish between
privilege levels.

If you see this term... it also means this term...
Privileged Supervisor

Unprivileged or user User

3.2 Interrupt priority levels

This device supports 16 priority levels for interrupts. Therefore, in the NVIC each source
in the IPR registers contains 4 bits. For example, IPRO is shown below:

31 30 29 28 27 26 25 24 283 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

R 0/(0(0]|0 0|{0(0]|0 0|0(0]|0 0|0(0]|0
IRQ3 IRQ2 IRQ1 IRQO

3.3 Non-maskable interrupt

The non-maskable interrupt request to the NVIC is controlled by the external NMI signal.
The pin the NMI signal is multiplexed on, must be configured for the NMI function to
generate the non-maskable interrupt request.
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3.4 Interrupt channel assignments
The interrupt source assignments are defined in the following table.

* Vector number — the value stored on the stack when an interrupt is serviced.
e IRQ number — non-core interrupt source count, which is the vector number minus
16.

The IRQ number is used within ARM's NVIC documentation.

Table 3-2. Interrupt vector assignments

Address Vector IRQ! NVIC NVIC Source module Source description

non-IPR IPR

register | register

number | number

2 3
ARM Core System Handler Vectors
0x0000_0000 0 - - - ARM core Initial Stack Pointer
0x0000_0004 1 - - - ARM core Initial Program Counter
0x0000_0008 2 - - - ARM core Non-maskable Interrupt (NMI)
0x0000_000C 3 - - - ARM core Hard Fault
0x0000_0010 4 - - - ARM core MemManage Fault
0x0000_0014 5 - - - ARM core Bus Fault
0x0000_0018 6 - - - ARM core Usage Fault
0x0000_001C 7 - - - — —
0x0000_0020 8 - - - — —
0x0000_0024 9 - - - — —
0x0000_0028 10 - - - — —
0x0000_002C 11 - - - ARM core Supervisor call (SVCall)
0x0000_0030 12 - - - ARM core Debug Monitor
0x0000_0034 13 - - - — —
0x0000_0038 14 - - - ARM core Pendable request for system service
(PendableSrvReq)
0x0000_003C 15 - - - ARM core System tick timer (SysTick)
Non-Core Vectors

0x0000_0040 16 0 0 0 DMA DMA channel 0, 16 transfer complete
0x0000_0044 17 1 0 0 DMA DMA channel 1, 17 transfer complete
0x0000_0048 18 2 0 0 DMA DMA channel 2, 18 transfer complete
0x0000_004C 19 3 0 0 DMA DMA channel 3, 19 transfer complete
0x0000_0050 20 4 0 1 DMA DMA channel 4, 20 transfer complete
0x0000_0054 21 5 0 1 DMA DMA channel 5, 21 transfer complete
0x0000_0058 22 6 0 1 DMA DMA channel 6, 22 transfer complete

Table continues on the next page...
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Table 3-2. Interrupt vector assignments (continued)

Address Vector IRQ! NVIC NVIC Source module Source description
non-IPR IPR

register | register
number | number

2 3
0x0000_005C 23 7 0 1 DMA DMA channel 7, 23 transfer complete
0x0000_0060 24 8 0 2 DMA DMA channel 8, 24 transfer complete
0x0000_0064 25 9 0 2 DMA DMA channel 9, 25 transfer complete
0x0000_0068 26 10 0 2 DMA DMA channel 10, 26 transfer complete
0x0000_006C 27 11 0 2 DMA DMA channel 11, 27 transfer complete
0x0000_0070 28 12 0 3 DMA DMA channel 12, 28 transfer complete
0x0000_0074 29 13 0 3 DMA DMA channel 13, 29 transfer complete
0x0000_0078 30 14 0 3 DMA DMA channel 14, 30 transfer complete
0x0000_007C 31 15 0 3 DMA DMA channel 15, 31 transfer complete
0x0000_0080 32 16 0 4 DMA DMA error interrupt channels 0-31
0x0000_0084 33 17 0 4 MCM or RDC MCM or RDC interrupt
0x0000_0088 34 18 0 4 Flash memory Command complete
0x0000_008C 35 19 0 4 Flash memory Read collision
0x0000_0090 36 20 0 5 Mode Controller | Low-voltage detect, low-voltage warning,

high-voltage detect

0x0000_0094 37 21 0 5 LLWU Low Leakage Wakeup NOTE: The
LLWU interrupt must not be masked by
the interrupt controller to avoid a
scenario where the system does not fully
exit stop mode on an LLS recovery.

0x0000_0098 38 22 0 5 WDOG or EWM Both watchdog modules share this
interrupt
0x0000_009C 39 23 0 5 TRNG True Randon Number Generator
0x0000_00A0 40 24 0 6 12C0 —
0x0000_00A4 41 25 0 6 12C1 —
0x0000_00A8 42 26 0 6 SPIO Single interrupt vector for all sources
0x0000_00AC 43 27 0 6 SPI1 Single interrupt vector for all sources
0x0000_00B0 44 28 0 7 12S0 Transmit
0x0000_00B4 45 29 0 7 12S0 Receive
0x0000_00B8 46 30 0 7 LPUARTO Single interrupt vector for LPUART
sources
0x0000_00BC 47 31 0 7 LPUART1 Single interrupt vector for LPUART
sources
0x0000_00C0 48 32 1 8 LPUART2 Single interrupt vector for LPUART
sources
0x0000_00C4 49 33 1 8 LPUART3 Single interrupt vector for LPUART
sources
0x0000_00C8 50 34 1 8 LPUART4 Single interrupt vector for LPUART
sources
0x0000_00CC 51 35 1 8 — —

Table continues on the next page...
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Table 3-2. Interrupt vector assignments (continued)
Address Vector IRQ! NVIC NVIC Source module Source description

non-IPR IPR

register | register

number | number

2 3
0x0000_00D0 52 36 1 9 —>> —
0x0000_00D4 53 37 1 9 EMVSIMO EMVSIM single interrupt source
0x0000_00D8 54 38 1 9 EMVSIMA EMVSIM single interrupt source
0x0000_00DC 55 39 1 9 ADCO —
0x0000_00EO0 56 40 1 10 CMPO —
0x0000_00E4 57 41 1 10 CMP1 —
0x0000_00ES8 58 42 1 10 FTMO Single interrupt vector for all sources
0x0000_00EC 59 43 1 10 FTMA Single interrupt vector for all sources
0x0000_00F0 60 44 1 11 FTM2 Single interrupt vector for all sources
0x0000_00F4 61 45 1 11 CMT —
0x0000_00F8 62 46 1 11 RTC Alarm interrupt
0x0000_00FC 63 47 1 11 RTC Seconds interrupt
0x0000_0100 64 48 1 12 PIT Channel 0
0x0000_0104 65 49 1 12 PIT Channel 1
0x0000_0108 66 50 1 12 PIT Channel 2
0x0000_010C 67 51 1 12 PIT Channel 3
0x0000_0110 68 52 1 13 PDB —
0x0000_0114 69 53 1 13 USBFS OTG —
0x0000_0118 70 54 1 13 USBFS Charger —
Detect
0x0000_011C 71 55 1 13 —
0x0000_0120 72 56 1 14 DACO —
0x0000_0124 73 57 1 14 MCG —
0x0000_0128 74 58 1 14 Low Power Timer | Single interrupt vector for LPTMRO and
LPTMR1

0x0000_012C 75 59 1 14 Port control module Pin detect (Port A)
0x0000_0130 76 60 1 15 Port control module Pin detect (Port B)
0x0000_0134 77 61 1 15 Port control module Pin detect (Port C)
0x0000_0138 78 62 1 15 Port control module Pin detect (Port D)
0x0000_013C 79 63 1 15 Port control module Pin detect (Port E)
0x0000_0140 80 64 2 16 Software Software interrupt 4
0x0000_0144 81 65 2 16 SPI2 Single interrupt vector for all sources
0x0000_0148 82 66 2 16 — —
0x0000_014C 83 67 2 16 — —
0x0000_0150 84 68 2 17 — —
0x0000_0154 85 69 2 17 — —
0x0000_0158 86 70 2 17 FlexIO —

Table continues on the next page...
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Table 3-2. Interrupt vector assignments (continued)
Address Vector IRQ! NVIC NVIC Source module Source description

non-IPR IPR

register | register

number | number

2 3

0x0000_015C 87 71 2 17 FTM3 Single interrupt vector for all sources
0x0000_0160 88 72 2 18 — —
0x0000_0164 89 73 2 18 — —
0x0000_0168 90 74 2 18 12C2 —
0x0000_016C 91 75 2 18 — —
0x0000_0170 92 76 2 19 — —
0x0000_0174 93 77 2 19 — —
0x0000_0178 94 78 2 19 — —
0x0000_017C 95 79 2 19 — —
0x0000_0180 96 80 2 20 — —
0x0000_0184 97 81 2 20 SDHC —
0x0000_0188 98 82 2 20 — —
0x0000_018C 99 83 2 20 — —
0x0000_0190 100 84 2 21 — —
0x0000_0194 101 85 2 21 — —
0x0000_0198 102 86 2 21 — —
0x0000_019C 103 87 2 21 TSIO —
0x0000_01A0 104 88 2 22 TPM1 —
0x0000_01A4 105 89 2 22 TPM2 —
0x0000_01A8 106 90 2 22 — —
0x0000_01AC 107 91 2 22 12C3 —
0x0000_01B0 108 92 2 23 — —
0x0000_01B4 109 93 2 23 — —_—
0x0000_01B8 110 94 2 23 — —
0x0000_01BC 111 95 2 23 — —
0x0000_01CO0 112 96 3 24 — —
0x0000_01C4 113 97 3 24 — —
0x0000_01C8 114 98 3 24 — —
0x0000_01CC 115 99 3 24 — —
0x0000_01D0 116 100 3 25 QSPIO Single interrupt vector for all sources
0x0000_01D4 117 101 3 25 — —
0x0000_01D8 118 102 3 25 — —
0x0000_01DC 119 103 3 25 — —
0x0000_01EO 120 104 3 26 LTC LP Trusted Cryptography
0x0000_01E4 121 105 3 26 — —
0x0000_01ES8 122 106 3 26 — —

1.

Indicates the NVIC's interrupt source number.
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2. Indicates the NVIC's ISER, ICER, ISPR, ICPR, and IABR register number used for this IRQ. The equation to calculate this
value is: IRQ div 32

3. Indicates the NVIC's IPR register number used for this IRQ. The equation to calculate this value is: IRQ div 4

4. This interrupt can only be pended or cleared via the NVIC registers.

3.5 AWIC overview

The primary function of the AWIC block is to detect asynchronous wake-up events in
stop modes and signal to clock control logic to resume system clocking. After clock
restart, the NVIC observes the pending interrupt and performs the normal interrupt or
event processing.

3.6 Wake-up sources
The device uses the following internal and external inputs to the AWIC module.

Table 3-3. AWIC Partial Stop, Stop and VLPS Wake-up Sources

Wake-up source Description
Available system resets RESET pin and WDOG when LPO is its clock source, and JTAG
Low-voltage detect Power Mode Controller
High-voltage detect Power Mode Controller
Low-voltage warning Power Mode Controller
Pin interrupts Port Control Module - Any enabled pin interrupt is capable of waking the system
ADCx The ADC is functional when using internal clock source
CMPx Since no system clocks are available, functionality is limited, trigger mode provides wakeup
functionality with periodic sampling
12C Address match wakeup
LPUART Functional when using clock source which is active in Stop and VLPS modes
USB FS/LS Controller Wakeup
FlexlO Functional when using clock source which is active in Stop and VLPS modes
LPTMR Functional when using clock source which is active in Stop, VLPS and LLS/VLLS modes
RTC Functional in Stop/VLPS modes
SDHC Wakeup
12S (SAl) Functional when using an external bit clock or external master clock
TPM Functional when using clock source which is active in Stop and VLPS modes
TSIO Wakeup
NMI Non-maskable interrupt
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Chapter 4
Memories and Memory Interfaces

4.1 Flash memory types
This device contains the following types of flash memory:

* Program flash memory — non-volatile flash memory that can execute program code

4.2 Flash Memory Sizes
The devices covered in this document contain:

* 1 block 256 kB of program flash consisting of 4 kB sectors

4.3 Flash Security

How flash security is implemented on this device is described in Chip Security.

4.4 Flash Modes

The flash memory is always configured in NVM normal. There are no operating
conditions in which the flash is configured for NVM special mode.
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4.5 Erase All Flash Contents

An Erase All Flash Blocks operation can be launched by software through a series of
peripheral bus writes to flash registers. In addition the entire flash memory may be erased
external to the flash memory from the SWJ-DP debug port by setting
DAP_CONTROLJO0]. DAP_STATUS[O] is set to indicate the mass erase command has
been accepted. DAP_STATUSIO] is cleared when the mass erase completes.

4.6 FTF_FOPT Register

The flash memory's FTF_FOPT register allows the user to customize the operation of the
MCU at boot time. See FOPT boot options for details of its definition.

4.7 SRAM sizes

This device contains SRAM tightly coupled to the ARM Cortex-M4 core. The on-chip
SRAM is split into SRAM_L and SRAM_U regions where the SRAM_L and SRAM_U
ranges form a contiguous block in the memory map anchored at address 0x2000_0000.
As such:

* SRAM_L is anchored at address 0x2000_0000 and occupies the space below this
address, that is, addresses less than 0x2000_0000.

* SRAM_U is anchored at address 0x2000_0000 and occupies the space at and above
this beginning address, that is, addresses greater than or equal to 0x2000_0000.

NOTE

Misaligned accesses across the 0x2000_0000 boundary are not
supported in the ARM Cortex-M4 architecture.

The amount of SRAM for the devices covered in this document is shown in the following
table(s).

SRAM Sizes for ORDERABLE Part Numbers

Device SRAM (KB) SRAM_L size (KB) | SRAM_U size (KB) Address Range
MK82FN256VDC15 256 kB 64 kB 192 kB 0x1FFF_0000-0x2002_
FFFF

Table continues on the next page...
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Device SRAM (KB) SRAM_L size (KB) | SRAM_U size (KB) Address Range
MK82FN256CAXx15" 256 kB 64 kB 192 kB 0x1FFF_0000-0x2002_
FFFF
MK82FN256VLL15 256 kB 64 kB 192 kB 0x1FFF_0000-0x2002_
FFFF
MK82FN256VLQ152 256 kB 64 kB 192 kB 0x1FFF_0000-0x2002_
FFFF

1. The 121-pin WLCSP package for this product is not yet available, however it is included in a Package Your Way program
for Kinetis MCUs. Please visit freescale.com/KPYW for more details.

2. The 144-pin LQFP package for this product is not yet available, however it is included in a Package Your Way program for
Kinetis MCUs. Please visit freescale.com/KPYW for more details.

4.8 SRAM accesses
The SRAM is split into two logical arrays that are 32-bits wide.

* SRAM_L — Accessible by the code bus of the Cortex-M4 core and by the backdoor
port.

* SRAM_U — Accessible by the system bus of the Cortex-M4 core and by the
backdoor port.

The backdoor port makes the SRAM accessible to the non-core bus masters (such as
DMA).

The following figure illustrates the SRAM accesses within the device.

SRAM_L

Cortex-M4 core 1 Crossbar switch

non-core master

Frontdoor Backdoor

Code bus

non-core master

MPU SRAM controller MPU °

System bus [ J
[ ]

non-core master

SRAM_U

Figure 4-1. SRAM access diagram

The following simultaneous accesses can be made to different logical regions of the
SRAM:

* Core code and core system

* Core code and non-core master system

 Core system and non-core master code
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4.9 SRAM retention in low power modes
The SRAM is retained down to LLS3 and VLLS3 mode.

In LLS2 and VLLS?2 the 32 kB region of SRAM_U based at 0x2000_0000 is powered.
Optionally the 32KB region of SRAM_L ending at Ox1FFF_FFFF can be powered on,
enabled by setting STOPCTRL[RAM2PO]. These regions (or partitions) of SRAM are
labeled as follows:

* RAMI: the 32 kB region of SRAM_U always powered in VLLS2 and LLS2

* RAM2: the additional 32 KB region of SRAM_L optionally powered in VLLS2/
LLS2

* RAMS3: the rest of system RAM

In VLLS1 and VLLSO no SRAM is retained; however, the 32-byte register file is
available.

4.10 QuadSPI memory interface

This device contains a QSPI controller which can interface with external flash devices to
expand the storage size. With the QSPI controller enabled, the external flash can be
mapped to a 128 MB system address range 0x6800_0000 to Ox6FFF_FFFF and can be
read directly just like on-chip memory. For the flash space which exceeds above range, it
can be read in through a 16 words QSPI FIFO located at system address 0x6700_0000.
QSPI is not available when the system enters STOP modes, Compute Operation mode,
LLSx and VLLSx modes.

4.11 System Register file
This device includes a 32-byte register file that is powered in all power modes.

Also, it retains contents during low-voltage detect (LVD) events and is only reset during
a power-on reset.

4.12 VBAT register file

This device includes a 128-byte register file that is powered in all power modes and is
powered by VBAT.
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It is only reset during VBAT power-on reset.
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Chapter 5
Memory Map

5.1 Introduction

This device contains various memories and memory-mapped peripherals which are
located in one 32-bit contiguous memory space. This chapter describes the memory and
peripheral locations within that memory space.

5.2 System memory map

The following table shows the high-level device memory map. This map provides the
complete architectural address space definition for the various sections. Based on the
physical sizes of the memories and peripherals, the actual address regions used may be
smaller.

The system memory map includes multiple aliased address spaces that are intended for
specific purposes.

* There are three aliased address spaces that are mapped into the ICode regions
(address < 0x2000_0000) for code sections that normally reside in the system address
space (address >= 0x2000_0000). The FlexBus address space is located in the system
region of the memory map, but a subset of this space is aliased so it appears in the
ICode region so instructions mapped into this space can be executed with maximum
performance. The SDRAM Controller and QuadSPI have a similar mapping
structure.

* There is an aliased region that maps a system address space to the Program flash
section. This is complementary to the previous FlexBus example. Flash region
aliasing is specifically intended for references to read-only data coefficients in the
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flash while still preserving a full Harvard memory organization in the processor core
supporting concurrent instruction fetches (for example, from RAM) and data
accesses (from flash via the aliased space).
» The bitbanding functionality supported by the processor core uses aliased regions
that map to the basic RAM and peripheral address spaces. This functionality maps
each 32-bit word of the aliased address space to a unique bit in the underlying RAM
or peripheral address space to support single-bit insert and extract operations from

the processor.

Table 5-1. K82 System memory map

System 32-bit Address Range

Destination Slave

Access

0x0000_0000-0x03FF_FFFF '

Program flash and read-only data
(Includes exception vectors in first 1024
bytes)

All masters

0x0400_0000-0x07FF_FFFF?

QSPIO (Aliased area) Mapped to the
same access space of 0x6800_0000 to
0x6BFF_FFFF

Cortex-M4 core (MO) only

0x0800_0000-0x0FFF_FFFF

SDRAM (Aliased area) Mapped to the
same access space of
0x8800_0000-0x8FFF_FFFF

Cortex-M4 core (MO) only

0x1000_0000-0x17FF_FFFF

Reserved

0x1800_0000-0x1BFF_FFFF

FlexBus (Aliased Area) Mapped to the
same access space of
0x9800_0000-0x9BFF_FFFF

Cortex-M4 core (MO) only

SRAM_U: Upper SRAM bitband region

0x1C00_0000-0x1C00_7FFF ROM All masters
0x1C00_8000-0x1DFF_FFFF Reserved —
0x1E00_8000-0x1FFF_FFFF3 Tightly Coupled Memory Lower (TCML) |All masters
SRAM_L: Lower SRAM (ICODE/
DCODE)
0x2000_0000-0x200F _FFFF3 Tightly Coupled Memory Upper (TCMU) |All masters

0x2100_0000-0x21FF_FFFF

Reserved

0x2200_0000-0x23FF_FFFF

Aliased to TCMU SRAM bitband

Cortex-M4 core only

0x2400_0000-0x2FFF_FFFF

Reserved

0x3000_0000-0x33FF_FFFF

Flash Data Alias

Cortex-M4 (M1) core only

0x3400_0000-0x3FFF_FFFF

Reserved

0x4000_0000-0x4007_FFFF

Bitband region for AIPSO

Cortex-M4 core & DMA

0x4008_0000-0x400F_EFFF

Bitband region for AIPS1

Cortex-M4 core & DMA

0x400F_F000-0x400F_FFFF

Bitband region for GPIO

Cortex-M4 core & DMA

0x4010_0000-0x41FF_FFFF

Reserved

0x4200_0000-0x43FF_FFFF

Aliased to AIPS and GPIO bitband

Cortex-M4 core only

0x4400_0000-0x5FFF_FFFF

Bit Manipulation Engine (BME2) access
to AIPSO peripheral slots 0-127 and
AIPS1 peripheral slots 0-123

Cortex-M4 core & DMA

0x6000_0000-0x66FF_FFFF

FlexBus (External Memory - Write-back)

All masters

Table continues on the next page...
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Table 5-1. K82 System memory map (continued)

System 32-bit Address Range Destination Slave Access
0x6700_0000-0x677F_FFFF QuadSPI0 Rx Buffer All masters
0x6780_0000-0x67FF_FFFF Reserved —
0x6800_0000-0x6FFF_FFFF?2 QSPIO0 (External Memory) All masters
0x7000_0000-0x7FFF_FFFF SDRAM (External Memory - Write-back) |All masters
0x8000_0000-0x87FF_FFFF SDRAM (External Memory - Write- All masters
through)

0x8800_0000-0x8FFF_FFFF SDRAM (External Memory - Write- All masters
through)

0x9000_0000-0x97FF_FFFF Reserved —

0x9800_0000-0x9FFF_FFFF FlexBus (External Memory - Write- All masters
through)

0xA000_0000-0xDFFF_FFFF FlexBus (External Peripheral - Not All masters
executable)

0xE000_0000-0xEOOF_FFFF Private Peripherals Cortex-M4 core only

0xE010_0000-0xFFFF_FFFF Reserved —

1. This map provides the complete architectural address space definition for the flash. Based on the physical sizes of the
memories implemented for a particular device, the actual address regions used may be smaller. See Flash Memory Sizes
for details.

2. Debug access is available only in the aliased QuadSPI memory region. (Breakpoints are not supported in the main
QuadSPI memory region.)

3. This range varies depending on amount of SRAM implemented for a particular device. See SRAM sizes for details.

NOTE
1. Access rights to AIPS-Lite peripheral bridges and general
purpose input/output (GPIO) module address space is
limited to the core and DMA.
2. ARM Cortex-M4 core access privileges also includes
accesses via the debug interface.

5.3 Flash Memory Map

The flash memory and the flash registers are located at different base addresses as shown
in the following figure. The base address for each is specified in System memory map.

Flash memory base address
Registers

Program flash base address

Flash configuration field
Program flash

Figure 5-1. Flash memory map
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The on-chip Flash is implemented in a portion of the allocated Flash range to form a
contiguous block in the memory map beginning at address 0x0000_0000. See Flash
Memory Sizes for details of supported ranges.

Accesses to the flash memory ranges outside the amount of Flash on the device causes
the bus cycle to be terminated with an error followed by the appropriate response in the
requesting bus master. Read collision events in which flash memory is accessed while a
flash memory resource is being manipulated by a flash command also generates a bus
eITor response.

5.4 Flash Access Control Introduction

The Flash Access Control (FAC) is a Freescale or third-party configurable memory
protection scheme optimized to allow end users to utilize software libraries while offering
programmable restrictions to these libraries. The flash memory is divided into equal size
segments that provide protection to proprietary software libraries. The protection of these
segments 1s controlled as the FAC evaluates of the access rights for each transaction
routed to the on-chip flash memory. Configurability allows an increasing number of
protected segments while supporting two levels of vendors adding their proprietary
software to a device.

Flash access control aligns to the three privilege levels supported by ARM Cortex-M
family products where the most secure state - supervisor/privileged-secure - aligns to the
execute-only and supervisor-only access control. The unsecure state of user-non-secure
aligns to no access control states set, and the mid-level state where user-secure aligns to
using the access control of execute-only.

Control for this protection scheme is implemented in Program Once NVM locations and
is configurable through Program Once flash command operations. The NVM locations
controlling FAC are unaffected by Erase All Blocks flash command and debug interface
initiated mass erase operations.

NOTE
The FAC protection scheme has eight XACC and eight SACC
registers to control up to 64 segments. For program flash sizes
128KB or less, the memory is divided into 32 segments,
controlled by the four lower-order XACC and SACC registers.
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5.5 SRAM memory map

The on-chip RAM is split in two regions: SRAM_L and SRAM_U. The RAM is
implemented such that the SRAM_L and SRAM_U ranges form a contiguous block in
the memory map. See SRAM Configuration for details.

Accesses to the SRAM_L and SRAM_U memory ranges outside the amount of RAM on
the device causes the bus cycle to be terminated with an error followed by the appropriate
response in the requesting bus master.

5.6 Peripheral bridge (AIPS-Lite0 and AIPS-Lite1) memory
maps

The peripheral memory map is accessible via two slave ports on the crossbar switch in
the 0x4000_0000-0x400F_FFFF region. The device implements two peripheral bridges
(AIPS-Lite 0 and 1):

» AIPS-Lite0 covers 512 KB
» AIPS-Litel covers 496 KB plus 4 KB assigned to the general purpose input/output
module (GPIO) and 12 KB reserved (4K in 3 spaces)

AIPS-Lite0 is connected to crossbar switch slave port 2, and is accessible at locations
0x4000_0000-0x4007_FFFF.

The two regions associated with this space are:

* A 128 KB region, partitioned as 32 spaces, each 4 KB in size and reserved for on-
platform peripheral devices. The AIPS controller generates unique module enables
for all 32 spaces.

* A 384 KB region, partitioned as 96 spaces, each 4 KB in size and reserved for off-
platform modules. The AIPS controller generates unique module enables for all 96
spaces.

AIPS-Litel and the general purpose input/output (GPIO) module share the connection to
crossbar switch slave port 3. The AIPS-Litel is accessible at locations 0x4008_0000—
0x400F_BFFF. 12 KB is reserved at 0x400F_CO000 - 0x400F_EFFF. The general purpose
input/output module is accessible in a 4 KB region at 0x400F_F000—-0x400F_FFFF. Its
direct connection to the crossbar switch provides master access without incurring wait
states associated with accesses via the AIPS-Lite controllers.
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NOTE
The BME2 functionality is available for the 512 KB of AIPSO
and 496 KB of AIPS1; it is not available for the GPIO.

Modules that are disabled via their clock gate control bits in the SIM registers disable the
associated AIPS slots. Access to any address within an unimplemented or disabled
peripheral bridge slot results in a transfer error termination.

For programming model accesses via the peripheral bridges, there is generally only a
small range within the 4 KB slots that is implemented. Accessing an address that is not
implemented in the peripheral results in a transfer error termination.

5.6.1 Peripheral Bridge 0 (AIPS-Lite 0) Memory Map

Table 5-2. Peripheral bridge 0 slot assignments

System 32-bit base address Slot Module
number

0x4000_0000 0 Peripheral bridge 0 (AIPS-Lite 0)
0x4000_1000 1 —
0x4000_2000 2 —
0x4000_3000 3 —
0x4000_4000 4 Crossbar switch
0x4000_5000 5 —
0x4000_6000 6 —
0x4000_7000 7 —
0x4000_8000 8 DMA controller
0x4000_9000 9 DMA controller transfer control descriptors
0x4000_A000 10 —
0x4000_B000 11 —
0x4000_C000 12 FlexBus
0x4000_D000 13 System MPU
0x4000_E000 14 —
0x4000_F000 15 SDRAMC
0x4001_0000 16 —
0x4001_1000 17 —
0x4001_2000 18 —
0x4001_3000 19 —
0x4001_4000 20 —
0x4001_5000 21 —
0x4001_6000 22 —
0x4001_7000 23 —

Table continues on the next page...
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Table 5-2. Peripheral bridge 0 slot assignments (continued)
System 32-bit base address Slot Module
number
0x4001_8000 24 —
0x4001_9000 25 —
0x4001_A000 26 —
0x4001_B000 27 —
0x4001_C000 28 —
0x4001_D000 29 —
0x4001_E000 30 —
0x4001_F000 31 Flash memory controller
0x4002_0000 32 Flash memory
0x4002_1000 33 DMA channel mutiplexer
0x4002_2000 34 —
0x4002_3000 35 —
0x4002_4000 36 —
0x4002_5000 37 —
0x4002_6000 38 —
0x4002_7000 39 —
0x4002_8000 40 —
0x4002_9000 41 —
0x4002_A000 42 —
0x4002_B000 43 —
0x4002_C000 44 SPI O
0x4002_D000 45 SPI 1
0x4002_E000 46 —
0x4002_F000 47 128 (SSI/SAIl) 0
0x4003_0000 48 —
0x4003_1000 49 —
0x4003_2000 50 CRC
0x4003_3000 51 —
0x4003_4000 52 —
0x4003_5000 53 USBO DCD
0x4003_6000 54 Programmable delay block (PDB)
0x4003_7000 55 Periodic interrupt timers (PIT)
0x4003_8000 56 FlexTimer (FTM) 0O
0x4003_9000 57 FlexTimer (FTM) 1
0x4003_A000 58 FlexTimer (FTM) 21
0x4003_B000 59 Analog-to-digital converter (ADC) 0
0x4003_C000 60 —
0x4003_D000 61 Real-time clock (RTC)
0x4003_E000 62 VBAT register file

Table continues on the next page...
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Table 5-2. Peripheral bridge 0 slot assignments (continued)

System 32-bit base address Slot Module
number

0x4003_F000 63 DACO0?
0x4004_0000 64 Low-power timer 0 (LPTMRO)
0x4004_1000 65 System register file
0x4004_2000 66 —
0x4004_3000 67 —
0x4004_4000 68 Low-power timer 1 (LPTMR1)
0x4004_5000 69 Touch sense interface (TSI0)
0x4004_6000 70 —
0x4004_7000 71 SIM low-power logic
0x4004_8000 72 System integration module (SIM)
0x4004_9000 73 Port A multiplexing control
0x4004_A000 74 Port B multiplexing control
0x4004_B000 75 Port C multiplexing control
0x4004_C000 76 Port D multiplexing control
0x4004_D000 77 Port E multiplexing control
0x4004_E000 78 —
0x4004_F000 79 —
0x4005_0000 80 —
0x4005_1000 81 —
0x4005_2000 82 Software watchdog
0x4005_3000 83 —
0x4005_4000 84 —
0x4005_5000 85 —
0x4005_6000 86 —
0x4005_7000 87 —
0x4005_8000 88 —
0x4005_9000 89 —
0x4005_A000 90 —
0x4005_B000 91 —
0x4005_C000 92 —
0x4005_D000 93 —
0x4005_E000 94 —
0x4005_F000 95 —
0x4006_0000 96 —
0x4006_1000 97 External watchdog
0x4006_2000 98 Carrier modulator timer (CMT)
0x4006_3000 99 —
0x4006_4000 100 Multi-purpose Clock Generator (MCG)
0x4006_5000 101 System oscillator (OSC)

Table continues on the next page...

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

64 Freescale Semiconductor, Inc.




g |

4
Chapter 5 Memory Map

Table 5-2. Peripheral bridge 0 slot assignments (continued)

System 32-bit base address Slot Module
number
0x4006_6000 102 12C0
0x4006_7000 103 12C 1
0x4006_8000 104 —
0x4006_9000 105 —
0x4006_A000 106 —
0x4006_B000 107 —
0x4006_C000 108 —
0x4006_D000 109 —
0x4006_E000 110 —
0x4006_F000 111 —
0x4007_0000 112 —
0x4007_1000 113 —
0x4007_2000 114 USB OTG FS/LS
0x4007_3000 115 2C2D (Analog comparator (CMP) / 6-bit digital-to-analog converter (DAC))
0x4007_4000 116 Voltage reference (VREF)
0x4007_5000 117 —
0x4007_6000 118 —
0x4007_7000 119 —
0x4007_8000 120 —
0x4007_9000 121 —
0x4007_A000 122 —
0x4007_B000 123 —
0x4007_C000 124 Low-leakage wakeup unit (LLWU)
0x4007_D000 125 Power management controller (PMC)
0x4007_E000 126 System Mode controller (SMC)
0x4007_F000 127 Reset Control Module (RCM)

1. FTM2 is also available in AIPS1
2. DACO is also available in AIPS1

5.6.2 Peripheral Bridge 1 (AIPS-Lite 1) Memory Map

Table 5-3. Peripheral bridge 1 slot assignments

System 32-bit base address Slot Module
number
0x4008_0000 0 Peripheral bridge 1 (AIPS-Lite 1)
0x4008_1000 1 —
0x4008_2000 2 —

Table continues on the next page...
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Table 5-3. Peripheral bridge 1 slot assignments (continued)

System 32-bit base address Slot Module
number
0x4008_3000 3 —
0x4008_4000 4 —
0x4008_5000 5 —
0x4008_6000 6 —
0x4008_7000 7 —
0x4008_8000 8 —
0x4008_9000 9 —
0x4008_A000 10 —
0x4008_B000 11 —
0x4008_C000 12 —
0x4008_D000 13 —
0x4008_E000 14 —
0x4008_F000 15 —
0x4009_0000 16 —
0x4009_1000 17 —
0x4009_2000 18 —
0x4009_3000 19 —
0x4009_4000 20 —
0x4009_5000 21 —
0x4009_6000 22 —
0x4009_7000 23 —
0x4009_8000 24 —
0x4009_9000 25 —
0x4009_A000 26 —
0x4009_B000 27 —
0x4009_C000 28 —
0x4009_D000 29 —
0x4009_E000 30 —
0x4009_F000 31 —
0x400A_0000 32 True Random number generator (TRNG)
0x400A_1000 33 —
0x400A_2000 34 —
0x400A_3000 35 —
0x400A_4000 36 —
0x400A_5000 37 —
0x400A_6000 38 —
0x400A_7000 39 —
0x400A_8000 40 —
0x400A_9000 41 —

Table continues on the next page...
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Table 5-3. Peripheral bridge 1 slot assignments (continued)

System 32-bit base address Slot Module
number

0x400A_A000 42 —
0x400A_B000 43 —
0x400A_C000 44 SPI 2
0x400A_D000 45 —
0x400A_E000 46 —
0x400A_F000 47 —
0x400B_0000 48 —
0x400B_1000 49 eSDHC
0x400B_2000 50 —
0x400B_3000 51 —
0x400B_4000 52 —
0x400B_5000 53 —
0x400B_6000 54 —
0x400B_7000 55 —
0x400B_8000 56 FlexTimer (FTM) 21
0x400B_9000 57 FlexTimer (FTM) 3
0x400B_A000 58 —
0x400B_B000 59 —
0x400B_C000 60 —
0x400B_D000 61 —
0x400B_E000 62 —
0x400B_F000 63 —
0x400C_0000 64 —
0x400C_1000 65 —
0x400C_2000 66 —
0x400C_3000 67 —
0x400C_4000 68 LPUARTO
0x400C_5000 69 LPUART1
0x400C_6000 70 LPUART2
0x400C_7000 71 LPUART3
0x400C_8000 72 —
0x400C_9000 73 TPM1
0x400C_A000 74 TPM2
0x400C_B000 75 —
0x400C_C000 76 12-bit digital-to-analog converter (DAC) 02
0x400C_D000 77 —
0x400C_E000 78 —
0x400C_F000 79 —
0x400D_0000 80 —

Table continues on the next page...
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Table 5-3. Peripheral bridge 1 slot assignments (continued)
System 32-bit base address Slot Module
number
0x400D_1000 81 LP Trusted Cryptography (LTC)
0x400D_2000 82 —
0x400D_3000 83 —
0x400D_4000 84 EMVSIMO
0x400D_5000 85 EMVSIMA1
0x400D_6000 86 LPUART4
0x400D_7000 87 —
0x400D_8000 88 —
0x400D_9000 89 —
0x400D_A000 90 QSPIO
0x400D_B000 91 —
0x400D_C000 92 —
0x400D_D000 93 —
0x400D_E000 94 —
0x400D_F000 95 FlexlO0
0x400E_0000 96 —
0x400E_1000 97 —
0x400E_2000 98 —
0x400E_3000 99 —
0x400E_4000 100 —
0x400E_5000 101 —
0x400E_6000 102 12C2
0x400E_7000 103 12C3
0x400E_8000 104 —
0x400E_9000 105 —
0x400E_A000 106 —
0x400E_B000 107 —
0x400E_C000 108 —
0x400E_DO000 109 —
0x400E_EO000 110 —
0x400E_F000 111 —
0x400F_0000 112 —
0x400F_1000 113 —
0x400F_2000 114 —
0x400F_3000 115 —
0x400F_4000 116 —
0x400F_5000 117 —
0x400F_6000 118 —
0x400F_7000 119 —

Table continues on the next page...
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Table 5-3. Peripheral bridge 1 slot assignments (continued)

System 32-bit base address Slot Module
number

0x400F_8000 120 —

0x400F_9000 121 —

0x400F_A000 122 —

0x400F_B000 123 —

0x400F_C000 124 Not an AIPS-Lite slot. Reserved

0x400F_D000 1253 Not an AIPS-Lite slot. Reserved

0x400F_E000 1263 Not an AIPS-Lite slot. Reserved

0x400F_F000 1273 Not an AIPS-Lite slot. The 32-bit general purpose input/output module that

shares the crossbar switch slave port with the AIPS-Lite is accessed at
this address.

1. FTM2 is also available in AIPSO
2. DACO is also available in AIPSO
3. Last 4 slots of AIPS1 (124-127) cannot be accessed through BME2 on this device.

5.7 Private Peripheral Bus (PPB) memory map

The PPB is part of the defined ARM bus architecture and provides access to select

processor-local modules. These resources are only accessible from the core; other system

masters do not have access to them.

Table 5-4. PPB memory map

System 32-bit Address Range

Resource

0xE000_0000-0xE000_OFFF

Instrumentation Trace Macrocell (ITM)

0xE000_1000-0xEO000_1FFF

Data Watchpoint and Trace (DWT)

0xE000_2000-0xEQ00_2FFF

Flash Patch and Breakpoint (FPB)

0xE000_3000-0xE000_DFFF

Reserved

0xE000_E000-0xEQ00_EFFF

System Control Space (SCS) (for NVIC and FPU)

0xE000_F000-0xE003_FFFF

Reserved

0xE004_0000-0xE004_OFFF

Trace Port Interface Unit (TPIU)

0xE004_1000-0xE004_1FFF

Embedded Trace Macrocell (ETM)

OxE004_2000—-0xE004_2FFF Reserved
0xE004_3000-0xE004_3FFF Reserved
OxE004_4000—-0xE007_FFFF Reserved

0xE008_0000—0xE008_O0OFFF

Miscellaneous Control Module (MCM)

0xE008_1000-0xE008_1FFF

Memory Mapped Cryptographic Acceleration Unit (MMCAU)

0xE008_2000-0xE008_2FFF

Cache Controller

O0xE008_3000-0xEQOF_EFFF

Reserved

OxEOOF_F000-0xEOOF_FFFF

ROM Table - allows auto-detection of debug components
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Chapter 6
Clock Distribution using MCG

6.1 Introduction

The MCG module controls which clock source is used to derive the system clocks. The
clock generation logic divides the selected clock source into a variety of clock domains,
including the clocks for the system bus masters, system bus slaves, and flash memory.
The clock generation logic also implements module-specific clock gating to allow
granular shutoff of modules.

The primary clocks for the system are generated from the MCGOUTCLK clock. The
clock generation circuitry provides several clock dividers that allow different portions of
the device to be clocked at different frequencies. This allows for trade-offs between
performance and power dissipation.

Various modules, such as the USB OTG Controller, have module-specific clocks that can
be generated from the IRC48MCLK or MCGPLLCLK or MCGFLLCLK clock. The
SDRAM controller is a specific case, since it can take its clock from either PLL (system
or SDRAM). In addition, there are various other module-specific clocks that have other
alternate sources. Clock selection for most modules is controlled by the SOPT registers in
the SIM module.

6.2 Programming model

The selection and multiplexing of system clock sources is controlled and programmed via
the MCG module. The setting of clock dividers and module clock gating for the system
are programmed via the SIM module. Reference those sections for detailed register and
bit descriptions.
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6.3 High-Level device clocking diagram

The following system oscillator, MCG, and SIM module registers control the
multiplexers, dividers, and clock gates shown in the below figure:

0osC MCG SIM
Multiplexers MCG_Cx MCG_Cx SIM_SOPT1, SIM_SOPT2
Dividers — MCG_Cx SIM_CLKDIVx
Clock gates OSC_CR MCG_C1 SIM_SCGCx
MCG SIM
4 MHz IRC \ cal MCGIRCLK Clock options for
32 kHz IRC * / = MCGFFCLK } some peripherals
L (see note)
j—< FLL oUTDIVA Core / system clocks
OUTDIV2 Bus clock
1 —™ mccourtetk
ouTDIV3—{CG——> FlexBus/SDRAMC clocks
PLL > ./ L
ouTDIVa—CGF——> Flash clock
F:RDj'V MCGFLLCLK N cg
T MCGPLLCLK y \
|—Tj ) ~ MCGPLLCLK/
PROV /—'—\ MCGFLLCLK/
IRC48MCLK/
O ~
System oscillator § %
EXTALO [X] L 0SCCLK DIV DIV_OSCERCLK S8
XTAL_CLK o &
= OSCERCLK 2
0sc CG > S5
XTALO [X}—— logic 0SC32KCLK ERCLK32K e
x Qo
3%
RTC oscillator PMC o e
EXTAL32 X—— 32.768 kHz PMC logic |—=F9 -
XTAL32 g OSC logic 1Hz
IRC48M RTC_CLKOUT )
IRC48MCLK
IRC48M logic IRC48MCLK

CG — Clock gate
Note: See subsequent sections for details on where these clocks are used.

Figure 6-1. Clocking diagram
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Chapter 6 Clock Distribution using MCG

The following table describes the clocks in the previous block diagram.

Clock name

Description

Core clock

MCGOUTCLK divided by OUTDIV1 clocks the ARM Cortex-
M4 core

System clock

MCGOUTCLK divided by OUTDIV1 clocks the crossbar
switch and bus masters directly connected to the crossbar.

Bus clock

MCGOUTCLK divided by OUTDIV2 clocks the bus slaves
and peripheral (excluding memories)

FlexBus clock

MCGOUTCLK divided by OUTDIV3 clocks the external
FlexBus interface

Flash clock MCGOUTCLK divided by OUTDIV4 clocks the flash memory

MCGIRCLK MCG output of the slow or fast internal reference clock

MCGFFCLK MCG output of the slow internal reference clock or a divided
MCG external reference clock.

MCGOUTCLK MCG output of either IRC, MCGFLLCLK , MCGPLLCLK or
MCG's external reference clock that sources the core,
system, bus, FlexBus, and flash clock. It is also an option for
the debug trace clock.

MCGFLLCLK MCG output of the FLL. MCGFLLCLK may clock some
modules.

MCGPLLCLK MCG output of the PLL. MCGFLLCLK or MCGPLLCLK may

clock some modules.

MCG external reference clock

Input clock to the MCG sourced by the system oscillator
(OSCCLK) or RTC oscillator

IRC48MCLK Internal 48 MHz oscillator that can be used as a reference to
the MCG and also may clock some on-chip modules.

OSCCLK System oscillator output of the internal oscillator or sourced
directly from EXTAL

OSCERCLK System oscillator output sourced from OSCCLK that may
clock some on-chip modules

OSC32KCLK System oscillator 32kHz output

ERCLK32K Clock source for some modules that is chosen as
OSC32KCLK or the RTC clock.

RTC clock RTC oscillator output for the RTC module

LPO PMC 1kHz output

6.4.1 Device clock summary

The following table provides more information regarding the on-chip clocks.
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Table 6-1. Clock Summary

Clock name

HS Run mode

clock frequency

Run mode

clock frequency

VLPR mode

clock frequency

Clock source

Clock is disabled
when...

MCGOUTCLK

Up to 150 MHz

Up to 120 MHz

Up to 4 MHz

MCG

In all stop modes
except for partial
stop modes and
during PLL locking
when
MCGOUTCLK
derived from PLL.

MCGFLLCLK

Up to 100 MHz

Up to 100 MHz

N/A

MCG

MCG clock controls
do not enable.
Overriding forced
disable in all low
powers modes
(including STOP
and VLPx modes).

MCGPLLCLK

Up to 150 MHz

Up to 150 MHz

N/A

MCG

MCG clock controls
do not enable,

in Stop mode but
PLLSTEN=0,

orin VLPS, LLS
and VLLSx modes

Core clock

Up to 150 MHz

Up to 120 MHz

Up to 4 MHz

MCGOUTCLK
clock divider

In all wait and stop
modes

System clock

Up to 150 MHz

Up to 120 MHz

Up to 4 MHz

MCGOUTCLK
clock divider

In all stop modes
and Compute
operation

Bus clock

Up to 75 MHz

Up to 60 MHz

Up to 4 MHz

MCGOUTCLK
clock divider

In all stop modes
except for partial
STOP2 mode, and
Compute Operation

FlexBus clock
(FB_CLK)

Up to 75 MHz

Up to 60 MHz

Up to 4 MHz

MCGOUTCLK
clock divider

In all stop modes or
FlexBus disabled

Flash clock

Up to 25 MHz

Up to 25 MHz

Up to IMHz in
BLPE, Up to
800KHz in BLPI

MCGOUTCLK
clock divider

In all stop modes
except for partial
STOP2 mode

Internal reference
(MCGIRCLK)

Up to 4 MHz IRC
oscillator

Up to 4 MHz IRC
oscillator

Up to 4 MHz IRC
oscillator

MCG

MCG_C1[IRCLKEN
] cleared, Stop or
VLPS mode and
MCG_C1[IREFSTE
N] cleared, or LLS/
VLLS mode

External reference
(OSCERCLK)

Up to 50 MHz
(bypass),
30-40 kHz, or

3-32 MHz (crystal)

Up to 50 MHz
(bypass),
30-40 kHz, or

3-32 MHz (crystal)

Up to 16 MHz
(bypass),

30-40 kHz (low-
range crystal) or

Up to 16 MHz
(high-range crystal)

System OSC

System OSC's
OSC_CRI[ERCLKE
N] cleared, or

Stop mode and
OSC_CRI[EREFST
EN] cleared

Table continues on the next page...
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Table 6-1. Clock Summary (continued)

Clock name

HS Run mode

clock frequency

Run mode

clock frequency

VLPR mode

clock frequency

Clock source

Clock is disabled
when...

External reference |30-40 kHz 30-40 kHz 30-40 kHz System OSC or System OSC's
32kHz RTC OSC OSC_CR[ERCLKE
depending on N] cleared or
(ERCLK32K) SIM_SOPTA[OSC3 | .
2KSEL] RTC's
RTC_CR[OSCE]
cleared
Internal 48 MHz |48 MHz 48 MHz N/A IRC48M USB, MCG or SIM
clock control does not
(IRC48MCLK) enable and QSF_’I
does not select it.
Overriding forced
disable in VLPS,
LLSx, VLLSx.
RTC_CLKOUT |1 Hzor 32 kHz 1 Hz or 32 kHz 1 Hz or 32 kHz RTC clock Clock is disabled in
LLS and VLLSx
modes
LPO 1 kHz 1 kHz 1 kHz PMC in VLLSO
USB FS clock |48 MHz 48 MHz N/A MCGPLLCLK, USBFS OTG is
IRC48MCLK or disabled in all Stop
MCGFLLCLK with |Modes and
fractional clock Compute Operation
divider, mode
or USB_CLKIN
I2S master clock |Up to 75 MHz Up to 60 MHz Up to 12.5 MHz System clock , I2S is disabled
MCGPLLCLK,
IRC48MCLK,
OSCERCLK with
fractional clock
divider, or
12S_CLKIN
SDHC clock Up to 150 MHz Up to 120 MHz Up to 4 MHz System clock, SDHC is disabled
MCGPLLCLK/
MCGFLLCLK, or
OSCERCLK
LPUART clock |Up to 75 MHz Up to 75 MHz Up to 16 MHz MCGIRCLK, SIM_SOPT2[LPUA
IRC48MCLK, RTSRC] is cleared
OSCERCLK, or
MCGPLLCLK/
MCGFLLCLK
FlexIO clock Up to 150 MHz Up to 120 MHz Up to 16 MHz System clock, FlexIO is disabled
MCGIRCLK,
IRC48MCLK,
OSCERCLK, or
MCGPLLCLK/
MCGFLLCLK

Table continues on the next page...
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Table 6-1. Clock Summary (continued)

Clock name HS Run mode Run mode VLPR mode Clock source Clock is disabled
when...
clock frequency | clock frequency | clock frequency

EMVSIM clock |Up to 75 MHz Up to 75 MHz Up to 8 MHz MCGIRCLK, SIM_SOPT2[EMVS
IRC48MCLK, IMSRC] is cleared
OSCERCLK, or
MCGPLLCLK/
MCGFLLCLK

TPM clock Up to 75 MHz Up to 75 MHz Up to 16 MHz MCGIRCLK, SIM_SOPT2[LPTP

IRC48MCLK, MSRC] is cleared
OSCERCLK, or
MCGPLLCLK/
MCGFLLCLK

TRACE clock Up to 150 MHz Up to 120 MHz Up to 4 MHz System clock or Trace is disabled
MCGOUTCLK

QSPI clocking Up to 100 MHz Up to 100 MHz Up to 4 MHz MCGPLL2XCLK, QSPI is disabled in
MCGPLLCLK/ all stop modes and
MCGFLLCLK, Compute Operation
IRC48MHZ,
MCGIRCLK or
OSCERCLK

1. QuadSPI clocks are limited to 75 MHz in dual data rate (DDR) configurations for both RUN and HSRUN modes.

6.5 Internal clocking requirements

The clock dividers are programmed via the SIM module’s CLKDIV registers. Each
divider is programmable from a divide-by-1 through divide-by-16 setting. The following
requirements must be met when configuring the clocks for this device:

1. The core and system clock frequencies must be 150 MHz or slower in HSRUN,
120MHz or slower in RUN.

2. The bus clock frequency must be programmed to 75 MHz or slower in HSRUN, 60
MHz or slower in RUN, and an integer divide of the core clock. The core clock to
bus clock ratio is limited to a max value of 8.

NOTE
Flash erase and programming operations are not allowed in
HSRUN modes

3. The flash clock frequency must be programmed to 25 MHz or less, less than or equal
to the bus clock, and an integer divide of the core clock. The core clock to flash clock
ratio is limited to a max value of 8.
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4. The FlexBus clock frequency must be programmed to be less than or equal to the bus
clock frequency. The FlexBus also has pad interface restrictions that limits the
maximum frequency. For this device the FlexBus maximum frequency is 75 MHz.
The core clock to FlexBus clock ratio is limited to a max value of 8.

5. Since SDRAMC and FlexBus both use CLKOUT, the same restrictions apply to the
SDRAM controller as stated for the FlexBus clock.

6. The QuadSPI clock must be 75 MHz or less in DDR (dual) mode and 100 MHz or
less in SDR (single) mode.

The following are a few of the more common clock configurations for this device:

6.5.1 Clock divider values after reset

Each clock divider is programmed via the SIM module’s CLKDIVr registers. The flash
memory's FTF_FOPT[LPBOOQOT] bit controls the reset value of the core clock, system
clock, bus clock, and flash clock dividers as shown below:

FTF_FOPT
[LPBOOT]

Core/system
clock

Bus clock

FlexBus clock

Flash clock

Description

0x7 (divide by 8)

0x7 (divide by 8)

OXF (divide by 16)

OXF (divide by 16)

Low power boot

0x0 (divide by 1)

0x0 (divide by 1)

0x1 (divide by 2)

0x1 (divide by 2)

Fast clock boot

This gives the user flexibility for a lower frequency, low-power boot option. The flash
erased state defaults to fast clocking mode, since where the low power boot
(FTF_FOPT[LPBOQTY]) bit resides in flash is logic 1 in the flash erased state.

To enable the low power boot option program FTF_FOPT[LPBOOT] to zero. During the
reset sequence, if LPBOOT is cleared, the system is in a slow clock configuration. Upon
any system reset, the clock dividers return to this configurable reset state.

6.5.2 VLPR mode clocking

The clock dividers cannot be changed while in VLPR mode. They must be programmed
prior to entering VLPR mode to guarantee:

* the core/system, FlexBus, and bus clocks are less than or equal to 4 MHz, and
* the flash memory clock is less than or equal to 1 MHz

NOTE
When the MCG is in BLPI and clocking is derived from the
Fast IRC, the clock divider controls, MCG_SC[FCRDIV] and
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SIM_CLKDIVI1[OUTDIV4], must be programmed such that
the resulting flash clock nominal frequency is 800 kHz or less.

In this case, one example of correct configuration is
MCG_SC[FCRDIV]=000b and

SIM_CLKDIV1[OUTDIV4]=0100b, resulting in a divide by 5

setting.

6.6 Clock Gating

The clock to each module can be individually gated on and off using the SIM module's
SCGCx registers. These bits are cleared after any reset, which disables the clock to the
corresponding module to conserve power. Prior to initializing a module, set the
corresponding bit in SCGCx register to enable the clock. Before turning off the clock,
make sure to disable the module.

Any bus access to a peripheral that has its clock disabled generates an error termination.

6.7 Module clocks

The following table summarizes the clocks associated with each module.

Table 6-2. Module clocks

Module

Bus interface clock

Internal clocks

I/0 interface clocks

Core modules

ARM Cortex-M4 core System clock Core clock —
NVIC System clock = =
DAP System clock — —
IT™ System clock = =

ETM System clock TRACE clock TRACE_CLKOUT

cJTAG, JTAGC — — JTAG_CLK
System modules

DMA System clock — —
DMA Mux Bus clock — —
Port control Bus clock LPO —

Crossbar Switch

System clock

Peripheral bridges

System clock

Bus clock, Flash clock

MPU

System clock

LLWU, PMC, SIM, RCM

Flash clock

LPO

Mode controller

Flash clock

Table continues on the next page...
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Table 6-2. Module clocks (continued)

Module Bus interface clock Internal clocks I/0 interface clocks
MCM System clock — —
EWM Bus clock LPO —
Watchdog timer Bus clock LPO —
Clocks
MCG Flash clock MCGOUTCLK, MCGPLLCLK, =
MCGFLLCLK, MCGIRCLK,
OSCERCLK
0SsC Bus clock OSCERCLK —
IRC48M — IRC48MCLK —

Memory and memory interfaces

Flash Controller System clock Flash clock =
Flash memory Flash clock — —
FlexBus System clock — CLKOUT
SDRAM controller System clock — CLKOUT
QSPI controller System clock QSPI clock QSPIx_SCK
Security
CRC Bus clock — —
MMCAU System clock = =
TRNG Bus clock — —
LTC Encryption Engine System clock — —
Analog
ADC Bus clock OSCERCLK, IRC48MCLK |—
CMP Bus clock — —
DAC Bus clock — —
VREF Flash clock = =
Timers
TPM Bus clock TPM clock TPM_CLKINO, TPM_CLKIN1
PDB Bus clock — —
FlexTimers Bus clock MCGFFCLK FTM_CLKINx
PIT Bus clock = =
LPTMR Flash clock LPO, OSCERCLK, —
MCGIRCLK, ERCLK32K
CMT Bus clock — —
RTC Flash clock EXTAL32 —
Communication interfaces
USB FS OTG System clock USB FS clock —
USB DCD Bus clock — —
DSPI Bus clock — DSPI_SCK
12C Bus clock — 2C_SCL
LPUART Bus clock LPUART clock —

Table continues on the next page...
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Table 6-2. Module clocks (continued)

Module Bus interface clock Internal clocks I/0 interface clocks
SDHC System clock SDHC clock SDHC_DCLK
12S Bus clock 12S master clock [2S_TX_BCLK,
12S_RX_BCLK
EMVSIM Bus clock EMVSIM clock —
FlexlO Bus clock FlexlO clock —
Human-machine interfaces
GPIO Platform clock — —
TSI Flash clock — —

6.7.1 PMC 1-kHz LPO clock

The Power Management Controller (PMC) generates a 1-kHz clock that is enabled in all
modes of operation, including all low power modes except VLLSO. This 1-kHz source is
commonly referred to as LPO clock or 1-kHz LPO clock.

6.7.2

IRC 48MHz clock

The integrated 48 MHz internal reference clock source (IRC48MCLK) is available in
High Speed Run, Run, WAIT and Stop modes of operation. IRC48MCLK is also
available in Compute Only, PSTOP2 and PSTOP1 modes of operation when entered
from Run mode. IRC48MCLK is forced disabled when the MCU transitions into VLPS ,
LLSx, and VLLSx low power modes.

NOTE
IRC48MCLK is not forced disabled in Stop modes and should
be disabled by software prior to Stop entry unless it is required.
IRC48MCLK is not forced disabled in VLPR and should be
disabled by software prior to VLPR entry.

IRC48MCLK is enabled via the following control settings while operating in these

modes:

» USB Control register enables — enabled when
USB_CLK_RECOVER_IRC_EN[IRC_EN]=1
» or MCG Control register selects IRC48 MHz clock — enabled when
MCG_C7[OSCSEL]=10
 or SIM Control register selects IRC48 MHz clock — enabled when
SIM_SOPT2[PLLFLLSEL]=11
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In USB Device applications, the IRC48M block can be enabled in USB Clock Recovery
mode in which the internal IRC48M oscillator is tuned to match the clock extracted from
the incoming USB data stream. This functionality provides the capability of generating a
high precision 48MHz clock source without requiring an on-chip PLL or an associated
off-chip crystal circuit.

The IRC48MCLK is also available for use as:
* An oscillator reference to the MCG - from which core, system, bus, and flash clock
sources can be derived
e an ADC alternate clock source
 clock source for LPUART communications
e clock source for I2S/SAI communications

6.7.3 WDOG clocking

The WDOG may be clocked from two clock sources as shown in the following figure.

LPO

—— WDOG clock

Bus clock ——

|

WDOG_STCTRLH[CLKSRC]
Figure 6-2. WDOG clock generation

6.7.4 Debug trace clock

The debug trace clock source can be clocked as shown in the following figure.
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SIM_CLKDIV4 DIVOUT
MCGOUTCLK [TRACEFRAC, TRACECLKIN | TPIU [TRACE_CLKOUT
TRACEDIV]

Core / system clock——»|

SIM_SOPT2[TRACECLKSEL]

Figure 6-3. Trace clock generation

NOTE
The trace clock frequency observed at the TRACE_CLKOUT
pin will be half that of the selected clock source.

6.7.5 PORT digital filter clocking

The digital filters in each of the PORTx modules the PORTD module can be clocked as
shown in the following figure.

NOTE
In stop mode, the digital input filters are bypassed unless they
are configured to run from the 1 kHz LPO clock source.

Bus clock ——

PORTX digital input
filter clock

LPO

|

PORTx_DFCR[CS]
Figure 6-4. PORTXx digital input filter clock generation

6.7.6 LPTMR clocking

The prescaler and glitch filters in each of the LPTMRx modules can be clocked as shown
in the following figure.
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NOTE
The chosen clock must remain enabled if the LPTMRXx is to
continue operating in all required low-power modes.

MCGIRCLK ——

PO |, LPTMRXx prescaler/glitch
ERCLK32K —— filter clock

OSCERCLK ——

/1

LPTMRx_PSR[PCS]
Figure 6-5. LPTMRXx prescaler/glitch filter clock generation

6.7.7 TPM clocking

The counter for the TPM modules have a selectable clock as shown in the following
figure.

NOTE
The chosen clock must remain enabled if the TPMx is to
continue operating in all required low-power modes.

MCGIRCLK
OSCERCLK > TPM clock
MCGFLLCLK Fractional

MCGPLLCLK Clock

IRC48MCLK Divider /]

SIM_SOPT2[PLLFLLSEL] SIM_SOPT2[TPMSRC]

Figure 6-6. TPM clock generation
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6.7.8 SDHC clocking

Core / system clock ————>
OSCERCLK ——>

MCGFLLCLK—>\
MCGPLLCLK >
IRC48MCLK

C48MC /H > SDHC clock

SIM_SOPT2[PLLFLLSEL]
SDHCO_CLKIN

SIM_SOPT2[SDHCSRC]
Figure 6-7. SDHC clock generation

6.7.9 USB FS OTG Controller clocking

The USB FS OTG controller is a bus master attached to the crossbar switch. As such, it
uses the system clock.

NOTE
For the USB FS OTG controller to operate, the minimum
system clock frequency is 20 MHz.

The USB OTG controller also requires a 48 MHz clock. The clock source options are
shown below.

USB_CLKIN
-~ USB 48MHz
—_—
MCGFLLCLK \ SIM_CLKDIV?2
MCGPLLCLK [USBFRAC, USBDIV]
IRCABMCLK ——>
SIM_SOPT2[PLLFLLSEL] SIM_SOPT2[USBSRC]

Figure 6-8. USB 48 MHz clock source
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NOTE
The MCGFLLCLK does not meet the USB jitter specifications
for certification. The IRC48MCLK is only usable as a USB
clock source in USB Device operation with the USB Clock
Recover function enabled.

6.7.10 LPUART clocking
Each LPUART module has a selectable clock as shown in the following figure.

NOTE
The chosen clock must remain enabled if the LPUART is to
continue operating in all required low-power modes.

MCGIRCLK
OSCERCLK
— LPUARTX clock
MCGFLLCLK Fractional
MCGPLLCLK Clock
IRC48MCLK Divider

SIM_SOPT2[PLLFLLSEL] SIM_SOPT2[LPUARTSRC]

Figure 6-9. LPUART clock generation

6.7.11 [12S/SAl clocking

The audio master clock (MCLK) is used to generate the bit clock when the receiver or
transmitter is configured for an internally generated bit clock. The audio master clock can
also be output to or input from a pin. The transmitter and receiver have the same audio
master clock inputs.

Each SAI peripheral can control the input clock selection, pin direction and divide ratio
of one audio master clock.

The I12S/SAI transmitter and receiver support asynchronous bit clocks (BCLKs) that can
be generated internally from the audio master clock or supplied externally. The module
also supports the option for synchronous operation between the receiver and transmitter
product or between two separate 12S/SAI peripherals.
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The transmitter and receiver can independently select between the bus clock and the
audio master clocks to generate the bit clock.

The MCLK and BCLK source options appear in the following figure.

Clock Generation 12S/SAI
IRC48MCLK ﬁ 12Sx_TCR2/RCR2 BCLK_OUT
MCGPLLCLK 01 11 . N
MCGFLLCLK 00 10 Fractional 1 Bit
OSCERCLK—01 Clock 1 MCLK 101 Clock
System Clock—00; Divider 0 Bus Clock—o0g Divider LI BCLK
T
SIM_SOPT2[PLLFLLSEL] [MSEL] [DIV] [BCD]
125x_MCR[MOE]
12Sx_MDR[FRACT,DIVIDE]
12Sx_MCR[MICS]

MCLK_IN MCLK_OUT Direction
Control

Pad Interface Logic

Figure 6-10. I2S/SAI clock generation

6.7.12 QuadSPI clocking

QuadSPIx_MCR[SCLKCFG]

Corefsystem clk
MCGFLLCLK
MCGPLLCLK
MCGPLL2ZXCLK
IRC48MCLK

OSCERCLK
MCGIRCLK

B » 4xInternal Ref clock

- » 2xInternal Ref clock

L—» External QuadSPI clock

QuadSPIx_SOCCRIQSPISRC] > IxInternal Refclock

QuadSPIx_MCR[DDR_EN]
Figure 6-11. QuadSPI clock generation

DDR mode of the QuadSPI requires a 4x, 2x, and 1x internal reference clock. In DDR
mode, the clock divider output is used as the 4x internal reference clock. The 2x and 1x
clocks are divided down from that clock.

To generate the maximum 75Mhz flash frequency supported in DDR mode,
MCGPLL2XCLK should be 300MHz with QuadSPIx_MCR[SCLKCFG]=0 to generate
the 4x internal clock required.
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In SDR mode, the 4x and 2x internal clocks are not used, and the Div 4 divider is
bypassed.

6.7.13 LP Trusted Cryptography (LTC) clocking
LTC is clocked from the system clock.

6.7.14 TRNG clocking
TRNG is clocked from the bus clock.

6.7.15 FlexlO clocking

The FlexIO timers and shifters have a selectable clock as shown in the following figure.

MCGIRCLK

Systemclock

OSCERCLK FlexIO clock
MCGFLLCLK Fractional

MCGPLLCLK Clock

IRC48MCLK Divider d

SIM_SOPT2[PLLFLLSEL] SIM_SOPT2[FIexlOSRC]

Figure 6-12. FlexlO clock generation

NOTE
The chosen clock must remain enabled if FlexIO is to continue
operation in required low-power modes.

6.7.16 EMVSIM clocking
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ERCLK32K

EMV SIM
MCGIRCLK
OSCERCLK
MCGFLLCLK \ Fractional
MCGPLLCLK Clock E:\cilt\clyfg}/lclock
IRC48MCLK Divider P

SIM_SOPT2[PLLFLLSEL] SIM_SOPT2[EMVSIMSRC]

Figure 6-13. EMVSIM clock generation
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Chapter 7
Reset and Boot

7.1 Introduction

The following reset sources are supported in this MCU:

Table 7-1.

Reset sources

Reset sources

Description

POR reset

Power-on reset (POR)

System resets

External pin reset (PIN)

Low-voltage detect (LVD)

Computer operating properly (COP) watchdog reset
Low leakage wakeup (LLWU) reset

Multipurpose clock generator loss of clock (LOC) reset
Multipurpose clock generator loss of lock (LOL) reset
Stop mode acknowledge error (SACKERR)

Software reset (SW)

Lockup reset (LOCKUP)

MDM DAP system reset

Debug reset

JTAG reset
NTRST reset

Each of the system reset sources has an associated bit in the system reset status (SRS)
registers. See the Reset Control Module for register details.

The MCU exits reset in functional mode where the CPU is executing code. See Boot

options for more details.

7.2 Reset

This section discusses basic reset mechanisms and sources. Some modules that cause
resets can be configured to cause interrupts instead. Consult the individual peripheral

chapters for more information.
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7.2.1 Power-on reset (POR)

When power is initially applied to the MCU or when the supply voltage drops below the
power-on reset re-arm voltage level (Vpgr), the POR circuit causes a POR reset
condition.

As the supply voltage rises, the LVD circuit holds the MCU in reset until the Vpp supply
has risen above the LVD low threshold (Vi ypr). The POR and LVD bits in SRSO
register are set following a POR.

It is required that Vppjo 1s powered up after Vpp, and powered down prior to Vpp power
down. In other words, Vppjo cannot be powered when Vpp is off.

7.2.2 System reset sources

Resetting the MCU provides a way to start processing from a known set of initial
conditions. System reset begins with the on-chip regulator in full regulation and system
clocking generation from an internal reference. When the processor exits reset, it
performs the following:

e Reads the start SP (SP_main) from vector-table offset O

» Reads the start PC from vector-table offset 4

* LR is set to OXFFFF_FFFF

The on-chip peripheral modules are disabled and the non-analog I/O pins are initially
configured as disabled. The pins with analog functions assigned to them default to their
analog function after reset.

During and following a reset, the JTAG pins have their associated input pins configured
as:

e TDI in pull-up (PU)
* TCK in pull-down (PD)
 TMS in PU

and associated output pin configured as:
* TDO with no pull-down or pull-up

Note that the nTRST signal is initially configured as disabled, however once configured
to its JTAG functionality its associated input pin is configured as:

e nTRST in PU
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7.2.2.1 External pin reset (PIN)

On this device, RESET is a dedicated pin. This pin is open drain and has an internal
pullup device. Asserting RESET wakes the device from any mode. During a pin reset, the
RCM's SRSO[PIN] bit is set.

7.2.2.1.1 RESET pin filter

The RESET pin filter supports filtering from both the 1 kHz LPO clock and the bus
clock. RCM_RPFC[RSTFLTSS], RCM_RPFC[RSTFLTSRW], and
RCM_RPFW[RSTFLTSEL] control this functionality; see the RCM chapter. The filters
are asynchronously reset by Chip POR. The reset value for each filter assumes the
RESET pin is negated.

For all stop modes where LPO clock is still active (Stop, VLPS, LLS, VLLS3, VLLS2,
and VLLS1), the only filtering option is the LPO-based digital filter. The filtering logic
either switches to bypass operation or has continued filtering operation depending on the
filtering mode selected. When entering VLLSO, the RESET pin filter is disabled and
bypassed.

The LPO filter has a fixed filter value of 3. Due to a synchronizer on the input data, there
1s also some associated latency (2 cycles). As a result, 5 cycles are required to complete a
transition from low to high or high to low.

7.2.2.2 Low-voltage detect (LVD)

The chip includes a system for managing low voltage conditions on the Vpp domain to
protect memory contents and control MCU system states during supply voltage
variations. The system consists of a power-on reset (POR) circuit and an LVD circuit
with a user-selectable trip voltage. The LVD system is always enabled in hsrun, normal
run, wait, or stop mode. The LVD system is disabled when entering VLPx, LLS, or
VLLSx modes.

The LVD can be configured to generate a reset upon detection of a low voltage condition
by setting the PMC's LVDSCI[LVDRE] bit to 1. The low voltage detection threshold is
determined by the PMC's LVDSCI1[LVDV] field. After an LVD reset has occurred, the
LVD system holds the MCU in reset until the supply voltage has risen above the low
voltage detection threshold. The RCM's SRSO[LVD] bit is set following either an LVD
reset or POR.
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NOTE

Vbpio domain does not contain LVD circuit.

7.2.2.3 Computer operating properly (COP) watchdog timer

The computer operating properly (COP) watchdog timer (WDOG) monitors the operation
of the system by expecting periodic communication from the software. This
communication is generally known as servicing (or refreshing) the COP watchdog. If this
periodic refreshing does not occur, the watchdog issues a system reset. The COP reset
causes the RCM's SRSO[WDOG] bit to set.

7.2.2.4 Low leakage wakeup (LLWU)

The LLWU module provides the means for a number of external pins, the RESET pin,
and a number of internal peripherals to wake the MCU from low leakage power modes.
The LLWU module is functional only in low leakage power modes.

e In LLS mode, only the RESET pin via the LLWU can generate a system reset.
e In VLLSx modes, all enabled inputs to the LLWU can generate a system reset.

After a system reset, the LLWU retains the flags indicating the input source of the last
wakeup until the user clears them.

NOTE
Some flags are cleared in the LLWU and some flags are
required to be cleared in the peripheral module. Refer to the
individual peripheral chapters for more information.

7.2.2.5 Multipurpose clock generator loss-of-clock (LOC)
The MCG module supports an external reference clock.

If the C6|CME] bit in the MCG module is set, the clock monitor is enabled. If the
external reference falls below fioc jow OT fioc_nigh, @s controlled by the C2[RANGE] field
in the MCG module, the MCU resets. The RCM's SRSO[LOC] bit is set to indicate this
reset source.

NOTE

To prevent unexpected loss of clock reset events, all clock
monitors should be disabled before entering any low power
modes, including VLPR and VLPW.
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7.2.2.6 MCG loss-of-lock (LOL) reset

The MCG includes a PLL loss-of-lock detector. The detector is enabled when configured
for PEE and lock has been achieved. If the MCG_CS8[LOLRE] bit in the MCG module is
set and the PLL lock status bit (MCG_S[LOLSO0]) becomes set, the MCU resets. The
RCM_SRSO[LOL] bit is set to indicate this reset source.

NOTE

This reset source does not cause a reset if the chip is in any stop
mode.

7.2.2.7 Stop mode acknowledge error (SACKERR)

This reset is generated if the core attempts to enter stop mode, but not all modules
acknowledge stop mode within 1025 cycles of the 1 kHz LPO clock.

A module might not acknowledge the entry to stop mode if an error condition occurs. The
error can be caused by a failure of an external clock input to a module.

7.2.2.8 Software reset (SW)

The SYSRESETREQ bit in the NVIC application interrupt and reset control register can
be set to force a software reset on the device. (See ARM's NVIC documentation for the
full description of the register fields, especially the VECTKEY field requirements.)
Setting SYSRESETREQ generates a software reset request. This reset forces a system
reset of all major components except for the debug module. A software reset causes the
RCM's SRS1[SW] bit to set.

7.2.2.9 Lockup reset (LOCKUP)

The LOCKUP gives immediate indication of seriously errant kernel software. This is the
result of the core being locked because of an unrecoverable exception following the
activation of the processor’s built in system state protection hardware.

The LOCKUP condition causes a system reset and also causes the RCM's
SRS1[LOCKUP] bit to set.
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7.2.2.10 MDM-AP system reset request

Set the system reset request bit in the MDM-AP control register to initiate a system reset.
This is the primary method for resets via the JTAG/SWD interface. The system reset is
held until this bit is cleared.

Set the core hold reset bit in the MDM-AP control register to hold the core in reset as the
rest of the chip comes out of system reset.

7.2.3 MCU Resets

A variety of resets are generated by the MCU to reset different modules.

7.2.3.1 VBAT POR

The VBAT POR asserts on a VBAT POR reset source. It affects only the modules within
the VBAT power domain: RTC and VBAT Register File. These modules are not affected
by the other reset types.

7.2.3.2 POR Only

The POR Only reset asserts on the POR reset source only. It resets the PMC and System
Register File.

The POR Only reset also causes all other reset types (except VBAT POR) to occur.

7.2.3.3 Chip POR not VLLS

The Chip POR not VLLS reset asserts on POR and LVD reset sources. It resets parts of
the SMC and SIM. It also resets the LPTMR.

The Chip POR not VLLS reset also causes these resets to occur: Chip POR, Chip Reset
not VLLS, and Chip Reset (including Early Chip Reset).

7.2.3.4 Chip POR

The Chip POR asserts on POR, LVD, and VLLS Wakeup reset sources. It resets the
Reset Pin Filter registers and parts of the SIM and MCG.

The Chip POR also causes the Chip Reset (including Early Chip Reset) to occur.
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7.2.3.5 Chip Reset not VLLS

The Chip Reset not VLLS reset asserts on all reset sources except a VLLS Wakeup that
does not occur via the RESET_b pin. It resets parts of the SMC, LLWU, and other

modules that remain powered during VLLS mode.

The Chip Reset not VLLS reset also causes the Chip Reset (including Early Chip Reset)
to occur.

7.2.3.6 Early Chip Reset

The Early Chip Reset asserts on all reset sources. It resets only the flash memory module.
It negates before flash memory initialization begins ("earlier" than when the Chip Reset
negates).

7.2.3.7 Chip Reset

Chip Reset asserts on all reset sources and only negates after flash initialization has
completed and the RESET_b pin has also negated. It resets the remaining modules (the
modules not reset by other reset types).

7.2.4 Reset Pin

For all reset sources except a VLLS Wakeup that does not occur via the RESET pin, the
RESET pin is driven low by the MCU for at least 128 bus clock cycles and until flash
initialization has completed.

After flash initialization has completed, the RESET pin is released, and the internal Chip
Reset negates after the RESET pin is pulled high. Keeping the RESET pin asserted
externally delays the negation of the internal Chip Reset.

7.2.5 Debug resets

The following sections detail the debug resets available on the device.
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7.2.5.1 JTAG reset

The JTAG module generate a system reset when certain IR codes are selected. This
functional reset is asserted when EXTEST, HIGHZ and CLAMP instructions are active.
The reset source from the JTAG module is released when any other IR code 1s selected.
A JTAG reset causes the RCM's SRS1[JTAG] bit to set.

7.2.5.2 nTRST reset

The nTRST pin causes a reset of the JTAG logic when asserted. Asserting the nTRST pin
allows the debugger to gain control of the TAP controller state machine (after exiting
LLS or VLLSx) without resetting the state of the debug modules.

The nTRST pin does not cause a system reset.

7.2.5.3 Resetting the Debug subsystem

Use the CDBGRSTREQ bit within the SWJ-DP CTRL/STAT register to reset the debug
modules. However, as explained below, using the CDBGRSTREQ bit does not reset all
debug-related registers.

CDBGRSTREQ resets the debug-related registers within the following modules:

 SWIJ-DP

« AHB-AP

« ETM

* TPIU

* MDM-AP (MDM control and status registers)

CDBGRSTREQ does not reset the debug-related registers within the following modules:

* CM4 core (core debug registers: DHCSR, DCRSR, DCRDR, DEMCR)
 FPB

« DWT

e ITM

e NVIC

e Crossbar bus switch!

« AHB-AP!

e Private peripheral bus!

1. CDBGRSTREQ does not affect AHB resources so that debug resources on the private peripheral bus are available
during System Reset.
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7.3 Boot

This section describes the boot sequence, including sources and options.

7.3.1 Boot sources

Based on the source selections in FOPT, the device boots initially to internal Flash or
internal BOOT ROM. If BOOT ROM, the device executes in boot loader mode or
proceeds with a secondary boot to a QSPI device connected to QSPIO which can be
optionally an encrypted image that can be decrypted by the OTFAD module.

7.3.2 Boot options

Because this device has BOOT ROM and no dedicated BOOT mode pin, the device's
functional mode is controlled by the BOOT ROM reading the flash option boot source
selection located within FOPT register.

7.3.3 FOPT boot options

The flash option register (FOPT) in the flash memory module allows the user to
customize the operation of the MCU at boot time. The register contains read-only bits
that are loaded from the NVM's option byte in the flash configuration field. The user can
reprogram the option byte in flash to change the FOPT values that are used for
subsequent resets. For more details on programming the option byte, refer to the flash
memory chapter.

The MCU uses the FOPT register bits to configure the device at reset as shown in the
following table.

NOTE
Reserved bits in the option byte should be left in their default
erased state of logic 1. FOPT[7:0] = 0x00 is not a valid
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DOUL
configuration. FOPT register is written to OxFF if the contents
of NVM's option byte in the flash configuration field is 0x00.
Table 7-2. Flash Option Register Bit Definitions
Bit Field Value Definition
Num
7-6 BOOTSRC_SEL Boot Source Selection: these bits select the boot sources if boot pin option bit

BOOTPIN_OPT =1

00 Boot from Internal Flash

01 Reserved

10 Boot from ROM, configure QSPI0, and enter boot loader mode. See Boot
sequence for more information

11 Boot from ROM and enter boot loader mode. See Boot sequence for more
information.

5 FAST_INIT Select initialization speed on POR, VLLSx, and any system reset.

0 Slower initialization. The Flash initialization will be slower with the benefit of
reduced average current during this time. The duration of the recovery will be
controlled by the clock divider selection determined by the LPBOOT setting.

1 Fast Initialization. The Flash has faster recoveries at the expense of higher current
during these times.

4-3 Reserved Reserved for future expansion.
NMI_DIS Enable/disable control for the NMI function.

0 NMI interrupts are always blocked. The associated pin continues to default to NMI
pin controls with internal pullup enabled.

1 NMI pin/interrupts reset default to enabled.

1 BOOTPIN_OPT External pin selects boot options

0 Force Boot from ROM with update if BOOTCFGO asserted, where BOOTCFGO is
the boot config function which is muxed with NMI pin. The RESET pin should be
enabled when this option is selected.

1 Boot source configured by FOPT[7:6] (BOOTSRC_SEL) bits

0 LPBOOT Control the reset value of OUTDIVx values in SIM_CLKDIV1 register. Larger divide value
selections produce lower average power consumption during POR, VLLSx recoveries and
reset sequencing and after reset exit.

0 Low-power boot: OUTDIVx values in SIM_CLKDIV1 register are auto-configured at
reset exit for higher divide values that produce lower power consumption at reset
exit.

¢ Core and system clock divider (OUTDIV1) and bus clock divider (OUTDIV2)
are 0x7 (divide by 8)

* Flash clock divider (OUTDIV4) and FlexBus clock divider (OUTDIV3) are OxF
(divide by 16)

1 Normal boot: OUTDIVx values in SIM_CLKDIV1 register are auto-configured at
reset exit for higher frequency values that produce faster operating frequencies at
reset exit.

» Core and system clock divider (OUTDIV1) and bus clock divider (OUTDIV2)
are 0x0 (divide by 1)

¢ Flash clock divider (OUTDIV4) and FlexBus clock divider (OUTDIV3) are 0x1
(divide by 2)
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Chapter 7 Reset and Boot

7.3.4 Boot sequence

At power up, the on-chip regulator holds the system in a POR state until the input supply
is above the POR threshold. The system continues to be held in this static state until the
internally regulated supplies have reached a safe operating voltage as determined by the
LVD. The Mode Controller reset logic then controls a sequence to exit reset.

POWER ON FOPT [BOOTSRC_SEL]:

00 = Internal Flash
01 = Reserved

Power On Reset(POR) 10 = ROM -> QSPI Yes
Reset to Processor 11 = ROM -> QSPI No

Configure and boot
from internal flash.

oot from On-
Chip Flash?

[BOOTSRC_SEL] = 0x RESET module

[BOOTSRC_SEL] =1x

Load BCA

(Boot Configuration Area) BOOT ROM module

No

BOOTSRC_SEL] =11
Configure [ —SEL]

QSPI ?

Yes
[BOOTSRC_SEL] =10

No Peripheral No
QSPIW > »detect mode or boot pin
present: asserted?
Yes
— Config Failure y
Configure QSPI ‘ Image Download with timeout ‘
[Jump to PG in vector table f¢—
No
OTFAD _
present? o
Yes
No
IFR KEK -
valid? KEK values of
allOorall 1
Yes always invalid.
Unwrap key blobs
Configure OTFAD

Figure 7-1. Boot Flow For Devices with QSPI and OTFAD
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1. A system reset is held on internal logic, the RESET pin is driven out low, and the
MCG is enabled in its default clocking mode.

2. Required clocks are enabled (Core Clock, System Clock, Flash Clock, and any Bus
Clocks that do not have clock gate control reset to disabled).

3. The system reset on internal logic continues to be held, but the Flash Controller is
released from reset and begins initialization operation while the Reset Control logic
continues to drive the RESET pin out low.

4. Early in reset sequencing the NVM option byte is read and stored to the Flash
Memory module's FOPT register. Based on the following values, the corresponding
actions are taken:

a. If the LPBOOT bit is programmed for an alternate clock divider reset value, the
system/core clock is switched to a slower clock speed.

b. If the FAST_INIT bit is programmed clear, the Flash initialization switches to
slower clock resulting longer recovery times.

c. If the BOOTPIN_OPT bit is set, the boot source of the device is determined by
BOOTSRC_SEL field.

d. The BOOTSRC_SEL field determines if the device boots from internal flash,
directly from the internal ROM to allow bootloading of firmware, or configuring
the QSPI to allow booting from QSPI device.

5. When Flash Initialization completes, the RESET pin is released. If RESET continues
to be asserted (an indication of a slow rise time on the RESET pin or external drive
in low), the system continues to be held in reset. Once the RESET pin is detected
high, the Core clock is enabled and the system is released from reset.

6. If the BOOTSRC_SEL bits indicate a boot from internal flash, when the system exits
reset, the processor sets up the stack, program counter (PC), and link register (LR).
The processor reads the start SP (SP_main) from vector-table offset 0. The core reads
the start PC from vector-table offset 4. LR is set to OxFFFF_FFFF. What happens
next depends on the NMI input and the FOPT[NMI_DIS] field in the Flash Memory
module:

* If the NMI input is high or the NMI function is disabled in the NMI_DIS field,
the CPU begins execution at the PC location.

e If the NMI input is low and the NMI function is enabled in the NMI_DIS field,
this results in an NMI interrupt. The processor executes an Exception Entry and
reads the NMI interrupt handler address from vector-table offset 8. The CPU
begins execution at the NMI interrupt handler.

Subsequent system resets follow this same reset flow.
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Chapter 8

Kinetis ROM Bootloader

8.1 Chip-Specific Information

This device has various peripherals supported by the Kinetis ROM Bootloader.

Table 8-1. Kinetis Bootloader Peripheral Pinmux

Peripheral Instance Port GPIO Alt

LPUART 0 LPUARTO_RX PTB16 3
LPUARTO_TX PTB17 3

1 LPUART1_RX PTC3 3

LPUART1_TX PTC4 3

2 LPUART2_RX PTD2 3

LPUART2_TX PTD3 3

12C 0 12C0_SCL PTB2 2
12C0_SDA PTB3 2

12C 1 12C1_SCL PTC10 2
I2C1_SDA PTC11 2

SPI 0 SPI0_PCSO0 PTA14 2
SPI0_SCK PTA15 2

SPI0_SOUT PTA16 2

SPIO_SIN PTA17 2

SPI 1 SPI1_PCS0 PTD4 7
SPI1_SCK PTD5 7

SPI1_SOUT PTD6 7

SPI1_SIN PTD7 7

QuadSPI 0 QSPIOA_DATA3 PTEO 5
QSPIOA_SCLK PTE1 5

QSPIOA_DATAO PTE2 5

QSPIOA_DATA2 PTE3 5

QSPIOA_DATA1 PTE4 5

QSPIOA_SS0_B PTE5 5

Table continues on the next page...
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Table 8-1. Kinetis Bootloader Peripheral Pinmux (continued)
Peripheral Instance Port GPIO Alt

QSPIOA_SS1_B PTE7 7
QSPIOA_DQS PTE11 7
QSPIOB_DATAS3 PTEG6 5
QSPIOB_SCLK PTE7 5
QSPIOB_DATAQ PTES8 5
QSPIOB_DATA2 PTE9 5
QSPIOB_DATAA1 PTE10 5
QSPIOB_SS0_B PTE11 5
QSPIOB_DQS'' PTE12 5
QSPIOB_SS1_B1 PTE13 5

CRC Status pin PTA11 1

1. Only available on the 144LQFP package.

NOTE

Not all QuadSPI pins are supported in all packages, so refer the
pinout section for detailed information.

8.2 Introduction

The Kinetis bootloader is the program residing in the on-chip read-only memory (ROM)
of a Kinetis microcontroller device. There is hardware logic in place at boot time that
either starts execution of an embedded image available on the internal flash memory, or
starts the execution of the Kinetis Bootloader from on-chip ROM. When booting from
ROM, the bootloader can optionally jump to an application in the external Quad SPI flash
memory.

The Kinetis Bootloader’s main task is to provision the internal flash (or external Quad
SPI flash) memory with an embedded firmware image during manufacturing, or at any
time during the life of the Kinetis device. The Kinetis Bootloader does the provisioning
by acting as a slave device, and listening to various peripheral ports where a master can
start communication.

For the Kinetis device, the Kinetis Bootloader can interface with USB, 12C, SPI, and
LPUART peripherals in slave mode and respond to the commands sent by a master (or
host) communicating on one of those ports. The host/master can be a firmware-download
application running on a PC or an embedded host communicating with the Kinetis
Bootloader. Regardless of the host/master (PC or embedded host), the Kinetis Bootloader
always uses a command protocol to communicate with that host/master. Commands are
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provided to write to memory (internal flash or external Quad SPI flash memory or RAM),
erase flash, and get/set bootloader options and property values. The host application can
query the set of available commands.

On start-up, the bootloader reads optional configuration parameters from a fixed area on
flash called the bootloader configuration area (BCA). These parameters can be modified
by the write memory command or by downloaded flash image. BCA parameters include
configuration data such as enabled peripherals, peripheral-specific settings, etc.

This chapter describes Kinetis Bootloader features, functionality, command structure and
which peripherals are supported.

Features supported by the Kinetis Bootloader in Kinetis ROM:

* Supports USB, I2C, SPI, and LPUART peripheral interfaces

* Automatic detection of the active peripheral

* Ability to disable any peripheral

* LPUART peripheral implements autobaud

* Common packet-based protocol for all peripherals

» Packet error detection and retransmission

* Flash-resident configuration options

e Fully supports internal flash security, including ability to mass erase or unlock
security via the backdoor key

* Protection of RAM used by the bootloader while it is running

* Provides command to read properties of the device, such as flash and RAM size

* Multiple options for executing the bootloader either at system start-up or under
application control at runtime. The ability to configure the QuadSPI interface is
based on a configuration block located in the external QuadSPI.

Table 8-2. Commands supported by the Kinetis Bootloader in ROM

Command Description When flash security is
enabled, then this command is
Call Runs user application code and returns control to Not supported
bootloader
Execute Run user application code that never returns control to |Not supported
the bootloader
FillMemory Fill a range of bytes in flash with a word pattern Not supported
FlashEraseAll Erase the entire flash array Not supported
FlashEraseRegion Erase a range of sectors in flash Not supported
WriteMemory Write data to memory Not supported
ReadMemory Read data from memory Not supported
FlashProgramOnce Writes data provided in a command packet to a Not supported

specified range of bytes in the program once field

Table continues on the next page...
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Table 8-2. Commands supported by the Kinetis Bootloader in ROM (continued)

Command Description When flash security is
enabled, then this command is
FlashReadOnce Returns the contents of the program once field by Not supported
given index and byte count
FlashReadResource Returns the contents of the IFR field or Flash firmware |Not supported
ID, by given offset, byte count and option
ConfigureQuadSpi Configure the QuadSPI with a programmed Supported
configuration block
FlashSecurityDisable Attempt to unlock flash security using the backdoor Supported
key
GetProperty Get the current value of a property Supported

ReceiveSbFile

Receive an SB file (which is generated by the elftosb
tool)

Supported if the SB file is
encrypted. See the SB File
Decryption Support section for
more details.

sectors

Reset Reset the chip Supported
SetProperty Attempt to modify a writable property Supported
FlashEraseAllUnsecure Erase the entire flash array, including protected Supported

8.3 Functional Description
The following sub-sections describe the Kinetis Bootloader in K82F ROM functionality.

8.3.1 Memory Maps
While executing, the Kinetis Bootloader uses ROM and RAM memory.
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0x1C00_8000
dext
0X2003_0000
Available, not used by ROM

0x1C00_0244 — OX1FFF_1D90

.noinit -
0X1C00_01EC for ROM use

vectors
0X1C00_0000 0X1FFF_0000

32 KB of ROM 256 KB of RAM

Figure 8-1. Kinetis Bootloader ROM/RAM Memory Maps

8.3.2 The Kinetis Bootloader Configuration Area (BCA)

The Kinetis Bootloader reads data from the Bootloader Configuration Area (BCA) to
configure various features of the bootloader. The BCA resides in flash memory at offset
0x3CO0, and provides all of the parameters needed to configure the Kinetis Bootloader
operation. For uninitialized flash, the Kinetis Bootloader uses a predefined default
configuration. A host application can use the Kinetis Bootloader to program the BCA for
use during subsequent initializations of the bootloader.

Table 8-3. Configuration Fields for the Kinetis Bootloader

Offset Size (bytes) Configuration Field Description
0x00 - 0x03 4 tag Magic number to verify bootloader
configuration is valid. Must be set to
'kefg'.
0x04 - 0x07 4 crcStartAddress Start address for application image

CRC check. To generate the CRC,
refer to the CRC chapter. If the bits
are all set then Kinetis bootloader by
default will not perform any CRC
check.

0x08 - 0x0B 4 crcByteCount Byte count for application image CRC
check. If the bits are all set then
Kinetis bootloader by default will not
perform any CRC check.

0x0C - OxOF 4 crcExpectedValue Expected CRC value for application
CRC check. If the bits are all set then
Kinetis bootloader by default will not
perform any CRC check.

0x10 1 enabledPeripherals Bitfield of peripherals to enable.

Table continues on the next page...
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Table 8-3. Configuration Fields for the Kinetis Bootloader (continued)

Offset

Size (bytes)

Configuration Field

Description

bit 0 LPUART
bit 1 12C

bit 2 SPI

bit 4 USB

Kinetis bootloader will enable the
peripheral if corresponding bit is set to
1.

Ox11

i2cSlaveAddress

If not OXFF, used as the 7-bit 12C
slave address. If OXFF, defaults to
0x10 for 12C slave address

0x12 - 0x13

peripheralDetectionTimeout

Timeout in milliseconds for active
peripheral detection. If OXFFFF,
defaults to 5 seconds.

0x14 - 0x15

usbVid

Sets the USB Vendor ID reported by
the device during enumeration. If
OxFFFF, it defaults to Ox15A2.

0x16- 0x17

usbPid

Sets the USB Product ID reported by
the device during enumeration.

0x18 - Ox1B

usbStringsPointer

Sets the USB Strings reported by the
device during enumeration. Default
string values are described in the
USB peripheral section.

0x1C

clockFlags

See Table 8-5, clockFlags
Configuration Field

0x1D

clockDivider

Inverted value of the divider to use for
core and bus clocks when in high
speed mode

Ox1E

bootFlags

If bit 0 is cleared, then Kinetis
bootloader will jump to either Quad
SPI Flash or internal flash image
depending on FOPT BOOTSRC_SEL
bits. If the bit is set, then Kinetis
bootloader will prepare for host
communication over serial
peripherals.

Ox1F

pad byte

N/A

0x20

MMCAU configuration pointer

A pointer to the MMCAU configuration
structure in memory. See the
encryption section for details.

0x24

keyblob data pointer

A pointer to the keyblob data in
memory. See the encryption section
for details.

0x28

Reserved

0x30

gspiConfigBlockPointer

A pointer to the QSPI config block in
internal flash array.

0x34

12

Reserved
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NOTE
The flash sector containing the BCA should not be located in
the execute-only region, because the Kinetis bootloader cannot
read an execute-only region.

The first configuration field 'tag' is a tag value or magic number. The tag value must be
set to 'kcfg' for the bootloader configuration data to be recognized as valid. If tag-field
verification fails, then the Kinetis Bootloader assumes that the flash is not initialized and
uses a predefined default configuration. The tag value is treated as a character string, so
bytes 0-3 must be set as shown in the table.

Table 8-4. tag Configuration Field

Offset tag Byte Value
0 'k' (0x6B)
1 'c' (0x63)
2 'f' (0x66)
3 'g' (0x67)

The flags in the clockFlags configuration field are enabled if the corresponding bit is
cleared (0).

Table 8-5. clockFlags Configuration Field

Bit Flag Description
0 HighSpeed Enable high speed mode (i.e., 48 MHz).
1-7 Reserved

8.3.3 Start-up Process
Any of the following conditions will force the hardware to start the Kinetis Bootloader:

« BOOTSRC_SEL field of FOPT register is set to either Ob11 or Ob10. This forces the
ROM to run out of reset.

* The BOOTCFGO pin is asserted. The pin must be configured as BOOTCFGO by
setting the BOOTPIN_OPT bit of FOPT to 0.

* A user applications running on flash or RAM calls into the Kinetis Bootloader entry
point address in ROM, to start Kinetis Bootloader execution.

The BOOTSRC_SEL bits (FOPT register, FOPT [7:6]) determine the boot source. The
FOPT register is located in the flash configuration field at address 0x40D in the flash
memory array. For a complete list of options, see the Boot options section in the Reset
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and Boot chapter. If BOOTSRC_SEL is set to Ob11 or Ob10, then the device will boot to
ROM out of reset. Flash memory defaults to all 1s when erased, so a blank chip will
automatically boot to ROM.

The BOOTCFGO pin is shared with the NMI pin, with NMI being the default usage.
Regardless of whether the NMI pin is enabled or not, the NMI functionality is disabled if
the ROM is executed out of reset, for as long as the ROM is running.

When the ROM is executed out of reset, vector fetches from the CPU are redirected to
the ROM's vector table in ROM memory at offset 0x1C00_0000. This ensures that any
exceptions will be handled by the ROM.

After the Kinetis Bootloader has started, the following procedure starts bootloader
operations:

1. The RCM_MR [FORCEROM] bits are set, so that the device will reboot back into
the ROM if/when the device is reset.
2. Initializes the bootloader's .data and .bss sections.
3. Reads bootloader configuration data from flash at address 0x3CO. The configuration
data is only used if the tag field is set to the expected 'kcfg' value. If the tag is
incorrect, then the configuration values are set to default, as if the data was all OxFF
bytes.
Clocks are configured. See the Clock Configuration section.
If BOOTSRC_SEL is set to Ob10, then the QSPIO interface is configured by reading
the configuration block from the base address of the external QuadSPI, or from the
address pointed by the gspiConfigBlockPointer in the BCA.
Enabled peripherals are initialized.
The bootloader waits for communication to begin on a peripheral.
* If detection times out, then the bootloader jumps to the user application in flash.
See Bootloader Exit state section.
* If communication is detected, then all inactive peripherals are shut down, and the
command phase is entered.

il

_—

NOTE
The flash sector containing the vector table should not be
located in the execute-only region, because the Kinetis
bootloader cannot read the PC and SP addresses in an
execute-only region.
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Jump to user

( Enter bootloader )
\ 4

Init hardware

v
Load user-config
data

Configure clocks

4
Init Flash,
Property and
Memory interfaces

.

If FOPT register (address 0x40D),
BOOTSRC field (bits 7:6) = 0b10

then
Init QuadSPI Flash

}

Init LPUARTO0/1/2,
SPI0/1, 12C0/1 and USB

Use the enablePeripheral field
in user config data to enable (or
not) LPUARTO/1/2 (or SPI0/1
or 12C0/1 or USB).

Is
BootPin
asserted to
boot from
ROM?

No Yes
Is
direct boot
valid?
Is user No

application
valid?

v

Timeout value

Enable Timeout
No Check and enable

Peripherals

Has
12C0NM
entered
interrupt state?

No

Was a
Ping packet
received on
LPUARTO0/1/2?

No

Was
activity
detected on
usB?

Disable Timeout

detection

application

Shutdown unused
Peripherals

A

Enter bootloader
state machine

Figure 8-2. Kinetis Bootloader Start-up Flowchart
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8.3.4 Clock Configuration

By default, the bootloader does not modify clocks. The Kinetis Bootloader in ROM will
use the clock configuration of the chip out of reset unless the clock configuration bits in
the FOPT register are cleared, or if a USB peripheral is enabled.

 Alternate clock configurations are supported, by setting fields in the Bootloader
Configuration Area (BCA) shown in Table 8-3.

« If the HighSpeed flag of the clockFlags configuration value is cleared, or if a USB
peripheral is enabled, the bootloader will enable the internal 48 MHz reference clock.

* In high speed mode, the core and bus clock frequencies are determined by the
clockDivider configuration value.

» The core clock divider is set directly from the inverted value of the clockDivider
unless a USB peripheral is enabled. If a USB peripheral is enabled and the inverted
value of the clockDivider is greater than 2, then the value is reduced to 2, in order to
keep the CPU clock above 20 MHz.

» The bus clock divider is set to 1, unless the resulting bus clock frequency would be
greater than the maximum supported value. In this case, the bus clock divider is
increased until the bus clock frequency is at or below the maximum.

* Note that the maximum baud rate of serial peripherals is related to the core and bus
clock frequencies. To achieve the desired baud rates, high speed mode should be
enabled in BCA.

8.3.5 Bootloader Entry Point

The Kinetis Bootloader provides a function (runBootloader) that a user application can
call, to run the bootloader.

To get the address of the entry point, the user application reads the word containing the
pointer to the bootloader API tree at offset Ox1C of the bootloader's vector table. The

vector table is placed at the base of the bootloader's address range, which for the ROM is
0x1C00_0000. Thus, the API tree pointer is at address 0x1C00_001C.

The bootloader API tree is a structure that contains pointers to other structures, which
have the function and data addresses for the bootloader. The bootloader entry point is
always the first word of the API tree.

The prototype of the entry point is:
void run bootloader (void * arg) ;

The arg parameter is currently unused, and is intended for future expansion (for example,
passing options to the bootloader). To ensure future compatibility, a value of NULL
should be passed for arg.
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Example code to get the entry pointer address from the ROM and start the bootloader.

NOTE

This entry must be called in supervisor (privileged) mode.

// Variables
uint32 t runBootloaderAddress;

void (*runBootloader) (void * arg) ;

// Read the function address from the ROM API tree.

runBootloaderAddress = ** (uint32 t **) (0x1c00001c);

runBootloader = (void (*) (void * arg))runBootloaderAddress;

// Start the bootloader.

runBootloader (NULL) ;

8.3.6 Bootloader Protocol

This section explains the general protocol for the packet transfers between the host and
the Kinetis Bootloader. The description includes the transfer of packets for different
transactions, such as commands with no data phase and commands with incoming or
outgoing data phase. The next section describes various packet types used in a

transaction.

Each command sent from the host is replied to with a response command.

Commands may include an optional data phase:

* If the data phase is incoming (from host to bootloader ), then the data phase is part of

the original command.

* If the data phase is outgoing (from bootloader to host), then the data phase is part of

the response command.

NOTE

In all protocols (described in the next subsections), the Ack sent
in response to a Command or Data packet can arrive at any time
before, during, or after the Command/Data packet has

processed.
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8.3.6.1 Command with no data phase

The protocol for a command with no data phase contains:
e Command packet (from host)
* Generic response command packet (to host)

Host Target

Command

Process command

Figure 8-3. Command with No Data Phase

8.3.6.2 Command with incoming data phase
The protocol for a command with an incoming data phase contains:
* Command packet (from host)
* Generic response command packet (to host)
* Incoming data packets (from host)
* Generic response command packet (to host)
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Host Target
Command
>
ACK
< _______________________
Process command
Initial Response
<
ACK
_______________________ _>
Data packet
>
Process data
ACK
<_ _______________________
| I
Final data packet
>
Process data
ACK
< _______________________
Final Response
<
ACK
_______________________ _>

Figure 8-4. Command with incoming data phase

NOTE

* The host may not send any further packets while it (the
host) is waiting for the response to a command.

* If the Generic Response packet prior to the start of the data
phase does not have a status of kStatus_Success, then the
data phase is aborted.

e Data phases may be aborted by the receiving side by
sending the final Generic Response early with a status of
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kStatus_AbortDataPhase. The host may abort the data
phase early by sending a zero-length data packet.
* The final Generic Response packet sent after the data
phase includes the status for the entire operation.

8.3.6.3 Command with outgoing data phase
The protocol for a command with an outgoing data phase contains:
e Command packet (from host)
* ReadMemory Response command packet (to host) (kCommandFlag_HasDataPhase
set)
* Outgoing data packets (to host)
* Generic response command packet (to host)
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Host Target
Command
ACK
< ______________________
Process command
Initial Response
<
ACK
_______________________ _>
Data packet
¢
Process data
ACK
_______________________ _’
| |
Final data packet
<
Process data
ACK
______________________ _’
Final Response
<
ACK
_______________________ _’

Figure 8-5. Command with outgoing data phase

NOTE

* For the outgoing data phase sequence above, the data phase
is really considered part of the response command.

* The host may not send any further packets while it (the
host) is waiting for the response to a command.

* If the ReadMemory Response command packet prior to the
start of the data phase does not contain the
kCommandFlag_HasDataPhase flag, then the data phase is
aborted.
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* Data phases may be aborted by the host sending the final
Generic Response early with a status of
kStatus_AbortDataPhase. The sending side may abort the
data phase early by sending a zero-length data packet.

* The final Generic Response packet sent after the data
phase includes the status for the entire operation.

8.3.7 Bootloader Packet Types

The Kinetis Bootloader device works in slave mode. All data communication is initiated
by a host, which is either a PC or an embedded host (note that QuadSPI is treated like a

storage device, like flash). The Kinetis Bootloader device is the target, which receives a
command or data packet. All data communication between host and target is packetized.

NOTE

The term "target" refers to the "Kinetis Bootloader device."

There are 6 types of packets used in the device:
* Ping packet
* Ping Response packet
e Framing packet
* Command packet
* Data packet
* Response packet

All fields in the packets are in little-endian byte order.

8.3.7.1 Ping packet

The Ping packet is the first packet sent from a host to the target (Kinetis Bootloader), to
establish a connection on a selected peripheral. For a LPUART peripheral, the Ping
packet is used to determine the baudrate. A Ping packet must be sent before any other
communications. In response to a Ping packet, the target sends a Ping Response packet.

Table 8-6. Ping Packet Format

Byte # Value Name
0 Ox5A start byte
1 0xA6 ping
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Host Target

Ping Packet Ox5a Oxa6

 »

Target executes UART autobaud if necessary

PingResponse Packet

0Ox5a 0xa7 0x00 0x02 0x01 0x50 0x00 0x00 Oxaa Oxea

Figure 8-6. Ping Packet Protocol Sequence

8.3.7.2 Ping Response Packet

The target (Kinetis Bootloader) sends a Ping Response packet back to the host after
receiving a Ping packet. If communication is over a LPUART peripheral, the target uses
the incoming Ping packet to determine the baud rate before replying with the Ping
Response packet. Once the Ping Response packet is received by the host, the connection
is established, and the host starts sending commands to the target (Kinetis Bootloader).

Table 8-7. Ping Response Packet Format

Byte # Value Parameter
0 Ox5A start byte
OxA7 Ping response code

Protocol bugfix

Protocol minor

Protocol major

Protocol name = 'P' (0x50)

Options low

Options high
CRC16 low
CRC16 high

Ol N|lo|jo| || N| =
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8.3.7.3 Framing Packet

The framing packet is used for flow control and error detection, and it (the framing
packet) wraps command and data packets as well.

The framing packet described in this section is used for serial peripherals including
LPUART, I2C and SPI. The USB HID peripheral does not use framing packets. Instead,
the packetization inherent in the USB protocol itself is used. Please refer to the USB
peripheral section for details.

Table 8-8. Framing Packet Format

Byte # Value Parameter
0 Ox5A start byte
1 packetType
2 length_low Length is a 16-bit field that specifies the entire
3 length_high command or data packet size in bytes.
4 crc16_low This is a 16-bit field. The CRC16 value covers entire
5 crc16_high framing packet, including the start byte and command
- or data packets, but does not include the CRC bytes.
See the CRC16 algorithm after this table.
6...n Command or Data packet
payload

A special framing packet that contains only a start byte and a packet type is used for
synchronization between the host and target.

Table 8-9. Special Framing Packet Format

Byte # Value Parameter
0 O0x5A start byte
1 0xAn packetType

The Packet Type field specifies the type of the packet from one of the defined types

(below):
Table 8-10. packetType Field
packetType Name Description
O0xA1 kFramingPacketType_Ack The previous packet was received successfully; the sending
of more packets is allowed.
0xA2 kFramingPacketType_Nak The previous packet was corrupted and must be re-sent.
0xA3 kFramingPacketType_AckAbort Data phase is being aborted.
0xA4 kFramingPacketType_Command The framing packet contains a command packet payload.
O0xA5 kFramingPacketType_Data The framing packet contains a data packet payload.

Table continues on the next page...
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Table 8-10. packetType Field (continued)

packetType Name Description
0xA6 kFramingPacketType_Ping Sent to verify the other side is alive. Also used for UART
autobaud.
OxA7 kFramingPacketType_PingResponse A response to Ping; contains the framing protocol version
number and options.

This device uses the Cyclic Redundancy Check module (CRC) to perform the CRC
algorithm. See the CRC chapter for more details.

8.3.7.4 Command packet

The command packet carries a 32-bit command header and a list of 32-bit parameters.

Table 8-11. Command Packet Format

Command Packet Format (32 bytes)

Command Header (4 bytes) 28 bytes for Parameters (Max 7 parameters)

Tag Flags |Rsvd |Param |Param1 Param2 Param3 Param4 Param5 Param6 Param7
Count |(32-bit) (32-bit) (32-bit) (32-bit) (32-bit) (32-bit) (32-bit)

byte 0 |[byte 1 |byte2 |byte 3

Table 8-12. Command Header Format

Byte # Command Header Field
0 Command or Response tag The command header is 4 bytes long, with
1 Flags these fields.
2 Reserved. Should be 0x00.
3 ParameterCount

The header is followed by 32-bit parameters up to the value of the ParameterCount field
specified in the header. Because a command packet is 32 bytes long, only 7 parameters
can fit into the command packet.

Command packets are also used by the target to send responses back to the host. As
mentioned earlier, command packets and data packets are embedded into framing packets
for all of the transfers.

Table 8-13. Commands that are supported

Command Name
0x01 FlashEraseAll

Table continues on the next page...
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Table 8-13. Commands that are supported (continued)

Command Name
0x02 FlashEraseRegion
0x03 ReadMemory
0x04 WriteMemory
0x05 FillMemory
0x06 FlashSecurityDisable
0x07 GetProperty
0x08 ReceiveSBFile
0x09 Execute
0x10 FlashReadResource
0x11 ConfigureQuadSpi
0x0A Call
0x0B Reset
0x0C SetProperty
0x0D FlashEraseAllUnsecure
OxO0E FlashProgramOnce
O0xOF FlashReadOnce

Table 8-14. Responses that are supported

Response Name

0xA0 GenericResponse

O0xA7 GetPropertyResponse (used for sending responses to GetProperty command only)

0xA3 ReadMemoryResponse (used for sending responses to ReadMemory command
only)

OxAF FlashReadOnceResponse (used for sending responses to FlashReadOnce
command only)

0xB0 FlashReadResourceResponse (used for sending responses to
FlashReadResource command only)

Flags: Each command packet contains a Flag byte. Only bit O of the flag byte is used. If
bit O of the flag byte is set to 1, then data packets will follow in the command sequence.
The number of bytes that will be transferred in the data phase is determined by a
command-specific parameter in the parameters array.

ParameterCount: The number of parameters included in the command packet.

Parameters: The parameters are word-length (32 bits). With the default maximum
packet size of 32 bytes, a command packet can contain up to 7 parameters.
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8.3.7.5 Data packet

The data packet carries just the data, either host sending data to target, or target sending
data to host. The data transfer direction is determined by the last command sent from the
host. The data packet is also wrapped within a framing packet, to ensure the correct
packet data is received.

The contents of a data packet are simply the data itself. There are no other fields, so that
the most data per packet can be transferred. Framing packets are responsible for ensuring
that the correct packet data is received.

8.3.7.6 Response packet
The responses are carried using the same command packet format wrapped with framing
packet data. Types of responses include:

* GenericResponse

* GetPropertyResponse

* ReadMemoryResponse

* FlashReadOnceResponse

* FlashReadResourceResponse

GenericResponse: After the Kinetis Bootloader has processed a command, the
bootloader will send a generic response with status and command tag information to the
host. The generic response is the last packet in the command protocol sequence. The
generic response packet contains the framing packet data and the command packet data
(with generic response tag = 0xA0Q) and a list of parameters (defined in the next section).
The parameter count field in the header is always set to 2, for status code and command
tag parameters.

Table 8-15. GenericResponse Parameters

Byte # Parameter Descripton

0-3 Status code The Status codes are errors encountered during the execution of a
command by the target (Kinetis Bootloader). If a command succeeds, then
a kStatus_Success code is returned. Table 8-61, Kinetis Bootloader Status
Error Codes, lists the status codes returned to the host by the Kinetis
Bootloader for KB2F ROM.

4-7 Command tag The Command tag parameter identifies the response to the command sent
by the host.
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GetPropertyResponse: The GetPropertyResponse packet is sent by the target in
response to the host query that uses the GetProperty command. The GetPropertyResponse
packet contains the framing packet data and the command packet data, with the
command/response tag set to a GetPropertyResponse tag value (0xA7).

The parameter count field in the header is set to greater than 1, to always include the
status code and one or many property values.

Table 8-16. GetPropertyResponse Parameters

Byte # Value Parameter
0-3 Status code
4-7 Property value

Can be up to maximum 6 property values, limited to the size of the 32-bit
command packet and property type.

ReadMemoryResponse: The ReadMemoryResponse packet is sent by the target in
response to the host sending a ReadMemory command. The ReadMemoryResponse
packet contains the framing packet data and the command packet data, with the
command/response tag set to a ReadMemoryResponse tag value (0xA3), the flags field
set to kCommandFlag_HasDataPhase (1).

The parameter count set to 2 for the status code and the data byte count parameters shown
below.

Table 8-17. ReadMemoryResponse Parameters

Byte # Parameter Descripton
0-3 Status code The status of the associated Read Memory command.
4-7 Data byte count The number of bytes sent in the data phase.

FlashReadOnceResponse:The FlashReadOnceResponse packet is sent by the target in
response to the host sending a FlashReadOnce command. The FlashReadOnceResponse
packet contains the framing packet data and the command packet data, with the
command/response tag set to a FlashReadOnceResponse tag value (OxAF), and the flags
field set to 0. The parameter count is set to 2 plus the number of words requested to be
read in the FlashReadOnceCommand.

Table 8-18. FlashReadOnceResponse Parameters

Byte # Value Parameter
0-3 Status Code

Table continues on the next page...

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

122 Freescale Semiconductor, Inc.




Chapter 8 Kinetis ROM Bootloader

Table 8-18. FlashReadOnceResponse Parameters (continued)

4-7 Byte count to read

Can be up to 20 bytes of requested read data.

The FlashReadResourceResponse packet is sent by the target in response to the host
sending a FlashReadResource command. The FlashReadResourceResponse packet
contains the framing packet data and command packet data, with the command/response
tag set to a FlashReadResourceResponse tag value (0xB0), and the flags field set to
kCommandFlag_HasDataPhase (1).

Table 8-19. FlashReadResourceResponse Parameters

Byte # Value Parameter
0-3 Status Code
4-7 Data byte count

8.3.8 Bootloader Command API

All Kinetis Bootloader command APIs follow the command packet format that is
wrapped by the framing packet, as explained in previous sections.

* For a list of commands supported by the Kinetis Bootloader in K82F ROM, see
Table 8-2, Commands supported.

* For a list of status codes returned by the Kinetis Bootloader in K82F ROM, see Table
8-61, Kinetis Bootloader Status Error Codes.

NOTE
All the examples in this section depict byte traffic on serial
peripherals that use framing packets. USB HID transactions use
the USB HID report packets instead of the serial framing
packets shown in this section. Please refer to the HID reports
section for details of the USB HID packet structure.

8.3.8.1 Call command

The Call command will execute a function that is written in memory at the address sent in
the command. The address needs to be a valid memory location residing in accessible
flash (internal or external) or in RAM. The command supports the passing of one 32-bit

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

Freescale Semiconductor, Inc. 123




runctional Description

argument. Although the command supports a stack address, at this time the call will still
take place using the current stack pointer. After execution of the function, a 32-bit return
value will be returned in the generic response message.

Table 8-20. Parameters for Call Command

Byte # Command
0-3 Call address

4-7 Argument word

8-11 Stack pointer

Response: The target (Kinetis Bootloader) will return a GenericResponse packet with a
status code either set to the return value of the function called or set to
kStatus_InvalidArgument (105).

8.3.8.2 ConfigureQuadSPI command

The ConfigureQuadSPI command will configure the QuadSPI device using a pre-
programmed configuration image. The parameters passed in the command are the
QuadSPI memory ID, which should always be 1 for the current release of the bootloader,
and then the memory address from which the configuration data can be loaded from.
Options for loading the data can be a scenario where the configuration data is written to a
RAM or flash location and then this command will direct the bootloader to use the data at
that location to configure the QuadSPI.

Table 8-21. Parameters for ConfigureQuadSPlI Command

Byte # Command
0-3 Flash Memory ID (Should always be 1)
4-7 Configuration block address
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Host Target

ConfigureQuadSpi: memoryld=1, address=0x20001000
Ox5a a4 Oc 00 24 68 11 00 00 02 01 00 00 00 00 10 00 20 —»

ACKe ]
¢« Oxb5aat

Process command

Generic Response:
0x5a a4 0c 00 c1 d5 a0 00 00 02 00 00 00 00 11 00 00 00

</

T ACK:
Ox5aal ]

Figure 8-7. Protocol Sequence for Configure QuadSPI Command

Response: The target (Kinetis Bootloader) will return a GenericResponse packet with a
status code either set to kStatus_Success upon successful execution of the command, or
set to an appropriate error code.

8.3.8.3 ReceiveSBFile command

The ReceiveSBFile command (ReceiveSbFile) will start the transfer of an SB file to the
target. The command only specifies the size in bytes of the SB file that will be sent in the
data phase. The SB file will be processed as it is received by the bootloader.

Table 8-22. Parameters for ReceiveSBFile Command

Byte # Command

0-3 Byte count

Data Phase: The Receive SB file command has a data phase; the host will send data
packets until the number of bytes of data specified in the byteCount parameter of the
Receive SB File command are received by the target.

Response: The target (Bootloader) will return a GenericResponse packet with a status
code set to the kStatus_Success upon successful execution of the command, or set to an
appropriate error code.
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8.3.8.4 Execute command

The execute command results in the bootloader setting the program counter to the code at
the provided jump address, RO to the provided argument, and a Stack pointer to the
provided stack pointer address. Prior to the jump, the system is returned to the reset state.

The Jump address, function argument pointer, and stack pointer are the parameters
required for the Execute command.

Table 8-23. Parameters for Execute Command

Byte # Command
0-3 Jump address

4-7 Argument word

8-11 Stack pointer address

The Execute command has no data phase.

Response: Before executing the Execute command, the target (Kinetis Bootloader) will
validate the parameters and return a GenericResponse packet with a status code either set
to kStatus_Success or an appropriate error status code.

8.3.8.5 Reset command
The Reset command will result in bootloader resetting the chip.

The Reset command requires no parameters.
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Host Target

@ Reset

Ox5a a4 04 00 646 Ob 00 00 00 P

ACK: ]
«—— xbaat

Process command

GenericResponse:
&— 0x5a a4 0c 00 f8 Ob a0 00 04 02 00 00 00 00 Ob 00 00 00

[ ACK
Oxsaal )]

Figure 8-8. Protocol Sequence for Reset Command

Table 8-24. Reset Command Packet Format (Example)

Reset Parameter Value

Framing packet start byte O0x5A
packetType 0xA4, kFramingPacketType_Command
length 0x04 0x00
crc16 Ox6F 0x46

Command packet commandTag 0x0B - reset

flags 0x00
reserved 0x00
parameterCount 0x00

The Reset command has no data phase.

Response: The target (Kinetis Bootloader) will return a GenericResponse packet with
status code set to kStatus_Success, before resetting the chip.

8.3.8.6 GetProperty command

The GetProperty command is used to query the bootloader about various properties and
settings. Each supported property has a unique 32-bit tag associated with it. The tag
occupies the first parameter of the command packet. The target returns a
GetPropertyResponse packet with the property values for the property identified with the
tag in the GetProperty command.

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

Freescale Semiconductor, Inc. 127




g |

runctional Description

Properties are the defined units of data that can be accessed with the GetProperty or
SetProperty commands. Properties may be read-only or read-write. All read-write
properties are 32-bit integers, so they can easily be carried in a command parameter.

For a list of properties and their associated 32-bit property tags supported by the Kinetis
Bootloader in K82F ROM, see Table 8-56.

The 32-bit property tag is the only parameter required for GetProperty command.

Table 8-25. Parameters for GetProperty Command

Byte # Command
0-3 Property tag
4-7 External memory identifier, which is only valid when using the GetProperty
command for an external memory
Host Target

4/0x5a al

¢« 0x5a a4 Oc 00 07 7a a7 00 00 02 00 00 00 00 00 00 01 4b
—————  ACK:

GetProperty: Property tag= 0x01
Ox5a a4 08 00 73d4 07000001 01 000000 ¥

ACKe ]

Process command

Generic Response:

Ox5aal — ]

Figure 8-9. Protocol Sequence for GetProperty Command

Table 8-26. GetProperty Command Packet Format (Example)

GetProperty Parameter Value

Framing packet start byte Ox5A
packetType 0xA4, kFramingPacketType_Command
length 0x08 0x00
crc16 0x73 0xD4

Command packet commandTag 0x07 — GetProperty

flags 0x00
reserved 0x00
parameterCount 0x01
propertyTag 0x00000001 - CurrentVersion
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The GetProperty command has no data phase.

Response: In response to a GetProperty command, the target will send a
GetPropertyResponse packet with the response tag set to 0xA7. The parameter count
indicates the number of parameters sent for the property values, with the first parameter
showing status code 0, followed by the property value(s). The next table shows an
example of a GetPropertyResponse packet.

Table 8-27. GetProperty Response Packet Format (Example)

GetPropertyResponse Parameter Value
Framing packet start byte Ox5A

packetType 0xA4, kFramingPacketType_Command
length 0x0c 0x00 (12 bytes)
crc16 0x07 Ox7a

Command packet responseTag OxA7
flags 0x00
reserved 0x00
parameterCount 0x02
status 0x00000000
propertyValue 0x0000014b - CurrentVersion

8.3.8.7 SetProperty command

The SetProperty command is used to change or alter the values of the properties or
options in the Kinetis Bootloader ROM. However, the SetProperty command can only
change the value of properties that are writable—see Table 8-56, Properties used by Get/
SetProperty Commands. If you try to set a value for a read-only property, then the Kinetis
Bootloader will return an error.

The property tag and the new value to set are the 2 parameters required for the
SetProperty command.

Table 8-28. Parameters for SetProperty Command

Byte # Command
0-3 Property tag
4-7 Property value
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Host Target

SetProperty. Property tag= 10, Property Value = 1
Ox5a a4 0c 00 67 8d 0c 00 00 02 0a 00 00 00 01 00 00 00 ———p|

ACK: ]
¢« OxGaat

Process command

GenericResponse:
¢« 0x5a a4 00 9e 10 a0 00 Oc 02 00 00 00 00 Oc 00 00 00

Figure 8-10. Protocol Sequence for SetProperty Command

Table 8-29. SetProperty Command Packet Format (Example)

SetProperty Parameter Value
Framing packet start byte O0x5A

packetType 0xA4, kFramingPacketType_Command
length 0x0C 0x00
crc16 0x67 0x8D

Command packet commandTag 0x0C — SetProperty with property tag 10
flags 0x00
reserved 0x00
parameterCount 0x02
propertyTag 0x0000000A - VerifyWrites
propertyValue 0x00000001

The SetProperty command has no data phase.

Response: The target (Kinetis Bootloader) will return a GenericResponse packet with
one of following status codes:

Table 8-30. SetProperty Response Status Codes

Status Code

kStatus_Success
kStatus_ReadOnly
kStatus_UnknownProperty

kStatus_InvalidArgument
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8.3.8.8 FlashEraseAll command

The FlashErase All command performs an erase of the entire flash memory or of QuadSPI
memory (if that is the case). If any flash regions are protected, then the FlashEraseAll
command will fail and return an error status code. Executing the FlashEraseAll command
will release flash security if it (flash security) was enabled, by setting the FTFA_FSEC
register. However, the FSEC field of the flash configuration field is erased, so unless it is
reprogrammed, the flash security will be re-enabled after the next system reset. The
Command tag for FlashEraseAll command is 0x01 set in the commandTag field of the
command packet.

The FlashEraseAll command requires no parameters.

Host Target

- FlashEraseAll

Ox5a a4 04 00c42e01 000000 P

ACKe ]
¢« Oxb5aat

Process command

Generic Response:
¢ 0x5a a4 Oc 00 53 63 a0 00 04 02 00 00 00 00 01 00 00 00

——— ACK:
Ox5aal — ]

Figure 8-11. Protocol Sequence for FlashEraseAll Command

Table 8-31. FlashEraseAll Command Packet Format (Example)

FlashEraseAll Parameter Value

Framing packet start byte O0x5A
packetType 0xA4, kFramingPacketType_Command
length 0x04 0x00
crc16 0xC4 0x2E

Command packet commandTag 0x01 - FlashEraseAll

flags 0x00
reserved 0x00
parameterCount 0x00
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The FlashErase All command has no data phase.

Response: The target (Kinetis Bootloader ) will return a GenericResponse packet with
status code either set to kStatus_Success for successful execution of the command, or set
to an appropriate error status code.

8.3.8.9 FlashEraseRegion command

The FlashEraseRegion command performs an erase of one or more sectors of the flash
memory or a specified range of flash within the connected SPI flash devices.

The start address and number of bytes are the 2 parameters required for the
FlashEraseRegion command. The start and byte count parameters must be , or the
FlashEraseRegion command will fail and return kStatus_FlashAlignmentError (0x101).
If the region specified does not fit in the flash memory space, the FlashEraseRegion
command will fail and return kStatus_FlashAddressError (0x102). If any part of the
region specified is protected, the FlashEraseRegion command will fail and return
kStatus_MemoryRangelnvalid (0x10200).

Table 8-32. Parameters for FlashEraseRegion Command

Byte # Parameter
0-3 Start address
4-7 Byte count
Host Target

| FlashEraseRegion: startAddress=0, byteCount=1024
Ox5a a4 Oc 00 f9 a6 02 00 00 00 00 00 00 00 00 04 00 00 —»

ACKe ]
¢« Oxbaat

Process command

Generic Response:
4— 0x5a a4 Oc 00 ba 55 a0 00 00 02 00 00 00 00 02 00 00 00

————— ACK:
Ox5a a1\>

Figure 8-12. Protocol Sequence for FlashEraseRegion Command
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Table 8-33. FlashEraseRegion Command Packet Format (Example)

FlashEraseRegion | Parameter Value
Framing packet start byte Ox5A

packetType 0xA4, kFramingPacketType_Command
length 0x0C 0x00
crc16 0xF9 0x A6

Command packet commandTag 0x02, kCommandTag_FlashEraseRegion
flags 0x00
reserved 0x00
parameterCount 0x02
startAddress 0x00 0x00 0x00 0x00 (0x0000_0000)
byte count 0x00 0x04 0x00 0x00 (0x400)

The FlashEraseRegion command has no data phase.

Response: The target (Kinetis Bootloader ) will return a GenericResponse packet with

one of following error status codes.

Table 8-34. FlashEraseRegion Response Status Codes

Status Code

kStatus_Success (0x0)

kStatus_MemoryRangelnvalid (0x10200)

kStatus_FlashAlignmentError (0x101)

kStatus_FlashAddressError (0x102)

kStatus_FlashAccessError (0x103)

kStatus_FlashProtectionViolation (0x104)

kStatus_FlashCommandFailure (0x105)

8.3.8.10 FlashEraseAllUnsecure command

The FlashErase AllUnsecure command performs a mass erase of the flash memory,
including protected sectors. Flash security is immediately disabled if it (flash security)
was enabled, and the FSEC byte in the flash configuration field at address 0x40C is
programmed to OxFE. However, if the mass erase enable option in the FSEC field is
disabled, then the FlashErase AllUnsecure command will fail.

The FlashEraseAllUnsecure command requires no parameters.
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Host Target

— @ FlashEraseAllUnsecure
Ox5a a4 04 00f6 61 0d00ccO0———————p

ACKe ]
¢« Oxbaat

Process command

Generic Response:
g 0x5a a4 O0c 00 61 2 a0 00 04 02 00 00 00 00 0d 00 00 00

 —— ACK:
Ox5aal — ]

Figure 8-13. Protocol Sequence for FlashEraseAll Command

Table 8-35. FlashEraseAllUnsecure Command Packet Format (Example)

FlashEraseAllUnsecure Parameter Value

Framing packet start byte Ox5A
packetType 0xA4, kFramingPacketType_Command
length 0x04 0x00
crc16 0xF6 0x61

Command packet commandTag 0x0D - FlashEraseAllUnsecure

flags 0x00
reserved 0x00
parameterCount 0x00

The FlashErase AllUnsecure command has no data phase.

Response: The target (Kinetis Bootloader) will return a GenericResponse packet with
status code either set to kStatus_Success for successful execution of the command, or set
to an appropriate error status code.

8.3.8.11 FlashProgramOnce command

The FlashProgramOnce command writes data (that is provided in a command packet) to a
specified range of bytes in the program once field. Special care must be taken when
writing to the program once field.
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* The program once field only supports programming once, so any attempted to

reprogram a program once field will get an error response.

» Writing to the program once field requires the byte count to be 4-byte aligned or 8-
byte aligned.

The FlashProgramOnce command uses 3 parameters: index, byteCount, data.

Table 8-36. Parameters for FlashProgramOnce Command

Byte # Command
0-3 Index of program once field
4-7 Byte count (must be evenly divisible by 4)
8-11 Data
12-16 Data

Host Target
FlashProgramOnce: index=0, byteCount=4, data=0x12345678
0x5a a4 10 00 7e 89 0e 00 00 03 00 00 00 00 04 00 00 00 78 56 34 12
ACKe ]
¢« Oxbaat

Generic Response:
l¢—— 0Ox5a a4 0c 00 88 1a a0 00 00 02 00 00 00 00 Oe 00 00 00

T ACK:

Process command

Ox5a a1\,

Figure 8-14. Protocol Sequence for FlashProgramOnce Command

Table 8-37. FlashProgramOnce Command Packet Format (Example)

FlashProgramOnce | Parameter Value
Framing packet start byte O0x5A
packetType 0xA4, kFramingPacketType_Command
length 0x10 0x00
crc16 0x7E4 0x89
Command packet commandTag O0xOE — FlashProgramOnce
flags 0
reserved 0
parameterCount 3
index 0x0000_0000

Table continues on the next page...
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Table 8-37. FlashProgramOnce Command Packet Format (Example) (continued)

FlashProgramOnce | Parameter Value
byteCount 0x0000_0004
data 0x1234_5678

Response: upon successful execution of the command, the target (Kinetis Flashloader)
will return a GenericResponse packet with a status code set to kStatus_Success, or to an
appropriate error status code.

8.3.8.12 FlashReadOnce command

The FlashReadOnce command returns the contents of the program once field by given
index and byte count. The FlashReadOnce command uses 2 parameters: index and
byteCount.

Table 8-38. Parameters for FlashReadOnce Command

Byte # Parameter Description
0-3 index Index of the program once field (to read from)
4-7 byteCount Number of bytes to read and return to the caller
Host Target

FlashReadOnce: index=0, byteCount=4
0x5a a4 0c 00 ¢1 a5 0f 00 00 02 00 00 00 00 04 00 00 00\>

ACK:
</Ox5a al

Process command

Generic Response:
&«—— 0x5a a4 10 00 3f 6f af 00 00 03 00 00 00 00 04 00 00 00 78 56 34 12

T ACK:
Ox5aal ]

Figure 8-15. Protocol Sequence for FlashReadOnce Command
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Table 8-39. FlashReadOnce Command Packet Format (Example)

FlashReadOnce Parameter Value
Framing packet start byte Ox5A
packetType 0xA4
length 0x0C 0x00
crc 0xC1 OxA5
Command packet commandTag 0xOF — FlashReadOnce
flags 0x00
reserved 0x00
parameterCount 0x02
index 0x0000_0000
byteCount 0x0000_0004
Table 8-40. FlashReadOnce Response Format (Example)
FlashReadOnce Parameter Value
Response
Framing packet start byte Ox5A
packetType 0xA4
length 0x10 0x00
crc 0x3F Ox6F
Command packet |commandTag OxAF
flags 0x00
reserved 0x00
parameterCount 0x03
status 0x0000_0000
byteCount 0x0000_0004
data 0x1234_5678

Response: upon successful execution of the command, the target (Kinetis Flashloader)
will return a FlashReadOnceResponse packet with a status code set to kStatus_Success, a
byte count and corresponding data read from Program Once Field upon successful
execution of the command, or will return with a status code set to an appropriate error
status code and a byte count set to 0.

8.3.8.13 FlashReadResource command

The FlashReadResource command returns the contents of the IFR field or Flash firmware
ID, by given offset, byte count, and option. The FlashReadResource command uses 3
parameters: start address, byteCount, option.
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Table 8-41. Parameters for FlashReadResource Command

Byte # Parameter Command
0-3 start address Start address of specific non-volatile memory to be read
4-7 byteCount Byte count to be read
8-11 option 0: IFR
1: Flash firmware 1D

Host Target

FlashReadResource: start address=0, byteCount=8, option=1
e

5a a4 10 00 b3 cc 10 00 00 03 00 00 00 00 08 00 00 00 01 00 00 00

A
ACK: Ox5a al

.
Process command

FlashReadResource Response
& 5a a4 0c 0008 d2 bo 01 00 02 00 00 00 00 08 00 00 00

| ACK: 0x5a a1l N

Data packet _

453350800 9c d3 00 08 00 00 00 01 00 06
Process Data

ACK: Ox5a a1

Generic Response ~——— |
5a a4 0c 00 75 a3 a0 00 00 02 00 00 00 00 10 00 00 00

— A

CK: Ox5a a1\.

Figure 8-16. Protocol Sequence for FlashReadResource Command

Table 8-42. FlashReadResource Command Packet Format (Example)

FlashReadResource | Parameter Value
Framing packet start byte O0x5A
packetType 0xA4
length 0x10 0x00
crc 0xB3 0xCC
Command packet commandTag 0x10 — FlashReadResource
flags 0x00

Table continues on the next page...

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

138 Freescale Semiconductor, Inc.



g |

Chapter 8 Kinetis ROM Bootloader

Table 8-42. FlashReadResource Command Packet Format (Example) (continued)

FlashReadResource | Parameter Value
reserved 0x00
parameterCount 0x03
startAddress 0x0000_0000
byteCount 0x0000_0008
option 0x0000_0001

Table 8-43. FlashReadResource Response Format (Example)

FlashReadResource | Parameter Value
Response
Framing packet start byte Ox5A
packetType 0xA4
length 0x0C 0x00
crc 0xD2 0xBO
Command packet |commandTag 0xBO
flags 0x01
reserved 0x00
parameterCount 0x02
status 0x0000_0000
byteCount 0x0000_0008

Data phase: The FlashReadResource command has a data phase. Because the target
(Kinetis Bootloader) works in slave mode, the host must pull data packets until the
number of bytes of data specified in the byteCount parameter of FlashReadResource
command are received by the host.

8.3.8.14 FlashSecurityDisable command

The FlashSecurityDisable command performs the flash security disable operation, by
comparing the 8-byte backdoor key (provided in the command) against the backdoor key
stored in the flash configuration field (at address 0x400 in the flash).

The backdoor low and high words are the only parameters required for
FlashSecurityDisable command.

Table 8-44. Parameters for FlashSecurityDisable Command

Byte # Command

0-3 Backdoor key low word

Table continues on the next page...
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Table 8-44. Parameters for FlashSecurityDisable Command (continued)

Byte # Command

4-7 Backdoor key high word

Host Target

FlashSecureDisable, with backdoor key 0102030405060708
0x5a a4 0c 00 43 70 06 00 00 04 0302 01 080706 05 —»p

ACK:
~Ox5a al

Process command

Generic Response:
«4— 0x5a a4 0c 00 35 78 a0 00 Oc 02 00 00 00 00 06 00 00 00

Figure 8-17. Protocol Sequence for FlashSecurityDisable Command

Table 8-45. FlashSecurityDisable Command Packet Format (Example)

FlashSecurityDisable | Parameter Value

Framing packet start byte Ox5A
packetType 0xA4, kFramingPacketType_Command
length 0x0C 0x00
crc16 0x43 0x7B

Command packet commandTag 0x06 - FlashSecurityDisable

flags 0x00
reserved 0x00
parameterCount 0x02
Backdoorkey_low 0x04 0x03 0x02 0x01
Backdoorkey_high 0x08 0x07 0x06 0x05

The FlashSecurityDisable command has no data phase.

Response: The target (Kinetis Bootloader) will return a GenericResponse packet with a
status code either set to kStatus_Success upon successful execution of the command, or
set to an appropriate error status code.
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8.3.8.15 FillMemory command

The FillMemory command fills a range of bytes in memory with a data pattern. It follows
the same rules as the WriteMemory command. The difference between FillMemory and
WriteMemory is that a data pattern is included in FillMemory command parameter, and
there is no data phase for the FillMemory command, while WriteMemory does have a
data phase.

Table 8-46. Parameters for FillMemory Command

Byte # Command
0-3 Start address of memory to fill
4-7 Number of bytes to write with the pattern

e The start address should be 32-bit aligned.
¢ The number of bytes must be evenly divisible by 4.

8- 11 32-bit pattern

 To fill with a byte pattern (8-bit), the byte must be replicated 4 times in the 32-bit
pattern.

* To fill with a short pattern (16-bit), the short value must be replicated 2 times in the
32-bit pattern.

For example, to fill a byte value with OxFE, the word pattern would be OXFEFEFEFE,; to
fill a short value Ox5AFE, the word pattern would be 0x5AFESAFE.

Special care must be taken when writing to flash.
* First, any flash sector written to must have been previously erased with a
FlashEraseAll, FlashEraseRegion, or FlashEraseAllUnsecure command.
» Writing to flash requires the start address to be .
« If the VerifyWrites property is set to true, then writes to flash will also perform a
flash verify program operation.

When writing to RAM, the start address need not be aligned, and the data will not be
padded.
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runctional Description

Host

FillMemory, with word pattern 0x12345678
0x5a a4 10 00 e4 57 05 00 00 03 00 70 00 00 00 08 00 00 78 56 34 12

ACKe ]
¢« Oxb5aat

Generic Response:
& 0x5a a4 0c 00 97 04 a0 00 00 02 00 00 00 00 05 00 00 00

T ACK:
Ox5aal ]

Target

P

Process command

Figure 8-18. Protocol Sequence for FillMemory Command

Table 8-47. FillMemory Command Packet Format (Example)

FillMemory Parameter Value

Framing packet start byte O0x5A
packetType 0xA4, kFramingPacketType_Command
length 0x10 0x00
crc16 O0xE4 0x57

Command packet commandTag 0x05 — FillMemory

flags 0x00
Reserved 0x00
parameterCount 0x03
startAddress 0x00007000
byteCount 0x00000800
patternWord 0x12345678

The FillMemory command has no data phase.

Response: upon successful execution of the command, the target (Kinetis Flashloader)
will return a GenericResponse packet with a status code set to kStatus_Success, or to an

appropriate error status code.

8.3.8.16 WriteMemory command

The WriteMemory command writes data provided in the data phase to a specified range
of bytes in memory (flash or RAM or QuadSPI memory). However, if flash protection is

enabled, then writes to protected sectors will fail.
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Special care must be taken when writing to flash.

* First, any flash sector written to must have been previously erased with a
FlashEraseAll, FlashEraseRegion, or FlashErase AllUnsecure command.

* Writing to flash requires the start address to be 4-byte aligned ([1:0] = 00).

* The byte count will be rounded up to a multiple of , and the trailing bytes will be
filled with the flash erase pattern (Oxff).

« If the VerifyWrites property is set to true, then writes to flash will also perform a
flash verify program operation.

When writing to RAM, the start address need not be aligned, and the data will not be
padded.

The start address and number of bytes are the 2 parameters required for WriteMemory
command.

Table 8-48. Parameters for WriteMemory Command

Byte # Command
0-3 Start address
4-7 Byte count
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Host Target

WriteMemory: startAddress = 0x20000400, byteCount= 0x64
0x5a a4 Oc 00 06 5a04 00 00 02 00 04 00 20 64 00 00 00

I
ACK: Ox5a a1

.,
Process command

Generic Response:
¢ 0x5a a4 0c 00 a0 Oe 04 01 00 02 00 04 00 20 40 00 00 00

| ——————————ACK:0x5aaf

_ ]
- Data packet:
Ox5a a5 20 00 CRC16 32bytesdata ~— >

Process Data

ACK: Ox5a a1

«—

- Final Data packet
Ox5a a5length16 CRC16 32 bytesdata =

Process Data

- ACK

Generic Response
¢« 0x5a a4 0c 00 23 72a0 00 00 02 00 00 00 00 04 00 00 00

N

CKoxsaal—— ]

Figure 8-19. Protocol Sequence for WriteMemory Command

Table 8-49. WriteMemory Command Packet Format (Example)

WriteMemory Parameter Value

Framing packet start byte Ox5A
packetType 0xA4, kFramingPacketType_Command
length 0x0C 0x00
crc16 0x06 Ox5A

Command packet commandTag 0x04 - writeMemory

flags 0x00
reserved 0x00
parameterCount 0x02
startAddress 0x20000400
byteCount 0x00000064
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Data Phase: The WriteMemory command has a data phase; the host will send data
packets until the number of bytes of data specified in the byteCount parameter of the
WriteMemory command are received by the target.

Response: The target (Kinetis Bootloader ) will return a GenericResponse packet with a
status code set to kStatus_Success upon successful execution of the command, or to an
appropriate error status code.

8.3.8.17 Read memory command

The ReadMemory command returns the contents of memory at the given address, for a
specified number of bytes. This command can read any region of memory accessible by
the CPU and not protected by security.

The start address and number of bytes are the 2 parameters required for ReadMemory
command.

Table 8-50. Parameters for read memory command

Byte Parameter Description
0-3 Start address Start address of memory to read from
4-7 Byte count Number of bytes to read and return to caller
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Host Target

readMemory : startAddress = 0x20000400, byteCount= 100
Ox5a a4 0c 00 1d 23 03 00 00 02 00 04 00 20 64 00 00 00

I

/ACK: Ox5a a1l
Process command

Generic response for command:
¢ 0x5a a4 O0c 00 27 f6 a3 01 00 02 00 00 00 00 64 00 00 00

-

ACK: 0x5a at —

Data packet :
« Ox5a a5 20 00 CRC 16 32 bytes data

Process Data

Final Data packet
¢ Ox5a a5 length 16 CRC 16 32 bytes data

Process Data
ACK: Ox5a a1 >

Final Generic Response
¢ 0x5a a4 0c 00 Oe 23 a0 00 00 02 00 00 00 00 03 00 00 00

- ACK:xbaat?V—— ]

Figure 8-20. Command sequence for read memory

ReadMemory Parameter Value
Framing packet Start byte 0x5A0xA4,
packetType kFramingPacketType_Command
length 0x0C 0x00
crc16 0x1D 0x23
Command packet commandTag 0x03 - readMemory
flags 0x00
reserved 0x00
parameterCount 0x02
startAddress 0x20000400
byteCount 0x00000064
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Data Phase: The ReadMemory command has a data phase. Since the target (Kinetis
Bootloader) works in slave mode, the host need pull data packets until the number of
bytes of data specified in the byteCount parameter of ReadMemory command are
received by host.

Response: The target (Kinetis Bootloader) will return a GenericResponse packet with a
status code either set to kStatus_Success upon successful execution of the command, or
set to an appropriate error status code.

8.3.9 Bootloader Exit state

The Kinetis Bootloader tries to reconfigure the system back to the reset state in the
following situations:
 After completion of an Execute command, but before jumping to the specified entry
point.
» After a peripheral detection timeout, but before jumping to the application entry
point.

8.4 Peripherals Supported

This section describes the peripherals supported by the Kinetis ROM Bootloader. To use
an interface for bootloader communications, the peripheral must be enabled in the BCA,

as shown in Table 8-3. If the BCA is invalid (such as all OxFF bytes), then all peripherals
will be enabled by default.

8.4.1 12C Peripheral

The Kinetis Bootloader in ROM supports loading data into flash via the I2C peripheral,
where the I2C peripheral serves as the 12C slave. A 7-bit slave address is used during the
transfer.

Customizing an I12C slave address is also supported. This feature is enabled if the
Bootloader Configuration Area (BCA) (shown in Table 8-3) is enabled (tag field is filled
with ‘kcfg’) and the i2cSlaveAddress field is filled with a value other than OxFF. 0x10 is
used as the default I2C slave address.

The maximum supported 12C baud rate depends on corresponding clock configuration
field in the BCA. Typical supported baud rate is 400 kbps with factory settings. Actual
supported baud rate may be lower or higher than 400 kbps, depending on the actual value
of the clockFlags and the clockDivider fields.
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Because the I2C peripheral serves as an I12C slave device, each transfer should be started
by the host, and each outgoing packet should be fetched by the host.
* An incoming packet is sent by the host with a selected 12C slave address and the
direction bit is set as write.
* An outgoing packet is read by the host with a selected I2C slave address and the
direction bit is set as read.
* 0x00 will be sent as the response to host if the target is busy with processing or
preparing data.

The following flow charts demonstrate the communication flow of how the host reads
ping packet, ACK and response from the target.

Fetch
( Ping response ) End

Read leftover bytes
Read 1 byte of ping response
T from target packet

Yts

Ox7A
received?

Figure 8-21. Host reads ping response from target via 12C

‘ Fetch ACK ) Report an error

Read 1 byte

from target No—»{  Report Error

A
No

0xA2

No—»f{ Read1byte Process NAK ¢—Ye received?

from target

No

Reached
maximum
retries?

Ox5A

IO 1 Read 1 byte

from target

OxA1

Yes—» received?

Yes Yes

Report a timeout
error

End

Figure 8-22. Host reads ACK packet from target via 12C
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Fetch
( Response ) End

Read 1 byte
from target Foad
payload data
from target
0x5A ?
Yes
es
v Payload length Set payload length
Read 1 byte less than supported Nop»  to maximum
from target length supported length
Yes

Read Read
Report a timeout OxA4 Yesp| P3Yload length »| CRC checksum
error (End) received? part from target from target
(2 bytes) (2 bytes)

Figure 8-23. Host reads response from target via 12C

8.4.2 SPI Peripheral

The Kinetis Bootloader in K82F ROM supports loading data into flash via the SPI
peripheral, where the SPI peripheral serves as a SPI slave.

Maximum supported baud rate of SPI depends on the clock configuration fields in the
Bootloader Configuration Area (BCA) shown in Table 8-3. The typical supported baud
rate is 400 kbps with the factory settings. The actual baud rate is lower or higher than 400
kbps, depending on the actual value of the clockFlags and clockDivider fields in the
BCA.

The SPI peripheral uses the following bus attributes:
* Clock Phase = 1 (Second Edge)
* Clock Polarity = 1 (Active Low)

Because the SPI peripheral in K82F ROM serves as a SPI slave device, each transfer
should be started by the host, and each outgoing packet should be fetched by the host.

The transfer on SPI is slightly different from 12C:
* Host will receive 1 byte after it sends out any byte.
* Received bytes should be ignored when host is sending out bytes to target
» Host starts reading bytes by sending 0x00s to target
* The byte 0x00 will be sent as response to host if target is under the following
conditions:
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* Processing incoming packet
* Preparing outgoing data
* Received invalid data

The SPI bus configuration is:
* Phase = 1; data is sampled on rising edges
* Polarity = 1; idle is high
e MSB is transmitted first

For any transfer where the target does not have actual data to send, the target (slave) is
responsible for ensuring that 0x00 bytes will be returned to the host (master). The host
uses framing packets to identify real data and not "dummy" 0x00 bytes (which do not
have framing packets).

The following flowcharts demonstrate how the host reads a ping response, an ACK and a
command response from target via SPI.

Fetch
( Ping response ) End

Send 0x00 to Setnld ﬁOxOOsbtot shift

shift out 1 byte 0;1 leftover bytes
r from target of ping response
No Y?es

OXBA Send 0x00 to e
received? Yes»| shift out 1 byte reooned? No—»{  Report Error
from target

Figure 8-24. Host reads ping packet from target via SPI
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Fetch ACK

No———»

Send 0x00 to
shift out 1 byte
from target

maximum
retries?

Yes

Report a
timeout error

Figure 8-25. Host reads ACK from target via SPI

Ox5A
received?

Next action

( Fetch Response)

No———p

Send 0x00 to
shift out 1 byte
from target

maximum
retries?,

v
Send 0x00 to
shift out 1 byte
Yes from target

Report a timeou
error (End)

No

Chapter 8 Kinetis ROM Bootloader

Process NAK

Yes—p

Send 0x00 to
shift out 1 byte
from target

—Ye

Report an error

A
No

0xA2
received?

No

OxA1
received?

End

Write 0x00s to shift

from target

f

Yes

Payload length
less than supported
length?

out payload data [«

Write 0x00s to shift
out payload length
part from target

(2 bytes)

Write 0x00s to shift
out CRC checksum

from target
(2 bytes)

No—p

Set payload length
to maximum
supported length

Figure 8-26. Host reads response from target via SPI
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8.4.3 QuadSPI Peripheral

The Kinetis Bootloader supports read, write, and erase external SPI flash devices
(QuadSPI memory) via the QuadSPI module. It supports booting directly to external SPI
flash and XIP in QuadSPI memory. Before accessing external SPI flash devices, the
QuadSPI module must be configured properly, using the QSPI configuration block.

8.4.3.1 QSPI configuration block

The QSPI config block (QCB) provides many configuration parameters, which are
intended to support many types of serial flash. All fields in the QSPI config block must
be configured according to the specific flash device provided by your specific vendor,
and all of them are related to the configuration for registers in the QuadSPI module. Also
see the QuadSPI chapter.

NOTE
To correctly configure the QuadSPI, all unused QuadSPI
configuration fields should be set to 0.

Table 8-51. Configuration fields in QSPI config block

Offset Size Configuration Field Description
(bytes)
0x00 — 0x03 4 tag A magic number to verify whether the QSPI config

block (QCB) is valid. Must be set to ‘kqcf’
[31:24] - /f (0x66)

[28:16] - ‘c’ (0x63)

[15: 8] - ‘q’(0x71)

[7: 0] - ‘K'(Ox6B)

0x04 — 0x07 4 version Version number of the QSPI config block
[31:24] - name: must be 'Q' (0x51)
[23:16] - major: must be 1

[15: 8] - minor: must be 0

[ 7: 0] - bugfix: must be 0

0x08 — 0x0b 4 lengthinBytes Size of QSPI config block, in bytes
Must be 512
0x0c — 0xOf 4 dgs_loopback Enable DQS loopback support

0 DQS loopback is disabled

1 DQS loopback is enabled, the DQS loopback mode
is determined by subsequent ‘dgs_loopback_internal
field

0x10 — Ox1b 12 - Reserved

Table continues on the next page...
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Table 8-51. Configuration fields in QSPI config block

(continued)
Offset Size Configuration Field Description
(bytes)

Ox1c — Ox1f 4 device_mode_config_en |Configure work mode Enable for external SPI flash
devices
0 Disabled - ROM will not configure work mode of
external flash devices.
1 Enabled - ROM will configure work mode of external
flash devices, based on “device_cmd” and the LUT
entry indicated by” write_cmd_ipcr”.

0x20 — 0x23 4 device_cmd Command to configure the work mode of external flash
devices. Effective only if “device_mode_config_en” is
set to 1. It also depends on your specific external SPI
flash device.

0x24 — 0x27 4 write_cmd_ipcr IPCR pointed to LUT index for quad mode enablement
Value = index << 24

0x28 — 0x2b 4 word_addressable Word Addressable
0 Byte-addressable serial flash mode
1 Word-addressable serial flash mode

0x2c — 0x2f 4 cs_hold_time Serial flash CS hold time, in number of flash clock
cycles

0x30 — 0x33 4 cs_setup_time Serial flash CS setup time, in number of flash clock
cycles

0x34 — 0x37 4 sflash_A1_size Size of external flash connected to ports of QSPIOA
and QSPIOA_CSQ0, in bytes

0x38 — 0x3b 4 sflash_A2_size Size of external flash connected to ports of QSPIOA
and quadSPIOA_CS1, in bytes
sflash_A2_size field must be set to 0 if the serial flash
device is not present.

0x3c — 0x3f 4 sflash_B1_size Size of external flash connected to ports of QSPIOB
and quadSPIOB_CSO0, in bytes
sflash_B1_size field must be set to 0 if the serial flash
device is not present.

0x40 — 0x43 4 sflash_B2_size Size of external flash connected to ports of QSPI0OB
and quadSPIOB_CS1, in bytes
sflash_B2_size field must be set to 0 if the serial flash
device is not present.

0x44 — 0x47 4 sclk_freq Frequency of QuadSPI serial clock 1
0 Low frequency (24 MHz)
1 Mid frequency (48 MHz)
2 High frequency (96 MHz)

0x48 — 0x4b 4 busy_bit_offset Busy bit offset in status register of Serial flash
[31:16] :
0 - Busy flag in status register is 1 when flash devices
are busy.

Table continues on the next page...
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Table 8-51. Configuration fields in QSPI config block
(continued)

Offset Size Configuration Field Description
(bytes)

1 - Busy flag in status register is 0 when flash devices
are busy.

[15:0]: The offset of busy flag in status register; valid
range is 0 - 31.

0x4c — Ox4f 4 sflash_type Type of serial flash

0 Single mode

1 Dual mode

2 Quad mode

3 Octal mode

0x50 — 0x53 4 sflash_port Port enablement for QuadSPI module
0 Only pins for QSPIOA are enabled

1 Pins for both QSPIOA and QSPIOB are enabled
0x54 — 0x57 4 ddr_mode_enable Enable DDR mode

0 DDR mode is disabled

1 DDR mode is enabled

0x58 — 0x5b 4 dgs_enable Enable DQS

0 DQS is disabled

1 DQS is enabled

0x5¢ — Ox5f 4 parallel_mode_enable |Enable Parallel Mode

0 Parallel mode is disabled

1 Parallel mode is enabled"
0x60 — 0x63 4 portA_cs1 Enable QuadSPIOA_CS1

0 QuadSPIOA_CS1 is disabled
1 QuadSPIOA_CS1 is enabled

portA_cs1 field must be set to 1 if sflash_A2_size is
not equal to 0.

0x64 — 0x67 4 portB_cs1 Enable QuadSPI0B_CS1
0 QuadSPIOB_CS1 is disabled
1 QuadSPIOB_CS1 is enabled

portB_cs1 field must be set to 1 if sflash_B2_size is
not equal to 0.

0x68 — 0x6b 4 fsphs Full Speed Phase selection for SDR instructions
0 Select sampling at non-inverted clock

1 Select sampling at inverted clock

0x6¢ — 0x6f 4 fsdly Full Speed Delay selection for SDR instructions
0 One clock cycle delay

1 Two clock cycles delay.

0x70 — 0x73 4 ddrsmp DDR sampling point

Table continues on the next page...
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Table 8-51. Configuration fields in QSPI config block
(continued)

Offset

Size
(bytes)

Configuration Field

Description

Valid range: 0 - 7

0x74 — 0x173

look_up_table

Look-up-table for sequences of instructions

0x174 — 0x177

column_address_space

Column Address Space

Defines the width of the column address

0x178 — 0x17b

config_cmd_en

Enable additional configuration command
0 Additional configuration command is not needed

1 Additional configuration command is needed

0x17c — 0x18b

16

config_cmds

IPCR arrays for each connected SPI flash

All fields must be set to 0 if config_cmd_en is not
asserted.

0x18c - Ox19b

16

config_cmds_args

Command arrays needed to be transferred to external
spi flash

All fields must be set to 0 if config_cmd_en is not
asserted.

0x19c — 0x19f

differential_clock_pin_ena
ble

Enable differential flash clock pin
0 Differential flash clock pin is disabled

1 Differential flash clock pin is enabled

0x1a0 — 0x1a3

flash_CK2_clock_pin_ena
ble

Enable Flash CK2 Clock pin
0 Flash CK2 Clock pin is disabled
1 Flash CK2 Clock pin is enabled

Ox1a4 — Ox1a7

dgs_inverse_sel

Select clock source for internal DQS generation
0 Use 1x internal reference clock for DQS generation

1 Use inverse 1x internal reference clock for DQS
generation

Ox1a8 — Ox1ab

dgs_latency_enable

DQS Latency Enable
0 DQS latency disabled

1 DQS feature with latency included enabled

Ox1ac — Ox1af

dgs_loopback_internal

DQS loopback from internal DQS signal or DQS Pad

0 DQS loopback is sent to DQS pad first and then
looped back to QuadSPI

1 DQS loopback from internal DQS signal directly

0x1b0 — 0x1b3

dgs_phase_sel

Select Phase Shift for internal DQS generation
0 No Phase shift

1 Select 45° phase shift

2 Select 90° phase shift

3 Select 135° phase shift

0x1b4 — Ox1b7

dgs_fa_delay_chain_sel

Delay chain tap number selection for QuadSPIOA DQS
Valid range: 0 - 63

Table continues on the next page...
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Table 8-51. Configuration fields in QSPI config block

(continued)
Offset Size Configuration Field Description
(bytes)
0x1b8 — 0x1bb 4 dgs_fb_delay_chain_sel |Delay chain tap number selection for QuadSPIOB DQS
Valid range: 0 - 63
Ox1bc — 0x1c3 - Reserved
Ox1c4 — Ox1c7 page_size Page size of external SPI flash.
Page size of all SPI flash devices must be the same
0x1c8 — Ox1cb 4 sector_size Sector size of external SPI flash."
Sector size of all SPI flash devices must be the same.
Ox1cc - Ox1cf 4 timeout_milliseconds Timeout in terms of milliseconds.
0 Timeout check is disabled.
NOTE: If the time that the external SPI device is busy
is more than this timeout value, then the
QuadSPI driver returns a timeout.
0x1d0 — 0x1d3 4 ips_cmd_second_divider |Second divider for IPs command based on
QSPI_MCR[SCLKCFG]; the maximum value of
QSPI_MCR[SCLKCFG] depends on the specific
device.
0x1d4 — 0x1d7 4 need_multi_phase 0 Only 1 phase is necessary to access external flash
devices
1 Multiple phases are necessary to erase/program
external flash devices
0x1d8 — 0x1db 4 is_spansion_hyperflash |0 External flash devices is not in the Spansion
Hyperflash family
1 External flash devices is in the Spansion Hyperflash
family
Ox1dc — Ox1df 4 pre_read_status_cmd_add | Additional address for the PreReadStatus command.
ress_offset? Set this field to OXFFFF FFFF if it is not required.
0x1e0 — Ox1e3 4 pre_unlock_cmd_address |Additional address for PreWriteEnable command. Set
_offset? this field to OxFFFF FFFF if it is not required.
Ox1e4 — Ox1e7 4 unlock_cmd_address_offs | Additional address for WriteEnable command. Set this
et? field to OXFFFF FFFF if it is not required.
0x1e8 — Ox1eb 4 pre_program_cmd_addres | Additional address for PrePageProgram command.
s_offset? Set this field to OXFFFF FFFF if it is not required.
Ox1ec — Ox1ef 4 pre_erase_cmd_address_ | Additional address for PreErase command. Set this
offset? field to OXFFFF FFFF if it is not required.
0x1f0 — Ox1f3 4 erase_all_cmd_address_o | Additional address for EraseAll command. Set this field
ffset? to OXFFFF FFFF if it is not required.
0x1f4 — Ox1ff 12 - Reserved

1. If parallel mode is enabled, then page size and sector size must be twice the actual size.
2. These fields are effective only if “need_multi_phase” field is set to 1.
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8.4.3.2 Look-up-table

The look-up table (LUT) is a part of the QCB, and contains sequences for instructions,
such as read and write instructions. The Kinetis Bootloader defines LUT entries to
support erase, program and read operations.

NOTE
The sequence in each LUT entry is target-specific. See the
datasheet or reference manual of the corresponding serial flash
device.

Table 8-52. Look-up table entries for bootloader

Index Field Description
0 Read Sequence for read instructions
1 WriteEnable Sequence for WriteEnable instructions
2 EraseAll Sequence for EraseAll instructions
3 ReadStatus Sequence for ReadStatus instructions
4 PageProgram Sequence for Page Program instructions
6 PreErase’ Sequence for Pre-Erase instructions
7 SectorErase Sequence for Sector Erase
8 Dummy Sequence for dummy operation if needed.

For example, if continuous read is configured in index 0, then the dummy LUT
should be configured to force the external SPI flash to exit continuous read
mode.

If a dummy operation is not required, then this LUT entry must be set to 0.

9 PreWriteEnable’ Sequence for Pre-WriteEnable instructions
10 PrePageProgram’ Sequence for Pre-PageProgram instructions
11 PreReadStatus’ Sequence for Pre-ReadStatus instructions

1. If these LUT entries are are not required, then they are allowed to be used for other purposes.

8.4.3.3 Configure QuadSPI module

The Kinetis Bootloader is able to access external SPI devices via the QuadSPI module,
but only after the QuadSPI module is configured. There are 2 ways to configure the
QuadSPI module:

* Configure QuadSPI module at runtime

* Configure QuadSPI module at start-up
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Table 8-53. Configuring the QuadSPI module

2.

runtime procedure, if the QCB is not present at address 0 of
the 1st external SPI flash device.

1.

Configure the QuadSPI module at runtime (procedure
above).

Erase the 1st sector of the 1st connected external SPI
flash device using the FlashEraseRegion command.
Program the QCB to address 0 of the 1st connected
external SPI flash device using the WriteMemory
command.

NOTE: For some types of SPI flash
devices (like Spansion Hyperflash)
which do not support basic reads
(0x03) with 24-bit addresses, an
alternative is available: for this
step, program the QCB to internal
flash, set the
“gspiConfigBlockPointer” in the
BCA to the start address of QCB,
and program the BCA to 0x3c0.
Update BOOTSRC_SEL field (bits [7:6]) in
FOPTregister at the address 0x40D to “Ob’10”, which
means "boot from ROM with QuadSPI configured".
Reset the target.

After start-up, ROM code reads the QCB from address
0 of the external SPI flash and then configures the
QuadSPI according to the QCB.

Now, the Kinetis Bootloader is able to access all
connected SPI flash devices.

The QuadSPI module will be configured automatically out of
reset, if the QCB is already present and the BOOTSRC_SEL
field (bits [7:6]) in FOPTregister at the address 0x40D equals
to “0'b10”.

Configure Procedure Clock updates during QuadSPI
QuadSPI at module configuration
runtime 1. Use a WriteMemory command to program the QCB to | If QuadSPI module is configured at
either a region of RAM or internal flash. runtime: The System Core clock will not
2. Use the ConfigQuadSPI command to configure the be updated if the QuadSPI module is
QuadSPI module with the QCB that was programmed | configured at runtime; only
before. QUADSPI_MCR [SCLKCFG] is updated
3. After the above operations, the QuadSPI module has according to sclk_freq field within the
been set to an expected mode specified by the QCB, so | QCB. In this case, the clock source for
the Kinetis bootloader is now able to access all QuadSPI module is MCGFLL ,
connected SPI flash devices. (QUADSPIO_SOCCR [QSPISRC] equals
4).
start-up The steps of configuring QuadSPI at startup is based on the |If QuadSPI module is configured at

start-up: The System Core clock will be
updated to 96 MHz, if the QuadSPI
module is configured at start-up. In this
case, the clock source of the QuadSPI
module switches to MCGFLL. The
corresponding registers are updated with
the values listed in the table Register
value updates when the QuadSPI
module is configured at start-up.

NOTE

The user application boot from QuadSPI in XIP mode should
not change the QuadSPI source clock from what ROM has
configured (as shown in the previous table); otherwise a hard
fault may occur. However, the QuadSPI source clocks (listed in
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the next table) can be changed successfully, if the application
avoids shutting down the QSPI clock during clock switching;
for example, if the clock switch related codes are relocated in
either internal flash or SRAM.

Table 8-54. Register value updates when the QuadSPI module is
configured at start-up

Register Field Value | Description

MCG_C7 OSCSEL 2 IRC48M is chosen as external reference clock

MCG_C2 RANGE 2

MCG_C1 FRDIV 6 Combined with MCG_C2[RANGE] to divide IRC48M with 1280

MCG_C4 DMX32 0

MCG_C4 DRST_DRS 3 Combined with MCG_C4[DMX32] to multiply divided clock with
2560, then MCGOUT clock is equal to 96 MHz.

MCG_C6 PLLS 0 Disable PLL

MCG_C1 IREFS 0 Switch to external reference clock

SIM_CLKDIV1 OUTDIV1 0

SIM_CLKDIV1 OUTDIV2 1

SIM_CLKDIV1 OUTDIV3 1

SIM_CLKDIV1 OuUTDIV4 3

QUADSPIIO_SOCCR |QSPISRC 1 MCGFLL clock is selected as the clock source for QuadSPIl module

8.4.3.4 Access external SPI flash devices using QuadSPI module
The Kinetis Bootloader supports access to external SPI flash devices using the following

commands:

* Flash-erase-all: This command can erase all SPI flash devices defined in the QCB.
For example, if “flash-erase-all 17, the 1 represents the source of the erasure
command is QuadSPI memory.

* Flash-erase-region: This command can erase a specified range of flash within
connected SPI flash devices. For example “flash-erase-region 0x68000000

0x10000”.

* Write-memory: The Kinetis Bootloader calls the Write-memory command to
program specified data to a given region of connected SPI flash devices. For

example, “write-memory 0x68001000 led_demo.bin”.

* Read-memory: The Kinetis Bootloader calls the Read-memory command to read
data from a given region of connected SPI flash devices. For example, “read-memory
0x68000000 1024 temp.bin”.

These commands return error codes.
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Table 8-55. Status Error Codes for accessing QuadSPl memory

Error Code Value Description
kStatus_Success 0 Operation succeeded without error
kStatus_QspiFlashSizeError 400 Size of external SPI flash is invalid
kStatus_QspiFlashAlignmentError 401 Start Address for program is not page-aligned
kStatus_QspiFlashAddressError 402 The address is invalid
kStatus_QspiFlashCommandFailure 403 The operation failed
kStatus_QspiNotConfigured 405 QSPI module is not successfully configured
kStatus_QspiCommandNotSupported 406 The command is not supported under certain modes
kStatus_QspiCommandTimeout 407 The time that the external SPI device is busy more than the
timeout value (timeout_milliseconds).
kStatus_QspiWriteFailure 408 QSPI module cannot perform a program command at the
current clock frequency

8.4.3.5 Boot directly from QuadSPI

The Kinetis Bootloader supports booting directly from QuadSPI. To boot directly from
QuadSPI, the following conditions must be met:
» The bootFlags field in BCA is set to OXFE, which means "boot directly from
QuadSPI".
* The BOOTSRC_SEL field (bits [7:6]) in the FOPT register at address 0x40D is set to
“0’b10”, which means "boot from ROM with QuadSPI configured".
 User application is valid.
* QuadSPI configuration block (QCB) is valid
* CRC check passed if the CRC check feature is enabled.

8.4.4 LPUART Peripheral

The Kinetis Bootloader integrates an autobaud detection algorithm for the LPUART
peripheral, thereby providing flexible baud rate choices.

Autobaud feature: If LPUART# is used to connect to the bootloader, then the
LPUART#n_RX pin must be kept high and not left floating during the detection phase in
order to comply with the autobaud detection algorithm. After the bootloader detects the
ping packet (0x5A 0xA6) on LPUART#n_RX, the bootloader firmware executes the
autobaud sequence. If the baudrate is successfully detected, then the bootloader will send
a ping packet response [(0x5A 0xA7), protocol version (4 bytes), protocol version
options (2 bytes) and crc16 (2 bytes)] at the detected baudrate. The Kinetis Bootloader
then enters a loop, waiting for bootloader commands via the LPUART peripheral.
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NOTE
The data bytes of the ping packet must be sent continuously
(with no more than 80 ms between bytes) in a fixed LPUART
transmission mode (8-bit data, no parity bit and 1 stop bit). If
the bytes of the ping packet are sent one-by-one with more than
80 ms delay between them, then the autobaud detection
algorithm may calculate an incorrect baud rate. In this case, the
autobaud detection state machine should be reset.

Supported baud rates: The baud rate is closely related to the MCU core and system
clock frequencies. Typical baud rates supported are 9600, 19200, 38400, 57600, and
115200. Of course, to influence the performance of autobaud detection, the clock
configuration in BCA can be changed.

Packet transfer: After autobaud detection succeeds, bootloader communications can
take place over the LPUART peripheral. The following flow charts show:

* How the host detects an ACK from the target

* How the host detects a ping response from the target

* How the host detects a command response from the target

Wait Report an error
for ACK ’

A
No

0xA2
received?

Wait for 1 byte
o——— P —
N from target Process NAK Ye

No

Ox5A

o Wait for 1 byte
received”

from target

OxA1

Yes—» received?

maximum
retries?

Yes Yes

Report a timeout End
error

Figure 8-27. Host reads an ACK from target via LPUART
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Wait for End
ping response

Wait for
Wait for 1 byte remaining bytes
from target of ping response
packet
A
Yes

OxA7

Wait for 1 byte /
received?

from target No—»{  Report Error

Figure 8-28. Host reads a ping response from target via LPUART

< Wait >
for response End

Wait for 1 byte
from target

Waitfor payload
data from target

?

Yes

maximum
retries?

Set payload length
No»{ to maximum
supported length

Payload length
less than supported
length?

Wait for 1 byte
Yes from target

Waitfor payload Waitfor CRC
length part from » checksum from
target (2 bytes) target (2 bytes)

Figure 8-29. Host reads a command response from target via LPUART

8.4.5 USB peripheral

The Kinetis Bootloader in the ROM supports loading data into flash via the USB
peripheral. The target is implemented as a USB HID class.

USB HID does not use framing packets; instead the packetization inherent in the USB
protocol itself is used. The ability for the device to NAK Out transfers (until they can be
received) provides the required flow control; the built-in CRC of each USB packet
provides the required error detection.
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8.4.5.1 Clock configuration

The K82F ROM supports the crystal-less USB feature. If the USB peripheral is enabled,
then the ROM enables the 48-MHz IRC. The ROM also enables the USB clock recovery
feature (by setting USB_CLK_RECOVER_CTRL[CLOCK_RECOVER_EN] to 1 and
USB_CLK_RECOVER_IRC_EN[IRC_EN] to 1).

8.4.5.2 Device descriptor
The Kinetis ROM configures the default USB VID/PID/Strings as below:
Default VID/PID:

e VID = 0x15A2
e PID = 0x0073

Default Strings:

e Manufacturer [1] = "Freescale Semiconductor Inc."
e Product [2] = "Kinetis Bootloader"

You can customize the USB VID/PID/Strings with the Bootloader Configuration Area
(BCA) of the flash. See Table 8-3. For example, the USB VID and PID can be
customized by writing the new VID to the usbVid(BCA + 0x14) field and the new PID to
the usbPid(BCA + 0x16) field of the BCA in flash. To change the USB strings, you need
to prepare a structure (like the one shown below) in the flash, and then write the address

of the g_languages structure to the usbStringsPointer(BCA + 0x18) field of the BCA.

g _languages = { USB_STR 0,
sizeof (USB_STR 0),
(uint_16)0x04009,

(const uint 8 **)g string descriptors,
g_string desc_size};

the USB_STR 0, g string descriptors and g string desc size are defined as below.
USB_STR 0[4] = {ox02,
0x03,

0x09,

0x04

bi

g string descriptors[4] =
{ UsB STR O,

USB_STR 1,

USB_STR 2,

USB_STR 3};

g string desc size[4] =

{ sizeof (USB _STR 0),
sizeof (USB_STR 1),

sizeof (USB_STR 2),

sizeof (USB_STR 3)};
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You can make your own structure of USB_STR_1, USB_STR_2, USB_STR_3:
* USB_STR_1 is used for the manufacturer string.
* USB_STR_2 is used for the product string.
* USB_STR_3 is used for the serial number string.

By default, the 3 strings are defined as below:

USB_STR 1[] =
{ sizeof(USB STR 1),
USB_STRING DESCRIPTOR,

!F!IOI
lrllol
,e,lol
'e', 0,
!silol
'C',O,
,a,lol
1,0,
'e', 0,
1 IIOI
,S,IOI
!eilol
!milol
lillol
,C,IOI
,O,,O,
!nilol
ldllol
!uilol
'e',0,
!t!lol
IOIIOI
!rilol
1 ,IOI
1,0,
lnllol
!C!IOI
.Y, 0

Vi

USB _STR 2[] =
{ sizeof(USB STR 2),
USB_STRING DESCRIPTOR,

'M'IOI
,K,IOI
1 !,O,
'M', 0,
lallol
,S,IOI
,S,,O,
1 ,IOI
ISIIOI
!t!lol
'o',0,
'r',0,
lallol
'g', 0,
'e', 0

Vi

USB_STR 3[] =

{ sizeof(USB STR 3),
USB_STRING DESCRIPTOR,
1 O 1 , O s

1 l 1 , O ,
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121

l3lj
l4l’
!5![
!6![
'7'1
l8l’
!9![
TAY

lBlj
lcl’
!D!I
TR

lFlj

[eNeNelNoNeoNeoNoNoNoNeoNoNeoNoNo]

8.4.5.3 Endpoints
The HID peripheral uses 3 endpoints:

e Control (0)
* Interrupt IN (1)
* Interrupt OUT (2)

Chapter 8 Kinetis ROM Bootloader

The Interrupt OUT endpoint is optional for HID class devices, but the Kinetis Bootloader
uses it as a pipe, where the firmware can NAK send requests from the USB host.

8.4.5.4 HID reports

There are 4 HID reports defined and used by the bootloader USB HID peripheral. The
report ID determines the direction and type of packet sent in the report; otherwise, the
contents of all reports are the same.

Report ID Packet Type Direction
1 Command ouT
2 Data ouT
3 Command IN
4 Data IN

For all reports, these properties apply:

Usage Min

'y

Usage Max

'y

Logical Min

Table continues on the next page...
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Logical Max 255

Report Size 8

Report Count 34

Each report has a maximum size of 34 bytes. This is derived from the minimum
bootloader packet size of 32 bytes, plus a 2-byte report header that indicates the length (in
bytes) of the packet sent in the report.

NOTE
In the future, the maximum report size may be increased, to
support transfers of larger packets. Alternatively, additional
reports may be added with larger maximum sizes.

The actual data sent in all of the reports looks like:

Report ID

Packet Length LSB

Packet Length MSB

Packet[0]

Packet[1]

a|pr|lOINI=2|O

Packet[2]

N+3-1 [Packet[N-1]

This data includes the Report ID, which is required if more than one report is defined in
the HID report descriptor. The actual data sent and received has a maximum length of 35
bytes. The Packet Length header is written in little-endian format, and it is set to the size
(in bytes) of the packet sent in the report. This size does not include the Report ID or the
Packet Length header itself. During a data phase, a packet size of 0 indicates a data phase
abort request from the receiver.

8.5 Get/SetProperty Command Properties
This section lists the properties of the GetProperty and SetProperty commands.

Table 8-56. Properties used by Get/SetProperty Commands, sorted by

Value
Property Writable | Tag Value Size Descripion
CurrentVersion No 01h 4 Current bootloader version.
AvailablePeripherals No 02h 4 The set of peripherals supported on this chip.

Table continues on the next page...
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Table 8-56. Properties used by Get/SetProperty Commands, sorted by Value (continued)

Property Writable | Tag Value Size Descripion

FlashStartAddress No 03h 4 Start address of program flash.

FlashSizelnBytes No 04h 4 Size in bytes of program flash.

FlashSectorSize No 05h 4 The size in bytes of one sector of program flash.
This is the minimum erase size.

FlashBlockCount No 06h Number of blocks in the flash array.

AvailableCommands No 07h The set of commands supported by the bootloader.

CRCCheckStatus No 08h The status of the application CRC check.

VerifyWrites Yes O0Ah 4 Controls whether the bootloader will verify writes to
flash. VerifyWrites feature is enabled by default.

0 - No verification is done.
1 - Enable verification.

MaxPacketSize No 0Bh 4 Maximum supported packet size for the currently active
peripheral interface.

ReservedRegions No 0Ch 16 List of memory regions reserved by the bootloader.
Returned as value pairs (<start-address-of-region>,
<end-address-of-region>).

¢ If HasDataPhase flag is not set, then the
Response packet parameter count indicates the
number of pairs.

* If HasDataPhase flag is set, then the second
parameter is the number of bytes in the data
phase.

RAMStartAddress No OEh Start address of RAM

RAMSizelnBytes No OFh Size in bytes of RAM

SystemDeviceld No 10h Value of the Kinetis System Device Identification
register.

FlashSecurityState No 11h 4 Indicates whether Flash security is enabled
0 - Flash security is disabled
1 - Flash security is enabled

UniqueDeviceld No 12h 16 Unique device identification, value of Kinetis Unique
Identification registers (16 for K series devices, 12 for
KL series devices)

FacSupport No 13h 4 FAC (Flash Access Control) support flag
0 - FAC not supported
1 - FAC supported

FlashAcessSegmentSize No 14h The size in bytes of 1 segment of flash

FlashAcessSegmentCount No 15h FAC segment count (The count of flash access
segments within the flash model.)

FlashReadMargin Yes 16h 4 The margin level setting for flash erase and program

verify commands.
0 = Normal
1 = User (default)

2 = Factory

Table continues on the next page...
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Table 8-56. Properties used by Get/SetProperty Commands, sorted by Value (continued)

Property Writable | Tag Value Size Descripion

QspilnitStatus No 17h 4 The result of the QSPI and OTFAD initialization
process during startup.

405 - QSPI is not initialized
0 - QSPI is initialized

ExternalMemoryAttributes No 19h 24 List of attributes supported by the specified memory Id
(1=QuadSpi0). See description for the return value in
the section ExternalMemoryAttributes Property.

8.5.1 Property Definitions

Get/Set property definitions are provided in this section.

8.5.1.1 CurrentVersion Property

The value of this property is a 4-byte structure containing the current version of the
bootloader.

Table 8-57. Fields of CurrentVersion property:

Bits [31:24] [23:16] [15:8] [7:0]
Field Name = 'K' (0x4B) Major version Minor version Bugfix version

8.5.1.2 AvailablePeripherals Property

The value of this property is a bitfield that lists the peripherals supported by the
bootloader and the hardware on which it is running.

Table 8-58. Peripheral bits:

Bit [31:7] [6] (5] (4] (3] (2] (1] [0]
Peripheral Reserved Reserved Reserved USB HID Reserved SPI Slave 12C Slave LPUART

If the peripheral is available, then the corresponding bit will be set in the property value.
All reserved bits must be set to 0.
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8.5.1.3 AvailableCommands Property

This property value is a bitfield with set bits indicating the commands enabled in the
bootloader. Only commands that can be sent from the host to the target are listed in the
bitfield. Response commands such as GenericResponse are excluded.

The bit number that identifies whether a command is present is the command's tag value
minus 1. 1 is subtracted from the command tag because the lowest command tag value is
0x01. To get the bit mask for a given command, use this expression:

mask = 1 << (tag - 1)
Table 8-59. Command bits:
Bit [31:|[16] | [15] | [14] | [13] | [12] | (1] |[10] | [O] | (8] | [7] | [6] | 5] | [4] | [3] | [2] | [1] | [O]
17]
Command S B |= o o _
¢ 1z 818 (g le |E8 IS |3 |2 |E]e |5 |2 |5 |8 |%
s | |5 c |5 |& | e @ (2 |2 |g |8 |E |2 |a
2 12 |2 |8 |6 |8 |8 X129 |¢ |8 |¢ |5 |¢ |& |¢o
o 5 3 o IS @ o > o a = s = oy w
g o o © =S D (] ° > = 0] g 7] =
e |IT |2 | |2 |o S |o [E£ |+ |£ |8 |8 |8
3 |8 |8 |& |F s 3 2 | |4U >
= o TH o Q [0 N
c | |+ |5 2 0 ©
o [} a = < (T
O © == ] [}
[T L < «
© L
L

8.5.1.4 ExternalMemoryAttributes Property

The value returned by this property is a 24-byte data structure containing available
external memory attributes: start address, total size in KB, page size, sector size, and
block size. Below is the breakdown of 24-byte structure:

Table 8-60. Fields of ExternalMemoryAttributes property:

Field Offset Field Description

0-3 The value returned is a bitmap showing the supported
attributes for the external memory, with the corresponding bit-
field set.
0x00000001 - start address
0x00000002 - total size
0x00000004 - page size
0x00000008 - sector size
0x00000010 - block size

4-7 Start address of external memory

8-11 Total size of external memory in terms of kilobytes

Table continues on the next page...
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Table 8-60. Fields of ExternalMemoryAttributes property: (continued)

Field Offset Field Description
12-15 Page size of external memory in terms of bytes
16-19 Sector size of external memory in terms of bytes
20-23 Block size of external memory in terms of bytes

8.6 SB File Decryption Support

The bootloader supports the loading and flashing of applications using an encrypted SB
file format. Using the ReceiveSbFile command, the host can send an SB file that contains
various commands and data that will be executed on the Kinetis bootloader (the target).
An unencrypted SB file can be flashed to the target only when flash security is disabled.
When flash security is enabled, all memory writes and reads are disabled, with the
exception being an encrypted SB file that can be sent to the target. The SB file is
decrypted using an AES-128 style key (16 bytes). Before you send the encrypted file, the
key must be written to the target using the FlashProgramOnce command. The SB key
begins at offset 0x30 in the program once registers.

For example, to program a key of 000102030405060708090A0BOCODOEOF:
* FlashProgramOnce to index 0x30 with 4 bytes of 0x03020100
 FlashProgramOnce to index 0x31 with 4 bytes of 0x07060504
* FlashProgramOnce to index 0x32 with 4 bytes of 0xO0BOA0908
* FlashProgramOnce to index 0x33 with 4 bytes of 0xOFOEODOC

If no key 1s programmed in these registers, then an attempt is made to decrypt the file
using an all-zero key.

8.6.1 Decryption using MMCAU

The MMCAU code must flashed to the device memory in a separate step. The location of
MMCAU initialization, encryption, and decryption functions does not matter, as long as
it is on accessible memory. The provided functions are expected to have the following
prototypes:

void mmcau aes init (unsigned int* key, unsigned int* keySchedule, unsigned int* rcon) ;

void mmcau_aes_encrypt (unsigned int* in, unsigned int* key, unsigned int* keySchedule,
unsigned int* out) ;

void mmcau_aes decrypt (unsigned int* in, unsigned int* key, unsigned int* keySchedule,
unsigned int* out) ;
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NOTE

The mmCAU software library source code can be downloaded
from Freescale.com.

In order to decrypt an encrypted SB file using the MMCAU peripheral, the following
information must be provided:

* The Bootloader Configuration Area (BCA) contains a pointer to an MMCAU set-up
structure. The location in the configuration area (relative to the BCA) is at offset
0x20, as shown in the BCA layout in this document. The pointer is a little endian
memory location that contains the following structure:

typedef struct mmcau_function info

uint32 t tag;

uint32_t length;

uint32_t aes_init_ start;

uint32 t aes_encrypt start;

uint32 t aes_decrypt start;
} mmcau_function_ info t;

For decryption to work properly, the mmcau_function_info structure must contain
valid values for all the fields in this structure:

a. The tag field must equal 'kcau'.

b. The length field must equal the size of the total length of the aes_init,
aes_encrypt, and aes_decrypt functions. All of these function must be in a
contiguous region of memory that fits within 1280 bytes. All code in the
functions must be relocatable.

c. aes_init_start contains the memory location of the aes_init function.

d. aes_encrypt_start contains the memory location of the aes_encrypt function.

e. aes_decrypt_start contains the memory location of the aes_decrypt function.

* The MMCAU information structure and the actual MMCAU functions do not need to
be in contiguous memory.

* Freescale has a ready-to-use library that contains these functions, but this library
needs to be rebuilt to be compatible with the prototypes above. Specifically, the rcon
variable needs to be passed into the functions, to make the code relocatable.

After an encrypted SB file starts to be received by the bootloader, the information for
setting up the MMCAU is retrieved and the decryption process begins.

* If the information is incorrect or if the functions do not meet the above requirements,
then the bootloader can become unresponsive, so be sure that everything is correctly
implemented as above.

 If there is a recoverable error, then the bootloader will return a relevant error code.

If everything is operating properly, then the exact same response will be received as
though the bootloader was receiving an unencrypted file via the ReceiveSbFile command.
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8.6.2 Decryption using LTC

SB file decryption is performed by the LTC module; see the LTC chapter for more
details.

8.6.3 Decryption of an Encrypted Application Image via OTFAD

The OTFAD module supports on-the-fly decryption (using AES-CTR-128) of an
encrypted program image, as opposed to using the ReceiveSbFile command (which will
decrypt and store the image plaintext on the device). The OTFAD allows you to store an
encrypted image on the external QSPI device, and it will be decrypted and executed on
the fly. For the decryption to work properly, there are several steps that must be
performed to properly provision the OTFAD.

The application will consist of 2 parts:

* One application part (with the initialization vectors, bootloader configuration, and the
OTFAD setup information) resides on internal flash that will be used by the
bootloader.

» The second application part will be the encrypted application image that will be
stored on the external QSPI.

After these images are properly created, these images must be written to their respective
memory addresses on the device using the bootloader. Upon reset and if everything is
configured correctly, the application should be running just like any normal unencrypted
application would be. The steps for creating these application images are:

 Create the Internal Flash Image

* Create the Keyblob

* Create the External QSPI Image

* Encrypt the QSPI Section Image

8.6.3.1 Create the Internal Flash Image
The image that will be written to internal flash contains several key pieces:

* The normal initialization vectors for the application that will be written to address 0
in the flash. Most importantly these initialization vectors must contain a valid
application reset vector and stack pointer.

* The bootloader configuration at address 0x3C0. There are 2 fields in this structure
that are used in this process.
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e The Ist field is the bootFlags field, in which bit O is the flag to indicate "direct
boot." When the direct boot flag (bit 0) is set, it instructs the bootloader to jump
directly to the application image. When bootFlags field is programmed to OxFE,
the bootloader will perform any secondary configuration that is listed within this
section, and jump to the application using the initialization vectors at address O.

» The 2nd field is the keyblob data pointer field. The keyblob data pointer field is a
little endian value that contains the address to the keyblob data structure (which
1s used to initialize the OTFAD). If no value is provided in the keyblob data
pointer field, then the bootloader will attempt configuration using the default
address of 0x410. If no keyblob structure is present, then OTFAD will not be
initialized and there will be no decryption of the image. The keyblob and
OTFAD are only necessary if the image is encrypted.

* The Flash Configuration Area that starts at address 0x400 must contain the flags
necessary to boot to ROM, because the bootloader is what configures the OTFAD
and decryption. Specifically, the FOPT[BOOTSRC_SEL] field located in the byte (at
0x40D) must be set to 10b, to boot to ROM and configure the QSPI.

8.6.3.2 Create the Keyblob

The keyblob structure is used to initialize the OTFAD, and can contain up to 4 different
keys for 4 different data regions in the external QSPI. The keyblob is decrypted using
AES-128 ECB encryption. The key for this data must be written using the
FlashProgramOnce command, and at the initial register offset of 0x20. For example, to
program a key of 000102030405060708090A0BOCODOEOQF for the keyblob encryption
key (KEK):

FlashProgramOnce to index 0x20 with 4 bytes of 0x0FOEODOC
FlashProgramOnce to index 0x21 with 4 bytes of 0x0BOA0908
FlashProgramOnce to index 0x22 with 4 bytes of 0x07060504
FlashProgramOnce to index 0x23 with 4 bytes of 0x03020100

If the keyblob decryption or structure is either not programmed or fails to properly
deserialize, then any image on the external QSPI will not be decrypted.

The keyblob consists of 4 structures of key information in the following format:

typedef struct KeyBlob

unsigned char key[kAesKeySizeBytes]; // 16 bytes, 128-bits, KEY[Al5...A00]
unsigned char ctr[kCtrSizeBytes]; // 8 bytes, 64-bits, CTR[C7...C0]
unsigned int srtaddr; // region start, STRADDR[31 - 10]
unsigned int endaddr; // region end, ENDADDRI[31 - 10] + flags
RO, ADE, VLD
// end of 32-byte area covered by CRC
unsigned int zero_ fill; // zeros
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unsigned int key blob_crc32; // crc32 over lst 32-bytes

// end of 40 byte (5*64-bit) key blob data
unsigned char expanded wrap datal[8]; // 8 bytes, used for wrap expanded data

// end of 48 byte (6*64-bit) wrap data
unsigned char unused_filler[16]; // unused fill to 64 bytes
} keyblob t;

Each of these entries should be encrypted use the AES-128 Key Wrap algorithm (found
at http://csrc.nist.gov/groups/ST/toolkit/documents/kms/key-wrap.pdf )

The individual entries contain important information for the OTFAD decryption process.
Because the OTFAD uses the AES-128-CTR algorithm to decrypt an image, the OTFAD
needs several pieces of information:

* AES-128 key value

* AES-128 counter value: This is normally a 16-byte field, but the OTFAD uses only
an 8-byte counter field and then additionally uses the address information of the
region that it is decrypting, to form the rest of the 16-byte counter.

* The start address of the application section for which this key information is
relevant.

* The end address of the application section for which this key information is
relevant.

For example, here is a keyblob structure in raw memory format with the following
information:

A key of 000102030405060708090A0BOCODOEOF
An intial counter value of 0123456789 ABCDEF

A start address of 0x68000000

An end address of Ox68FFFFFF

0x00, 0x01, 0x02, 0x03, 0x04, 0x05, 0x06, 0x07, 0x08, 0x09, O0x0a, 0x0b, 0x0c, 0x0d,
0x0e, 0x0f

0x01, 0x23, 0x45, 0x67, 0x89, Oxab, Oxcd, Oxef, 0x00, 0x00, 0x00, 0x68, O0xfb, Oxff,
oxff, 0x68

0x00, 0x00, 0x00, 0x00, 0x7f, O0xbl, 0x2d, 0xdl, 0x00, 0x00, 0x00, 0x00, 0x00, 0xO00,
0x00, 0x00

0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0xO00,
0x00, 0x00

After running the AES-128 Key Wrap algorithm on this structure with a KEK of
00000000000000000000000000000001 :

0x20, 0x40, Oxee, 0x75, 0xe5, 0x42, 0xc9, 0x63, 0x49, 0x29, 0x26, 0xd5, 0x81, 0xdd,
0x5a, 0Oxed,

Oxa3, 0x5d, 0xf2, 0x82, 0xc3, 0x82, 0xe9, 0xfc, Oxae, 0x55, 0x62, 0x60, 0xdd, 0x83,
oxfa, 0x42,

0x8a, 0x7c, 0x59, 0x6e, 0xd8, 0x59, 0xd5, Oxc2, O0xfl, 0xd2, 0x64, 0Oxe7, 0x01, O0x5a,
0x08, 0xlb,

0x00, 0x00, O0Ox00, 0Ox00, 0x00, 0x00, 0Ox00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, O0x00,
0x00, 0x00,
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8.6.3.3 Create the External QSPI Image

The image that is written to the external QSPI memory contains 2 or more important
sections of data:

* QSPI configuration block: which is read from the QSPI base address
(0x68000000). The QSPI configuration structure contains information for
configuring the specific QSPI part: the structure is read by the bootloader, and then
used to configure the QSPI driver. This information must always be unencrypted. See
the QSPI section. For certain types of external SPI flash devices which do not
support basic read (0x03) command with 24-bit address, the QSPI configuration
block should be placed in internal flash.

» Application data sections: The application data sections can be encrypted or
unencrypted, but the previously described keyblob for the memory region that the
data section is located in must match.

8.6.3.4 Encrypt the QSPI Section Image

If an encrypted application image is located on the QSPI, then the image is assumed be
encrypted using the AES-128-CTR standard. When encrypting the image, the following
steps must be taken:

* The AES-128 key used to encrypt the image must match the keyblob’s section key
for the memory range that the image will be written to.

* The AES-128 counter value is created using an 8-byte initial counter, a 4-byte XOR
of the 1st and 2nd 4 bytes of the initial counter, then the 4-byte memory address from
the base address where the section will be located at. For example:

* Initial 8-byte counter: 0123456789 ABCDEF

* 4-byte XOR of the initial counter : 01234567 » 89ABCDEF = 88888888
* Memory address that the image will be written to: 0x68001000

* Resulting counter value = 0123456789 ABCDEF8888888868001000

e When encrypting the image, the counter value must increment by 16 for each
successive block of data.

» The data that is to be encrypted must be rearranged, in order to be compatible with
the OTFAD. For example, to properly shift a 16-byte block of data on a host PC

program:
uint32_t block[4] = { 0x4917b580, 0x60084817, 0x48184917, Oxbflcla42 };
block[0] = endian reverse (block[0]) ;
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block[1l] = endian_ reverse(block([1]) ;
block[2] = endian reverse (block([2]) ;
block[3] = endian reverse(block([3]);
// block = {OX80b51749, 0x17480860, 0x17491848, OX421a1cbf};

word swap (block[0], block[1]);
word_swap (block[2], block[3]);
// block = {0x17480860, 0x80b51749, 0x42lalcbf, 0x17491848};

// key = 000102030405060708090A0BOCODOEOF

// counter = 0123456789ABCDEF8888888868001000

encrypt (block, 16, block);

// block = {0x8adclfc9, 0xd63dd732, 0xl43aale7, 0xa88bba26};

word_swap (block[0], block[1]) ;
word_ swap (block[2], block[3]);
// block = {0xd63dd732, O0x8adclfc9, 0xa88bba26, 0xl43aale7};

block[0] = endian reverse(block([0]) ;
block[1l] = endian reverse(block([1]) ;
block[2] = endian_ reverse(block([2]) ;
block[3] = endian reverse (block([3]) ;
// block = {0x32d73dd6, 0xc91fdc8a, 0x26ba8ba8, 0Oxe7al3al4d};

8.6.4 CRC-32 Check on Application Data

Using CRC-32 and a given address range, the ROM bootloader supports performing an
application integrity check. To properly configure this functionality, the following fields
in the bootloader configuration area must be set:

* Set crcStartAddress to the start address that should be used for the CRC check.

 Set crcByteCount to the number of bytes to run the CRC check on, from the start
address.

» Set crcExpectedValue to the value that the CRC calculation should result in.

Considerations:

« If all of the above fields are unset (all OxFF bytes for crcStartAddress, crcByteCount,
and crcExpectedValue), then the ROM bootloader returns
kStatus_AppCrcCheckInvalid.

* If any one of the above fields are set (crcStartAddress, crcByteCount, and
crcExpectedValue), then the ROM bootloader checks if the given address range of
the application is valid and if the application just resides in internal flash or external
QSPI flash:

* If false, then the bootloader returns kStatus_AppCrcCheckOutOfRange.

* If true, then the CRC check occurs. If the CRC check fails, then the bootloader
returns kStatus_ AppCrcCheckFailed; if the CRC check succeeds, then it returns
kStatus_AppCrcCheckPassed.

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

176 Freescale Semiconductor, Inc.



g |

L ______________________________________________________________________4
Chapter 8 Kinetis ROM Bootloader
* If the bootloader returns kStatus_ AppCrcCheckOutOfRange or
kStatus_AppCrcCheckFailed, then an external pin will also be asserted, to
indicate CRC check failure.
* Only if kStatus_ AppCrcCheckPassed is returned, will the application be jumped
to; otherwise the bootloader will stay active, and wait for further commands.
* The CRC32 algorithm in ROM uses a polynomial (0x04C1_1DB7), and the initial
seed 1s OxFFFF_FFFF.

8.7 Kinetis Bootloader Status Error Codes

This section describes the status error codes that the Kinetis Bootloader returns to the
host.

Table 8-61. Kinetis Bootloader Status Error Codes, sorted by Value

Error Code Value Description
kStatus_Success 0 Operation succeeded without error.
kStatus_Fail 1 Operation failed with a generic error.
kStatus_ReadOnly 2 Requested value cannot be changed because it is read-only.
kStatus_OutOfRange 3 Requested value is out of range.
kStatus_InvalidArgument 4 The requested command's argument is undefined.
kStatus_Timeout 5 A timeout occurred.
kStatus_FlashSizeError 100 Not used.
kStatus_FlashAlignmentError 101 Address or length does not meet required alignment.
kStatus_FlashAddressError 102 Address or length is outside addressable memory.
kStatus_FlashAccessError 103 The FTFA_FSTAT[ACCERR] bit is set.
kStatus_FlashProtectionViolation 104 The FTFA_FSTAT[FPVIOL] bit is set.
kStatus_FlashCommandFailure 105 The FTFA_FSTAT[MGSTATO] bit is set.
kStatus_FlashUnknownProperty 106 Unknown Flash property.
kStatus_FlashEraseKeyError 107 The key provided does not match the programmed flash key.
kStatus_FlashRegionExecuteOnly 108 The area of flash is protected as execute only.
kStatus_I2C_SlaveTxUnderrun 200 I12C Slave TX Underrun error.
kStatus_I2C_SlaveRxOverrun 201 I12C Slave RX Overrun error.
kStatus_I2C_AribtrationLost 202 I12C Arbitration Lost error.
kStatus_SPI_SlaveTxUnderrun 300 SPI Slave TX Underrun error.
kStatus_SPI_SlaveRxOverrun 301 SPI Slave RX Overrun error.
kStatus_SPI_Timeout 302 SPI tranfser timed out.
kStatus_SPI_Busy 303 SPI instance is already busy performing a transfer.
kStatus_SPI_NoTransferlnProgress 304 Attempt to abort a transfer when no transfer was in progress.
kStatus_QspiFlashSizeError 400 The detected flash size is incorrect.
kStatus_QspiFlashAlignmentError 401 The address that is being written to is not properly aligned.

Table continues on the next page...
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Table 8-61. Kinetis Bootloader Status Error Codes, sorted by Value (continued)

Error Code Value Description
kStatus_QspiFlashAddressError 402 The QSPI address is invalid.
kStatus_QspiFlashCommandFailure 403 The QSPI command failed.
kStatus_QspiFlashUnknownProperty 404 The property is not supported.
kStatus_QspiNotConfigured 405 The QSPI has not been configured.
kStatus_QspiCommandNotSupported 406 The operation is not supported.
kStatus_QspiCommandTimeout 407 The time that external SPI devices are busy is more than the

specified timeout value.
kStatus_QspiWriteFailure 408 The QSPI module cannot perform a program command at the
current clock frequency.
kStatus_UnknownCommand 10000 The requested command value is undefined.
kStatus_SecurityViolation 10001 Command is disallowed because flash security is enabled.
kStatus_AbortDataPhase 10002 Abort the data phase early.
kStatus_Ping 10003 Internal: received ping during command phase.
kStatusRomLdrSectionOverrun 10100 The loader has finished processing the SB file.
kStatusRomLdrSignature 10101 The signature of the SB file is incorrect.
kStatusRomLdrSectionLength 10102 The section length in chunks is invalid.
kStatusRomLdrUnencryptedOnly 10103 An encrypted SB file has been sent and decryption support is not
available.
kStatusRomLdrEOFReached 10104 The end of the SB file has been reached.
kStatusRomLdrChecksum 10105 The checksum of a command tag block is invalid.
kStatusRomLdrCrc32Error 10106 The CRC-32 of the data for a load command is incorrect.
kStatusRomLdrUnknownCommand 10107 An unknown command was found in the SB file.
kStatusRomLdrldNotFound 10108 There was no bootable section found in the SB file.
kStatusRomLdrDataUnderrun 10109 The SB state machine is waiting for more data.
kStatusRomLdrdumpReturned 10110 The function that was jumped to by the SB file has returned.
kStatusRomLdrCallFailed 10111 The call command in the SB file failed.
kStatusRomLdrKeyNotFound 10112 A matching key was not found in the SB file's key dictionary to
unencrypt the section.
kStatusRomLdrSecureOnly 10113 The SB file sent is unencrypted and security on the target is
enabled.
kStatusRomLdrResetReturned 10114 The SB file reset operation has unexpectedly returned.
kStatusMemoryRangelnvalid 10200 Memory range conflicts with a protected region.
kStatus_UnknownProperty 10300 The requested property value is undefined.
kStatus_ReadOnlyProperty 10301 The requested property value cannot be written.
kStatus_InvalidPropertyValue 10302 The specified property value is invalid.
kStatus_AppCrcCheckPassed 10400 CRC check is valid and passed.
kStatus_AppCrcCheckFailed 10401 CRC check is valid but failed.
kStatus_AppCrcChecklnactive 10402 CRC check is inactive.
kStatus_AppCrcChecklinvalid 10403 CRC check is invalid, because the BCA is invalid or the CRC
parameters are unset (all OXFF bytes).
kStatus_AppCrcCheckOutOfRange 10404 CRC check is valid but addresses are out of range.
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Chapter 9
Power Management

9.1 Introduction

This chapter describes the various chip power modes and functionality of the individual
modules in these modes.

9.2 Clocking modes

Information found here describes the various clocking modes supported on this device.

9.2.1 Partial Stop

Partial Stop is a clocking option that can be taken instead of entering Stop mode and is
configured in the SMC Stop Control Register (SMC_STOPCTRL). The Stop mode is
only partially entered, which leaves some additional functionality alive at the expense of
higher power consumption. Partial Stop can be entered from either Run mode or VLLP
Run mode.

When configured for PSTOP2, only the core and system clocks are gated and the bus
clock remains active. The bus masters and bus slaves clocked by the system clock enter
Stop mode, but the bus slaves clocked by bus clock remain in Run (or VLP Run) mode.
The clock generators in the MCG and the on-chip regulator in the PMC also remain in
Run (or VLP Run) mode. Exit from PSTOP2 can be initiated by a reset, an asynchronous
interrupt from a bus master or bus slave clocked by the system clock, or a synchronous
interrupt from a bus slave clocked by the bus clock. If configured, a DMA request (using
the asynchronous DMA wakeup) can also be used to exit Partial Stop for the duration of a
DMA transfer before the device is transitioned back into PSTOP2.
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When configured for PSTOP1, both the system clock and bus clock are gated. All bus
masters and bus slaves enter Stop mode, but the clock generators in the MCG and the on-
chip regulator in the PMC remain in Run (or VLP Run) mode. Exit from PSTOPI can be
initiated by a reset or an asynchronous interrupt from a bus master or bus slave. If
configured, an asynchronous DMA request can also be used to exit Partial Stop for the
duration of a DMA transfer before the device is transitioned back into PSTOPI.

PSTOPI is functionally similar to Stop mode, but offers faster wake-up at the expense of
higher power consumption. Another benefit is that it keeps all of the MCG clocks
enabled, which can be useful for some of the asynchronous peripherals that can remain
functional in Stop modes.

9.2.2 DMA Wakeup

The DMA can be configured to wake the device on a DMA request whenever it is placed
in Stop mode. The wake-up is configured per DMA channel and is supported in Compute

Operation, PSTOP, STOP, and VLPS low power modes.

When a DMA wake-up is detected in PSTOP, STOP or VLPS then the device will initiate
a normal exit from the low power mode. This can include restoring the on-chip regulator
and internal power switches, enabling the clock generators in the MCG, enabling the
system and bus clocks (but not the core clock) and negating the stop mode signal to the
bus masters and bus slaves. The only difference is that the CPU will remain in the low
power mode with the CPU clock disabled.

During Compute Operation, a DMA wake-up will initiate a normal exit from Compute
Operation. This includes enabling the clocks and negating the stop mode signal to the bus
masters and bus slaves. The core clock always remains enabled during Compute
Operation.

Since the DMA wakeup will enable the clocks and negate the stop mode signals to all bus
masters and slaves, software needs to ensure that bus masters and slaves that are not
involved with the DMA wake-up and transfer remain in a known state. That can be
accomplished by disabling the modules before entry into the low power mode or by
setting the Doze enable bit in selected modules.

Once the DMA request that initiated the wake-up negates and the DMA completes the
current transfer, the device will transition back to the original low-power mode. This
includes requesting all non-CPU bus masters to enter Stop mode and then requesting bus
slaves to enter Stop mode. In STOP and VLPS modes the MCG and PMC would then
also enter their appropriate modes.
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NOTE
If the requested DMA transfer cannot cause the DMA request
to negate then the device will remain in a higher power state
until the low power mode is fully exited.

An enabled DMA wake-up can cause an aborted entry into the low power mode, if the
DMA request asserts during the stop mode entry sequence (or reentry if the request
asserts during a DMA wakeup) and can cause the SMC to assert its Stop Abort flag. Once
the DMA wake-up completes, entry into the low power mode will restart.

An interrupt that occurs during a DMA wake-up will cause an immediate exit from the
low power mode (this is optional for Compute Operation) without impacting the DMA
transfer.

A DMA wake-up can be generated by either a synchronous DMA request or an
asynchronous DMA request. Not all peripherals can generate an asynchronous DMA
request in stop modes, although in general if a peripheral can generate synchronous DMA
requests and also supports asynchronous interrupts in stop modes, then it can generate an
asynchronous DMA request.

9.2.3 Compute Operation

Compute Operation is an execution or compute-only mode of operation that keeps the
CPU enabled with full access to the SRAM and Flash read port, but places all other bus
masters and bus slaves into their stop mode. Compute Operation can be enabled in either
Run mode, High Speed Run mode or VLP Run mode.

NOTE

Do not enter any stop mode without first exiting Compute
Operation.

Because Compute Operation reuses the stop mode logic (including the staged entry with
bus masters disabled before bus slaves), any bus master or bus slave that can remain
functional in stop mode also remains functional in Compute Operation, including
generation of asynchronous interrupts and DMA requests. When enabling Compute
Operation in Run mode, module functionality for bus masters and slaves is the equivalent
of STOP mode. When enabling Compute Operation in VLP Run mode, module
functionality for bus masters and slaves is the equivalent of VLPS mode. The MCG,
PMC, SRAM and Flash read port are not affected by Compute Operation, although the
Flash register interface is disabled.
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During Compute Operation, the AIPS peripheral and external memory (FlexBus,
SDRAM controller) space and QSPI is disabled and attempted accesses generate bus
errors. The private peripheral bus (PPB) remains accessible during Compute Operation,
including the MCM, System Control Space (SCS) (for NVIC and FPU), MMCAU and
SysTick. Although access to the GPIO registers is supported, the GPIO port data input
registers do not return valid data since clocks are disabled to the Port Control and
Interrupt modules. By writing to the GPIO port data output registers, it is possible to
control those GPIO ports that are configured as output pins.

Compute Operation is controlled by the CPO register in the MCM, which is only
accessible to the CPU. Setting or clearing the CPOREQ bit in the MCM 1initiates entry or
exit into Compute Operation. Compute Operation can also be configured to exit
automatically on detection of an interrupt, which is required in order to service most
interrupts. Only the core system interrupts (exceptions, including NMI and SysTick) and
any edge sensitive interrupts can be serviced without exiting Compute Operation.

When entering Compute Operation, the CPOACK status bit indicates when entry has
completed. When exiting Compute Operation in Run mode, the CPOACK status bit
negates immediately. When exiting Compute Operation in VLP Run mode, the exit is
delayed to allow the PMC to handle the change in power consumption. This delay means
the CPOACK bit is polled to determine when the AIPS peripheral space can be accessed
without generating a bus error.

The DMA wakeup is also supported during Compute Operation and causes the CPOACK
status bit to clear and the AIPS peripheral space to be accessible for the duration of the
DMA wakeup. At the completion of the DMA wakeup, the device transitions back into
Compute Operation.

9.2.4 Peripheral Doze

Several peripherals support a Peripheral Doze mode, where a register bit can be used to
disable the peripheral for the duration of a low-power mode. The flash memory can also
be placed in a low-power state during Peripheral Doze via a register bit in the SIM.

Peripheral Doze is defined to include all of the modes of operation listed below.

e The CPU is in Wait mode.
e The CPU is in Stop mode, including the entry sequence and for the duration of a
DMA wakeup.

* The CPU is in Compute Operation, including the entry sequence and for the duration
of a DMA wakeup.
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Peripheral Doze can therefore be used to disable selected bus masters or slaves for the
duration of WAIT or VLPW mode. It can also be used to disable selected bus slaves
immediately on entry into any stop mode (or Compute Operation), instead of waiting for
the bus masters to acknowledge the entry as part of the stop entry sequence. Finally, it
can be used to disable selected bus masters or slaves that should remain inactive during a
DMA wakeup.

If the flash memory is not being accessed during WAIT and PSTOP modes, then the
Flash Doze mode can be used to reduce power consumption, at the expense of a slightly
longer wake-up when executing code and vectors from flash. It can also be used to reduce
power consumption during Compute Operation when executing code and vectors from
SRAM.

9.2.5 Clock Gating

To conserve power, the clocks to most modules can be turned off using the SCGCx
registers in the SIM module. These bits are cleared after any reset, which disables the
clock to the corresponding module. Prior to initializing a module, set the corresponding
bit in the SCGCx register to enable the clock. Before turning off the clock, make sure to
disable the module. For more details, refer to the clock distribution and SIM chapters.

9.3 Power Modes Description

The power management controller (PMC) provides multiple power options to allow the
user to optimize power consumption for the level of functionality needed.

Depending on the stop requirements of the user application, a variety of stop modes are
available that provide state retention, partial power down or full power down of certain
logic and/or memory. I/O states are held in all modes of operation. The following table
compares the various power modes available.

For Run and VLPR mode there is a corresponding wait and stop mode. Wait modes are
similar to ARM® sleep modes. Stop modes (VLPS, STOP) are similar to ARM sleep
deep mode. The very low power run (VLPR) operating mode can drastically reduce
runtime power when the maximum bus frequency is not required to handle the
application needs.

Stop mode entry is not supported directly from HSRUN and requires transition to Run
prior to an attempt to enter a stop mode.
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The three primary modes of operation are run, wait and stop. The WFI instruction
invokes both wait and stop modes for the chip. The primary modes are augmented in a
number of ways to provide lower power based on application needs.

Table 9-1. Chip power modes

Chip mode | Description Core mode Normal
recovery
method
Normal run Default mode out of reset; on-chip voltage regulator is on. Run -
High Speed run | Allows maximum performance of chip. In this state, the MCU is able to Run -
operate at a faster frequency compared to normal run mode.
Normal Wait - | Allows peripherals to function while the core is in sleep mode, reducing Sleep Interrupt
via WFI power. NVIC remains sensitive to interrupts; peripherals continue to be
clocked.
Normal Stop - |Places chip in static state. Lowest power mode that retains all registers | Sleep Deep Interrupt
via WFI while maintaining LVD protection. NVIC is disabled; AWIC is used to
wake up from interrupt; peripheral clocks are stopped.
VLPR (Very Low | On-chip voltage regulator is in a low power mode that supplies only Run -
Power Run) | enough power to run the chip at a reduced frequency.
Reduced frequency Flash access mode (1 MHz);
LVD off;
internal oscillator provides a low power 4 MHz source for the core, the
bus and the peripheral clocks.
VLPW (Very |Same as VLPR but with the core in sleep mode to further reduce Sleep Interrupt
Low Power |power; NVIC remains sensitive to interrupts (FCLK = ON). On-chip
Wait) -via WFI |voltage regulator is in a low power mode that supplies only enough
power to run the chip at a reduced frequency.
VLPS (Very Low | Places chip in static state with LVD operation off. Lowest power mode Sleep Deep Interrupt
Power Stop)-via |with ADC and pin interrupts functional. Peripheral clocks are stopped,
WEFI but LPTimer, RTC, CMP , TSI, DAC can be used. NVIC is disabled
(FCLK = OFF); AWIC is used to wake up from interrupt. On-chip
voltage regulator is in a low power mode that supplies only enough
power to run the chip at a reduced frequency. All SRAM is operating
(content retained and I/O states held).
LLS3 (Low State retention power mode. Most peripherals are in state retention Sleep Deep Wakeup
Leakage Stop3) |mode (with clocks stopped), but LLWU, LPTimer, RTC, CMP , TSI, Interrupt!
DAC can be used. NVIC is disabled; LLWU is used to wake up.
NOTE: The LLWU interrupt must not be masked by the interrupt
controller to avoid a scenario where the system does not fully
exit stop mode on an LLS recovery.
All SRAM is operating (content retained and I/O states held).
LLS2 (Low State retention power mode. Most peripherals are in state retention Sleep Deep Wakeup
Leakage Stop2) |mode (with clocks stopped), but LLWU, LPTimer, RTC, CMP , TSI, Interrupt!

DAC can be used. NVIC is disabled; LLWU is used to wake up.

NOTE: The LLWU interrupt must not be masked by the interrupt
controller to avoid a scenario where the system does not fully
exit stop mode on an LLS recovery.

A portion of SRAM_U remains powered on (content retained and /O

states held).

Table continues on the next page...
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Table 9-1. Chip power modes (continued)

Chip mode | Description Core mode Normal
recovery
method
VLLS3 (Very |Most peripherals are disabled (with clocks stopped), but LLWU, Sleep Deep Wakeup Reset?
Low Leakage |LPTimer, RTC, CMP , TSI, DAC can be used. NVIC is disabled; LLWU
Stop3) is used to wake up.
SRAM_U and SRAM_L remain powered on (content retained and 1/0
states held).
VLLS2 (Very |Most peripherals are disabled (with clocks stopped), but LLWU, Sleep Deep Wakeup Reset?
Low Leakage |LPTimer, RTC, CMP , TSI, DAC can be used. NVIC is disabled; LLWU
Stop?2) is used to wake up.
SRAM_L is powered off. A portion of SRAM_U remains powered on
(content retained and I/O states held).
VLLS1 (Very |Most peripherals are disabled (with clocks stopped), but LLWU, Sleep Deep Wakeup Reset?
Low Leakage |LPTimer, RTC, CMP , TSI, DAC can be used. NVIC is disabled; LLWU
Stop1) is used to wake up.
All of SRAM_U and SRAM_L are powered off. The 32-byte system
register file and the 128-byteVBAT register file remain powered for
customer-critical data.
VLLSO (Very |Most peripherals are disabled (with clocks stopped), but LLWU and Sleep Deep Wakeup Reset?
Low Leakage |RTC can be used. NVIC is disabled; LLWU is used to wake up.
Stop0) | All of SRAM_U and SRAM_L are powered off. The 32-byte system
register file and the 128-byte VBAT register file remain powered for
customer-critical data.
The POR detect circuit can be optionally powered off.
BAT (backup |The chip is powered down except for the VBAT supply. The RTC and Off Power-up
battery only) |the 128-byte VBAT register file for customer-critical data remain Sequence
powered.

1. Resumes normal run mode operation by executing the LLWU interrupt service routine.

2. Follows the reset flow with the LLWU interrupt flag set for the NVIC.

9.4 Entering and exiting power modes

The WFI instruction invokes wait and stop modes for the chip. The processor exits the
low-power mode via an interrupt. The Nested Vectored Interrupt Controller (NVIC)
describes interrupt operation and what peripherals can cause interrupts.

NOTE

The WFE instruction can have the side effect of entering a low-
power mode, but that is not its intended usage. See ARM
documentation for more on the WFE instruction.

Recovery from VLLSx is through the wake-up Reset event. The chip wake-ups from
VLLSx by means of reset, an enabled pin or enabled module. See the table "LLWU
inputs" in the LLWU configuration section for a list of the sources.
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The wake-up flow from VLLSX is through reset. The wakeup bit in the SRS registers in
the RCM is set indicating that the chip is recovering from a low power mode. Code
execution begins; however, the I/O pins are held in their pre low power mode entry
states, and the system oscillator and MCG registers are reset (even if EREFSTEN had
been set before entering VLLSx). Software must clear this hold by writing a 1 to the
ACKISO bit in the Regulator Status and Control Register in the PMC module.

NOTE
To avoid unwanted transitions on the pins, software must re-
initialize the I/O pins to their pre-low-power mode entry states
before releasing the hold.

If the oscillator was configured to continue running during VLLSX modes, it must be re-
configured before the ACKISO bit is cleared. The oscillator configuration within the
MCAQG is cleared after VLLSx recovery and the oscillator will stop when ACKISO 1is
cleared unless the register is re-configured.

The IRC48MCLK is not forced disabled in Stop modes and should be disabled by
software prior to Stop mode entry unless it is required. The IRC48MCLK is not forced
disabled in VLPR and should be disabled by software prior to VLPR entry.

The SDRAM controller should be idle before entering any stop modes. This idle state can
be achieved under any one of the following conditions:
* SDRAM controller has never been used
* SDRAM controller has been used, but there is no active command and refresh is not
enabled (SDRAM_ACO[RE] = 0 and SDRAM_ACI[RE] = 0)
* SDRAM controller has been used, and the last command was a self-refresh command
(SDRAM_CTRLJ[IS] =1)

9.5 Power mode transitions

The following figure shows the power mode transitions. Any reset always brings the chip
back to the normal run state. In run, wait, and stop modes active power regulation is
enabled. The VLPx modes offer a lower power operating mode than normal modes.
VLPR and VLPW are limited in frequency. The LLS and VLLSx mode(s) are the lowest
power stop modes based on amount of logic or memory that is required to be retained by
the application.
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Figure 9-1. Power mode state transition diagram

9.6 Power modes shutdown sequencing

When entering stop or other low-power modes, the clocks are shut off in an orderly
sequence to safely place the chip in the targeted low-power state. All low-power entry
sequences are initiated by the core executing an WFI instruction. The ARM core's
outputs, SLEEPDEEP and SLEEPING, trigger entry to the various low-power modes:

e System level wait and VLPW modes equate to: SLEEPING & SLEEPDEEP
» All other low power modes equate to: SLEEPING & SLEEPDEEP

When entering the non-wait modes, the chip performs the following sequence:
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e Shuts off Core Clock and System Clock to the ARM Cortex-M4 core immediately.

* Polls stop acknowledge indications from the non-core crossbar masters (DMA),
supporting peripherals (SPI, PIT, TRNG) and the Flash Controller for indications
that System Clocks, Bus Clock and/or Flash Clock need to be left enabled to
complete a previously initiated operation, effectively stalling entry to the targeted
low power mode. When all acknowledges are detected, System Clock, Bus Clock
and Flash Clock are turned off at the same time.

* MCG and Mode Controller shut off clock sources and/or the internal supplies driven
from the on-chip regulator as defined for the targeted low power mode.

In wait modes, most of the system clocks are not affected by the low power mode entry.
The Core Clock to the ARM Cortex-M4 core is shut off. Some modules support stop-in-
wait functionality and have their clocks disabled under these configurations.

The debugger modules support a transition from stop, wait, VLPS, and VLPW back to a
halted state when the debugger is enabled. This transition is initiated by setting the Debug
Request bit in MDM-AP control register. As part of this transition, system clocking is re-
established and is equivalent to normal run/VLPR mode clocking configuration.

9.7 Flash Program Restrictions

The flash memory on this device should not be programmed or erased while operating in
High Speed Run or VLPR power modes.

9.8 Module Operation in Low Power Modes

The following table illustrates the functionality of each module while the chip is in each
of the low power modes. The standard behavior is shown with some exceptions for
Compute Operation (CPO) and Partial Stop2 (PSTOP2).

(Debug modules are discussed separately; see Debug in Low Power Modes.) Number
ratings (such as 2 MHz and 1 Mbit/s) represent the maximum frequencies or maximum
data rates per mode. Also, these terms are used:

* FF = Full functionality. In VLPR and VLPW the system frequency is limited, but if a
module does not have a limitation in its functionality, it is still listed as FF.

» Async operation = Fully functional with alternate clock source, provided the selected
clock source remains enabled

* static = Module register states and associated memories are retained.

* powered = Memory is powered to retain contents.

* low power = Memory is powered to retain contents in a lower power state
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e OFF = Modules are powered off; module is in reset state upon wakeup. For clocks,

OFF means disabled.

» wakeup = Modules can serve as a wakeup source for the chip.

Table 9-2. Module operation in low power modes

Table continues on the next page...

Modules | VLPR | VLPW | Stop | VLPS | LLSx VLLSx
Core modules
NVIC | FF | FF | static | static | static OFF
System modules
Mode Controller FF FF FF FF FF FF
LLWU? static static static static FF FF2
Regulator low power low power ON low power low power low power in
VLLS2/3, OFF in
VLLSO0/1
LVD disabled disabled ON disabled disabled disabled
Brown-out ON ON ON ON ON ONin
Detection VLLS1/2/3,
optionally
disabled in
VLLSO?
DMA FF FF Async operation | Async operation static OFF
Async operation
in CPO
Watchdog FF FF FF FF static OFF
EWM FF static static static static OFF
static in CPO FF in PSTOP2
Clocks
1kHz LPO ON ON ON ON ON ONin
VLLS1/2/3, OFF
in VLLSO
System OSCERCLK OSCERCLK OSCERCLK OSCERCLK limited to low limited to low
oscillator (OSC) | max of 16 MHz | max of 16 MHz optional max of 16 MHz | range/low power | range/low power
crystal crystal crystal in VLLS1/2/3,
OFF in VLLSO
MCG 4 MHz IRC 4 MHz IRC static - static - static - no clock |OFF
MCGIRCLK MCGIRCLK output
optional ; PLL | optional (4 MHz
optionally on but IRC only).
gated
Core clock 4 MHz max OFF OFF OFF OFF OFF
Platform clock 4 MHz max 4 MHz max OFF OFF OFF OFF
System clock 4 MHz max 4 MHz max OFF OFF OFF OFF
OFF in CPO
Bus clock 4 MHz max 4 MHz max OFF OFF OFF OFF
OFF in CPO 60 MHz max in
PSTOP2 from
RUN
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Table 9-2. Module operation in low power modes (continued)

Modules VLPR VLPW Stop VLPS LLSx VLLSx
4 MHz max in
PSTOP2 from
VLPR
Memory and memory interfaces
Flash 1 MHz max low power low power low power OFF OFF
access - no
program/erase
No register
access in CPO
System RAM low power low power low power low power low power in low power in
(SRAM_U and LLS3, partial in | VLLS3, partial in
SRAM_L) - LLS2 VLLS2;
otherwise OFF
Cache low power low power low power low power low power OFF
VBAT Register powered powered powered powered powered powered
file®
System Register powered powered powered powered powered powered
files
SDRAM FF, disabled in FF Low power Low power Low power OFF
controller CPO
FlexBus FF, disabled in FF static static static OFF
CPO
QSPI FF, static in FF static 7 static static OFF
CPO
Communication interfaces
USB FS/LS static, wakeup | static, wakeup | static, wakeup | static, wakeup static OFF
on resume on resume on resume on resume
USB DCD FF FF static static static OFF
USB Voltage optional optional optional optional optional optional
Regulator
LPUART 4 Mbps 4 Mbps Async operation | Async operation static OFF
Async operation FF in PSTOP2
in CPO
SPI 1 Mbit/s (slave) | 1 Mbit/s (slave) static static static OFF
2 Mbit/s 2 Mbit/s FF in PSTOP2
(master) (master)
static in CPO
[2C 200 kbit/s 200 kbit/s static, address | static, address static OFF
static, address match wakeup | match wakeup
match wakeup FF in PSTOP2
in CPO
12s FF FF Async operation | FF with external static OFF

Async operation
in CPO

with external
clock®

FF in PSTOP2

clock®

Table continues on the next page...
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Table 9-2. Module operation in low power modes (continued)

Modules VLPR VLPW Stop VLPS LLSx VLLSx
SDHC FF FF wakeup wakeup static OFF
EMVSIM FF FF static static static OFF
FLEXIO FF FF Async operation | Async operation static OFF

FF in PSTOP2
Security
CRC FF FF static static static OFF
static in CPO
TRNG FF static static static static OFF
static in CPO
LTC FF, static in FF static static static OFF
CPO
Timers
FTM FF FF static static static OFF
static in CPO FF in PSTOP2
TPM FF FF Async operation | Async operation static OFF
FF in PSTOP2
PIT FF FF static static static OFF
static in CPO FF in PSTOP2
PDB FF FF static static static OFF
static in CPO FF in PSTOP2
LPTMR FF FF Async operation | Async operation | Async operation Async
FF in PSTOP2 operation?
RTC - 32kHz FF FF Async operation | Async operation Async Async
0sce Async operation FF in PSTOP2 operation'® operation'®
in CPO
CMT FF FF static static static OFF
static in CPO FF in PSTOP2
Analog
16-bit ADC FF FF ADACK, ADACK and static OFF
 ADACK and ALTOLKz ks only
only in CPO only
FF in PSTOP2
CMP1" FF FF HS or LS HS or LS LS compare LS compare in
HS or LS compare compare VLL_S1/2/3, OFF
compare in CPO FF in PSTOP2 in VLLSO
6-bit DAC FF FF static static static static, OFF in
static in CPO FF in PSTOP2 VLLSO
VREF FF FF FF FF static OFF
12-bit DAC FF FF static static static static
Table continues on the next page...
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Table 9-2. Module operation in low power modes (continued)

Modules VLPR VLPW Stop VLPS LLSx VLLSXx
static in CPO FF in PSTOP2
Human-machine interfaces
GPIO FF FF static output, static output, static, pins OFF, pins
GPIO write only wakeup input wakeup input latched latched
in CPO FF in PSTOP2
TSIO FF Async operation | Async ?geration Async ?geration Async ?geration Async

. 12
Async operation operation

in CPO FF in PSTOP2

pwObd

TP Ne

- O

12.

Using the LLWU module, the external pins available for this chip do not require the associated peripheral function to be
enabled. It only requires the function controlling the pin (GPIO or peripheral) to be configured as an input to allow a
transition to occur to the LLWU.

Since LPO clock source is disabled, filters will be bypassed during VLLSO

The SMC_STOPCTRL[PORPO] bit in the SMC module controls this option.

32 kB of SRAM_U block is in low power when MCU is in low power modes LLS2 and VLLS2. 32 kB of SRAM_L block is
optionally left powered on in low power modes LLS2 and VLLS2 via configuration of the SMC_STOPCTRL[RAM2PO]. The
remaining System RAM is OFF in LLS2 and VLLS2.

32 kB of SRAM_U block is in low power when MCU is in low power modes LLS2 and VLLS2. 32 kB of SRAM_L block is
optionally left powered on in low power modes LLS2 and VLLS2 via configuration of the SMC_STOPCTRL[RAM2PQ]. The
remaining System RAM is OFF in LLS2 and VLLS2.

These components remain powered in BAT power mode.

the QSPI module may require specific instructions to enter low power prior to the MCU entering low power.

Use an externally generated bit clock or an externally generated audio master clock (including EXTAL).

System OSC and LPO clock sources are not available in VLLSO. Pulse counting is available in all modes.

RTC_CLKOUT is not available.

CMP in stop or VLPS supports high speed or low speed external pin to pin or external pin to DAC compares. CMP in LLSx
or VLLSx only supports low speed external pin to pin or external pin to DAC compares. Windowed, sampled & filtered
modes of operation are not available while in stop, VLPS, LLSx, or VLLSx modes.

TSI wakeup from all low power modes is limited to a single selectable pin.

NOTE
Modules that are functional in Stop mode are supported during
Compute operation
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Flash Security Measures & Module Interactions

10.1 Introduction

This device implements security based on the mode selected from the flash module. The
following sections provide an overview of flash security and details the effects of security
on non-flash modules.

10.2 Flash Security

The flash module provides security information to the MCU based on the state held by
the FSEC[SEC] bits. The MCU, in turn, confirms the security request and limits access to
flash resources. During reset, the flash module initializes the FSEC register using data
read from the security byte of the flash configuration field.

NOTE
The security features apply only to external accesses via debug.
CPU accesses to the flash are not affected by the status of
FSEC.

In the unsecured state all flash commands are available to the programming interfaces
(JTAG), as well as user code execution of Flash Controller commands. When the flash is
secured (FSEC[SEC] = 00, 01, or 11), programmer interfaces are only allowed to launch
mass erase operations and have no access to memory locations.

Further information regarding the flash security options and enabling/disabling flash
security is available in the Flash Memory Module.
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10.3 Security Interactions with other Modules

The flash security settings are used by the SoC to determine what resources are available.
The following sections describe the interactions between modules and the flash security
settings or the impact that the flash security has on non-flash modules.

10.3.1 Security interactions with FlexBus and SDRAM controller

When flash security is enabled, SIM_SOPT2[FBSL] enables/disables off-chip accesses
through the FlexBus and the SDRAM interfaces. The FBSL bitfield also has an option to
allow opcode and operand accesses or only operand accesses.

10.3.2 Security Interactions with Debug

When flash security is active the JTAG port cannot access the memory resources of the
MCU. Boundary scan chain operations work, but debugging capabilities are disabled so
that the debug port cannot read flash contents.

Although most debug functions are disabled, the debugger can write to the Flash Mass
Erase in Progress bit in the MDM-AP Control register to trigger a mass erase (Erase All
Blocks) command. A mass erase via the debugger is allowed even when some memory
locations are protected.

When mass erase is disabled, mass erase via the debugger is blocked.
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Debug

11.1 Introduction

This device's debug is based on the ARM coresight architecture and is configured in each
device to provide the maximum flexibility as allowed by the restrictions of the pinout and
other available resources.

Four debug interfaces are supported:

e IEEE 1149.1 JTAG

* I[EEE 1149.7 JTAG (cJTAG)

 Serial Wire Debug (SWD)

* ARM Real-Time Trace Interface(1-pin asynchronous mode only)

The basic Cortex-M4 debug architecture is very flexible. The following diagram shows
the topology of the core debug architecture and its components.
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11.2 Cortex-M4 Debug Topology with CAU

Cortex-M4
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JTAG
» MDM-AP

Figure 11-1. Cortex-M4 Debug Topology with CAU

11.3 Debug Components

The following table presents a brief description of each one of the debug components.

Table 11-1. Debug Components Description

Module Description

SWJ-DP+ cJTAG Modified Debug Port with support for SWD, JTAG, cJTAG

AHB-AP AHB Master Interface from JTAG to debug module and SoC
system memory maps

MDM-AP Provides centralized control and status registers for an
external debugger to control the device.

ROM Table Identifies which debug IP is available.

Core Debug Singlestep, Register Access, Run, Core Status

Table continues on the next page...
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Table 11-1.

Chapter 11 Debug

Debug Components Description (continued)

Module

Description

ETM (Embedded Trace Macrocell)

ETMv3.5 Architecture

™

S/W Instrumentation Messaging + Simple Data Trace
Messaging + Watchpoint Messaging

DWT (Data and Address Watchpoints)

4 data and address watchpoints

FPB (Flash Patch and Breakpoints)

The FPB implements hardware breakpoints and patches code
and data from code space to system space.

The FPB unit contains two literal comparators for matching
against literal loads from Code space, and remapping to a
corresponding area in System space.

The FPB also contains six instruction comparators for
matching against instruction fetches from Code space, and
remapping to a corresponding area in System space.
Alternatively, the six instruction comparators can individually
configure the comparators to return a Breakpoint Instruction
(BKPT) to the processor core on a match, so providing
hardware breakpoint capability.

TPIU (Trace Port Inteface Unit)

Synchronous Mode (5-pin) = TRACE_D[3:0] +
TRACE_CLKOUT
Synchronous Mode (3-pin) = TRACE_D[1:0] +
TRACE_CLKOUT

Asynchronous Mode (1-pin) = TRACE_SWO (available on
JTAG_TDO)

11.3.1 References

For more information on ARM debug components, see these documents:

e ARMvV7-M Architecture Reference Manual

* ARM Debug Interface v5.1

* ARM CoreSight Architecture Specification
* ARM ETM Architecture Specification v3.5

11.4 The Debug Port

The configuration of the cJTAG module, JTAG controller, and debug port is illustrated in

the following figure:
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Figure 11-2. Modified Debug Port

The debug port comes out of reset in standard JTAG mode and is switched into either
cJTAG or SWD mode by the following sequences. Once the mode has been changed,
unused debug pins can be reassigned to any of their alternative muxed functions.

11.4.1 JTAG-to-SWD change sequence

1. Send more than 50 TCK cycles with TMS (SWDIO) =1

2. Send the 16-bit sequence on TMS (SWDIO)=0111_1001_1110_0111 (MSB
transmitted first)

3. Send more than 50 TCK cycles with TMS (SWDIO) =1

NOTE
See the ARM documentation for the CoreSight DAP Lite for
restrictions.

11.4.2 JTAG-to-cJTAG change sequence
1. Reset the debug port
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2. Set the control level to 2 via zero-bit scans
3. Execute the Store Format (STFMT) command (00011) to set the scan format register
to 1149.7 scan format

11.5 Debug Port Pin Descriptions

The debug port pins default after POR to their JTAG functionality with the exception of
JTAG_TRST_b and can be later reassigned to their alternate functionalities. In cJTAG
and SWD modes JTAG_TDI and JTAG_TRST_b can be configured to alternate GP1O

functions.

Table 11-2. Debug port pins

Pin Name JTAG Debug Port ¢JTAG Debug Port SWD Debug Port Internal Pull-
up\Down
Type Description Type Description Type Description
JTAG_TMS/ |1/O JTAG Test I/0 cJTAG Data I/0 Serial Wire Pull-up
SWD_DIO Mode Data
Selection
JTAG_TCLK/ |1 JTAG Test | cJTAG Clock | Serial Wire Pull-down
SWD_CLK Clock Clock
JTAG_TDI | JTAG Test - - - - Pull-up
Data Input
JTAG_TDO/ |O JTAG Test O Trace output O Trace output [N/C
TRACE_SWO Data Output over a single over a single
pin pin
JTAG_TRST_ |I JTAG Reset |l cJTAG Reset |- - Pull-up
b

11.6 System TAP connection

The system JTAG controller is connected in parallel to the ARM TAP controller. The
system JTAG controller IR codes overlay the ARM JTAG controller IR codes without
conflict. Refer to the IR codes table for a list of the available IR codes. The output of the
TAPs (TDO) are muxed based on the IR code which is selected. This design is fully
JTAG compliant and appears to the JTAG chain as a single TAP. At power on reset,
ARM's IDCODE (IR=4'b1110) is selected.
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11.6.1 IR Codes
Table 11-3. JTAG Instructions

Instruction Code[3:0] Instruction Summary

IDCODE 0000 Selects device identification register for shift

SAMPLE/PRELOAD 0010 Selects boundary scan register for shifting, sampling, and
preloading without disturbing functional operation

SAMPLE 0011 Selects boundary scan register for shifting and sampling
without disturbing functional operation

EXTEST 0100 Selects boundary scan register while applying preloaded
values to output pins and asserting functional reset

HIGHZ 1001 Selects bypass register while three-stating all output pins and
asserting functional reset

CLAMP 1100 Selects bypass register while applying preloaded values to
output pins and asserting functional reset

ARM_IDCODE 1110 ARM JTAG-DP Instruction

BYPASS 1111 Selects bypass register for data operations

Factory debug reserved 0101, 0110, 0111, 1101 | Intended for factory debug only

ARM JTAG-DP Reserved 1000, 1010, 1011, 1110 | These instructions will go the ARM JTAG-DP controller.

Please look at ARM JTAG-DP documentation for more
information on these instructions.

Reserved All other opcodes Decoded to select bypass register

1. The manufacturer reserves the right to change the decoding of reserved instruction codes in the future

11.7 JTAG status and control registers

Through the ARM Debug Access Port (DAP), the debugger has access to the status and
control elements, implemented as registers on the DAP bus as shown in the following
figure. These registers provide additional control and status for low power mode recovery
and typical run-control scenarios. The status register bits also provide a means for the
debugger to get updated status of the core without having to initiate a bus transaction
across the crossbar switch, thus remaining less intrusive during a debug session.

It is important to note that these DAP control and status registers are not memory mapped
within the system memory map and are only accessible via the Debug Access Port (DAP)
using JTAG, cJTAG, or SWD. The MDM-AP is accessible as Debug Access Port 1 with
the available registers shown in the table below.

Table 11-4. MDM-AP Register Summary

Address Register Description
0x0100_0000 Status See MDM-AP Status Register

Table continues on the next page...
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Table 11-4. MDM-AP Register Summary (continued)

0x0100_0004 Control See MDM-AP Control Register
0x0100_00FC ID Read-only identification register that
always reads as 0x001C_0000
DPACC APACC 3\
Data[31:0] | A[3:2] | RnW| | Data[31:0] | A[3:2] | RnW|
o & o O
o © © o
X X X X
o O O o
2 Debug
=l =
o |8(E o9 SWJ-DP
E, _% ﬁ = E See the ARM Debug Interface v5p1 Supplement.
[~ =0 =N T =
o (gle|o|d
m =l E
alelm|z
S A A I
e lslz]s|s
o|lo|s |2
21223 Generic
aljol<|x Debug Port
(DP) 4
]
¥
APSEL Data[31:0] | A[7:4] |A[3:2] | RnW|
Decode SELECT[31:24] (APSEL) selects the AP
S
[ >Internal SELECT[7:4] (APBANKSEL) selects the bank
Bus
A[3:2] from the APACC selects the register
within the bank
vV \ 4 4 <
§ - WL AHB-AP
2 g g SELECT[31:24] = 0x00 selects the AHB-AP
AHB Access Port See ARM documentation for further details
(AHB-AP) MDM-AP =
) % AccessMDM-AP
g 8 5 Port  SELECT[31:24] = 0x01 selects the MDM-AP
SELECT[7:4] = 0x0 selects the bank with Status and Ctrl
4 A[3:2] = 2'b00 selects the Status Register
A[3:2] = 2’b01 selects the Control Register
Bus Matrix  / J SELECT[7:4) = OxF selects the bank with IDR
See Control and Status Register A[3:2] = 2 b11 selects the IDR Register
Descriptions (IDR register reads 0x001C_0000)

Figure 11-3. MDM AP Addressing

11.7.1  MDM-AP Control Register
Table 11-5. MDM-AP Control register assignments

Bit

Name

Secure!

Description

0 |Flash Mass Erase in Progress Y Set to cause mass erase. Cleared by hardware after mass erase

operation completes.

Table continues on the next page...
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Table 11-5. MDM-AP Control register assignments (continued)

Bit

Name

Secure!

Description

When mass erase is disabled (via MEEN and SEC settings), the erase
request does not occur and the Flash Mass Erase in Progress bit
continues to assert until the next system reset.

Debug Disable

Set to disable debug. Clear to allow debug operation. When set it
overrides the C_DEBUGEN bit within the DHCSR and force disables
Debug logic.

Debug Request

Set to force the Core to halt.

If the Core is in a stop or wait mode, this bit can be used to wakeup the
core and transition to a halted state.

System Reset Request

Set to force a system reset. The system remains held in reset until this
bit is cleared.

Core Hold Reset

Configuration bit to control Core operation at the end of system reset
sequencing.

0 Normal operation - release the Core from reset along with the rest of
the system at the end of system reset sequencing.

1 Suspend operation - hold the Core in reset at the end of reset
sequencing. Once the system enters this suspended state, clearing
this control bit immediately releases the Core from reset and CPU
operation begins.

VLLSx Debug Request
(VLLDBGREQ)

Set to configure the system to be held in reset after the next recovery
from a VLLSx mode.

This bit holds the system in reset when VLLSx modes are exited to
allow the debugger time to re-initialize debug IP before the debug
session continues.

The Mode Controller captures this bit logic on entry to VLLSx modes.
Upon exit from VLLSx modes, the Mode Controller will hold the in reset
until VLLDBGACK is asserted.

The VLLDBGREQ bit clears automatically due to the POR reset
generated as part of the VLLSx recovery.

VLLSx Debug Acknowledge
(VLLDBGACK)

Set to release a system being held in reset following a VLLSx recovery

This bit is used by the debugger to release the system reset when it is
being held on VLLSx mode exit. The debugger re-initializes all debug
IP and then assert this control bit to allow the Mode Controller to
release the from reset and allow CPU operation to begin.

The VLLDBGACK bit is cleared by the debugger or can be left set
because it clears automatically due to the POR reset generated as part
of the next VLLSx recovery.

LLS, VLLSx Status Acknowledge

Set this bit to acknowledge the DAP LLS and VLLS Status bits have
been read. This acknowledge automatically clears the status bits.

This bit is used by the debugger to clear the sticky LLS and VLLSx
mode entry status bits. This bit is asserted and cleared by the
debugger.

Timestamp Disable

Set this bit to disable the 48-bit global trace timestamp counter during
debug halt mode when the core is halted.

0 The timestamp counter continues to count assuming trace is enabled
and the ETM is enabled. (default)

Table continues on the next page...
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Table 11-5. MDM-AP Control register assignments (continued)

Bit Name Secure’ Description

1 The timestamp counter freezes when the core has halted (debug halt
mode).

9 — |[Reserved for future use N
31

1. Command available in secure mode

11.7.2 MDM-AP Status Register
Table 11-6. MDM-AP Status register assignments

Bit Name Description

0 Flash Mass Erase Acknowledge The Flash Mass Erase Acknowledge bit is cleared after any system reset.
The bit is also cleared at launch of a mass erase command due to write of
Flash Mass Erase in Progress bit in MDM AP Control Register. The Flash
Mass Erase Acknowledge is set after Flash control logic has started the
mass erase operation.

When mass erase is disabled (via MEEN and SEC settings), an erase
request due to seting of Flash Mass Erase in Progress bit is not
acknowledged.

1 Flash Ready Indicate Flash has been initialized and debugger can be configured even if
system is continuing to be held in reset via the debugger.

2 System Security Indicates the security state. When secure, the debugger does not have
access to the system bus or any memory mapped peripherals. This bit
indicates when the part is locked and no system bus access is possible.

3 System Reset Indicates the system reset state.
0 System is in reset

1 System is not in reset

Reserved
Mass Erase Enable Indicates if the MCU can be mass erased or not
0 Mass erase is disabled
1 Mass erase is enabled
6 Backdoor Access Key Enable Indicates if the MCU has the backdoor access key enabled.
0 Disabled
1 Enabled
7 LP Enabled Decode of LPLLSM control bits to indicate that VLPS, LLS, or VLLSx are

the selected power mode the next time the ARM Core enters Deep Sleep.

0 Low Power Stop Mode is not enabled

1 Low Power Stop Mode is enabled

Table continues on the next page...
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Table 11-6. MDM-AP Status register assignments (continued)

Bit

Name

Description

Usage intended for debug operation in which Run to VLPS is attempted.
Per debug definition, the system actually enters the Stop state. A
debugger should interpret deep sleep indication (with SLEEPDEEP and
SLEEPING asserted), in conjuntion with this bit asserted as the debugger-
VLPS status indication.

Very Low Power Mode

Indicates current power mode is VLPx. This bit is not ‘sticky’ and should
always represent whether VLPx is enabled or not.

This bit is used to throttle JTAG TCK frequency up/down.

LLS Mode Exit

This bit indicates an exit from LLS mode has occurred. The debugger will
lose communication while the system is in LLS (including access to this
register). Once communication is reestablished, this bit indicates that the
system had been in LLS. Since the debug modules held their state during
LLS, they do not need to be reconfigured.

This bit is set during the LLS recovery sequence. The LLS Mode Exit bit is
held until the debugger has had a chance to recognize that LLS was exited
and is cleared by a write of 1 to the LLS, VLLSx Status Acknowledge bit in
MDM AP Control register.

10

VLLSx Modes Exit

This bit indicates an exit from VLLSx mode has occurred. The debugger
will lose communication while the system is in VLLSx (including access to
this register). Once communication is reestablished, this bit indicates that
the system had been in VLLSx. Since the debug modules lose their state
during VLLSx modes, they need to be reconfigured.

This bit is set during the VLLSx recovery sequence. The VLLSx Mode Exit
bit is held until the debugger has had a chance to recognize that a VLLS
mode was exited and is cleared by a write of 1 to the LLS, VLLSx Status
Acknowledge bit in MDM AP Control register.

11-15

Reserved for future use

Always read 0.

16

Core Halted

Indicates the Core has entered debug halt mode

17

Core SLEEPDEEP

18

Core SLEEPING

Indicates the Core has entered a low power mode
SLEEPING==1 and SLEEPDEEP==0 indicates wait or VLPW mode.
SLEEPING==0 and SLEEPDEEP==1 indicates stop or VLPS mode.

19 - 31

Reserved for future use

Always read 0.

11.8 Debug Resets

The debug system receives the following sources of reset:

* JTAG_TRST_b from an external signal. This signal is optional and may not be

available in all packages.

* Debug reset (CDBGRSTREQ bit within the SWJ-DP CTRL/STAT register) in the
TCLK domain that allows the debugger to reset the debug logic.

» TRST asserted via the cJTAG escape command.

e System POR reset
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Conversely the debug system is capable of generating system reset using the following
mechanism:

» A system reset in the DAP control register which allows the debugger to hold the
system in reset.

* SYSRESETREQ bit in the NVIC application interrupt and reset control register

* A system reset in the DAP control register which allows the debugger to hold the
Core in reset.

11.9 AHB-AP

AHB-AP provides the debugger access to all memory and registers in the system,
including processor registers through the NVIC. System access is independent of the
processor status. AHB-AP does not do back-to-back transactions on the bus, so all
transactions are non-sequential. AHB-AP can perform unaligned and bit-band
transactions. AHB-AP transactions bypass the FPB, so the FPB cannot remap AHB-AP
transactions. SWJ/SW-DP-initiated transaction aborts drive an AHB-AP-supported
sideband signal called HABORT. This signal is driven into the Bus Matrix, which resets
the Bus Matrix state, so that AHB-AP can access the Private Peripheral Bus for last ditch
debugging such as read/stop/reset the core. AHB-AP transactions are little endian.

The MPU includes default settings and protections for the Region Descriptor 0 (RGDO)
such that the Debugger always has access to the entire address space and those rights
cannot be changed by the core or any other bus master.

For a short period at the start of a system reset event the system security status is being
determined and debugger access to all AHB-AP transactions is blocked. The MDM-AP
Status register is accessible and can be monitored to determine when this initial period is
completed. After this initial period, if system reset is held via assertion of the RESET pin,
the debugger has access via the bus matrix to the private peripheral bus to configure the
debug IP even while system reset is asserted. While in system reset, access to other
memory and register resources, accessed over the Crossbar Switch, 1s blocked.

11.10 ITM

The I'TM is an application-driven trace source that supports printf style debugging to
trace Operating System (OS) and application events, and emits diagnostic system
information. The I'TM emits trace information as packets. There are four sources that can
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generate packets. If multiple sources generate packets at the same time, the ITM
arbitrates the order in which packets are output. The four sources in decreasing order of

priority are:

1. Software trace -- Software can write directly to I'TM stimulus registers. This emits

packets.

2. Hardware trace -- The DWT generates these packets, and the ITM emits them.

3. Time stamping -- Timestamps are emitted relative to packets. The ITM contains a
21-bit counter to generate the timestamp. The Cortex-M4 clock or the bitclock rate of
the Serial Wire Viewer (SWV) output clocks the counter.

4. Global system timestamping. Timestamps can optionally be generated using a
system-wide 48-bit count value. The same count value can be used to insert
timestamps in the ETM trace stream, allowing coarse-grain correlation.

11.11 Core Trace Connectivity with ETM

MCM

|——— NMI Interrupt
[———> MCM Alert Interrupt

[— Debug Halt Request
1

1
CORE CLOCK : TRACECLKIN

1
< Private Peripheral Bus >:
4 A 1
1
1
1
ATB !
(8-bit) !
ETM !
1
1
1
1
1
1
1
1
1
A A TRACE PORT
v o
oo ” ! fl¢——— TRACECLKIN
I oWt ™ = TPIU! |—> TRACECLK
| I—— TRACEDATA[3:0]
! I——» TRACESWO

The figure above assumes the device contains an ETM.
The following combinations paths are supported:

1. ETM -> TPIU(4 pin or 2 pin parallel)
2. ITM->TPIU(1 pin SWO, 2 pin or 4 pin parallel)
3. ETM & ITM -> TPIU

Figure 11-4. Core Trace Connectivity with ETM only
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11.12 Embedded Trace Macrocell v3.5 (ETM)

The Cortex-M4 Embedded Trace Macrocell (ETM-M4) is a debug component that
enables a debugger to reconstruct program execution. The CoreSight ETM-M4 supports
only instruction trace. You can use it either with the Cortex-M4 Trace Port Interface Unit

(M4-TPIU).
The main features of an ETM are:

 Tracing of 16-bit and 32-bit Thumb instructions

* Four EmbeddedICE watchpoint inputs

* Trace Start/Stop block with EmbeddedICE inputs
* One reduced function counter

* Two external inputs

* 24-byte FIFO queue

* Global timestamping

11.13 TPIU

The TPIU acts as a bridge between the on-chip trace data from the Embedded Trace
Macrocell (ETM) and the Instrumentation Trace Macrocell (ITM), with separate IDs, to a
data stream, encapsulating IDs where required, that is then captured by a Trace Port
Analyzer (TPA). The TPIU is specially designed for low-cost debug.

11.14 DWT
The DWT is a unit that performs the following debug functionality:

* It contains four comparators that you can configure as a hardware watchpoint, an
ETM trigger, a PC sampler event trigger, or a data address sampler event trigger. The
first comparator, DWT_COMPO, can also compare against the clock cycle counter,
CYCCNT. The second comparator, DWT_COMPI, can also be used as a data
comparator.

e The DWT contains counters for:

* Clock cycles (CYCCNT)

* Folded instructions

* Load store unit (LSU) operations
* Sleep cycles
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 CPI (all instruction cycles except for the first cycle)
* Interrupt overhead

NOTE

An event is emitted each time a counter overflows.

* The DWT can be configured to emit PC samples at defined intervals, and to emit
interrupt event information.

11.15 Debug in Low Power Modes

In low power modes in which the debug modules are kept static or powered off, the
debugger cannot gather any debug data for the duration of the low power mode. In the
case that the debugger is held static, the debug port returns to full functionality as soon as
the low power mode exits and the system returns to a state with active debug. In the case
that the debugger logic is powered off, the debugger is reset on recovery and must be
reconfigured once the low power mode is exited.

Power mode entry logic monitors Debug Power Up and System Power Up signals from
the debug port as indications that a debugger is active. These signals can be changed in
RUN, VLPR, WAIT and VLPW. If the debug signal is active and the system attempts to
enter stop or VLPS, FCLK continues to run to support core register access. In these
modes in which FCLK is left active the debug modules have access to core registers but
not to system memory resources accessed via the crossbar.

With debug enabled, transitions from Run directly to VLPS are not allowed and result in
the system entering Stop mode instead. Status bits within the MDM-AP Status register
can be evaluated to determine this pseudo-VLPS state. Note with the debug enabled,
transitions from Run--> VLPR --> VLPS are still possible but also result in the system
entering Stop mode instead.

In VLLS mode all debug modules are powered off and reset at wakeup. In LLS mode, the
debug modules retain their state but no debug activity is possible.

NOTE
When using cJTAG and entering LLS mode, the cJTAG
controller must be reset on exit from LLS mode.

Going into a VLLSx mode causes all the debug controls and settings to be reset. To give
time to the debugger to sync up with the HW, the MDM-AP Control register can be
configured hold the system in reset on recovery so that the debugger can regain control
and reconfigure debug logic prior to the system exiting reset and resuming operation.
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11.15.1 Debug Module State in Low Power Modes

The following table shows the state of the debug modules in low power modes. These
terms are used:

* FF = Full functionality. In VLPR and VLPW the system frequency is limited, but if a
module does not have a limitation in its functionality, it is still listed as FF.

* static = Module register states and associated memories are retained.

* OFF = Modules are powered off; module is in reset state upon wakeup.

Table 11-7. Debug Module State in Low Power Modes

Module STOP VLPR VLPW VLPS LLS VLLSx
Debug Port FF FF FF OFF static OFF
AHB-AP FF FF FF OFF static OFF
IT™ FF FF FF OFF static OFF
ETM FF FF FF OFF static OFF
TPIU FF FF FF OFF static OFF
DWT FF FF FF OFF static OFF

11.16 Debug & Security

When security is enabled (FSEC[SEC] != 10), the debug port capabilities are limited in
order to prevent exploitation of secure data. In the secure state the debugger still has
access to the MDM-AP Status Register and can determine the current security state of the
device. In the case of a secure device, the debugger also has the capability of performing
a mass erase operation via writes to the MDM-AP Control Register. In the case of a
secure device that has mass erase disabled (FSEC[MEEN] = 10), attempts to mass erase
via the debug interface are blocked.
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Chapter 12
Signal Multiplexing and Signal Descriptions

12.1 Signal Multiplexing Introduction

To optimize functionality in small packages, pins have several functions available via
signal multiplexing. This chapter illustrates which of this device's signals are multiplexed
on which external pin.

The Port Control block controls which signal is present on the external pin. Reference
that chapter to find which register controls the operation of a specific pin.

12.2 Signal Multiplexing Integration

This section summarizes how the module is integrated into the device. For a
comprehensive description of the module itself, see the module’s dedicated chapter.

Peripheral bus
controller 1

Register
access

External

m Transfers Pins
-<—> —

. L f
Signal Multiplexing/ Transfers
Port Control

e

s

Figure 12-1. Signal multiplexing integration

Table 12-1. Reference links to related information

Topic Related module Reference
Full description Port control Port control
System memory map System memory map

Table continues on the next page...
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Table 12-1. Reference links to related information (continued)

Topic Related module Reference
Clocking Clock Distribution
Register access Peripheral bus Peripheral bridge
controller

12.2.1 Port control and interrupt module features
 32-pin ports

NOTE
Not all pins are available on the device. See the following
section for details.

» Each 32-pin port is assigned one interrupt.

Table 12-2. Ports summary

Feature Port A Port B Port C Port D Port E
Pull select control |Yes Yes Yes Yes Yes
Pull select at reset |PTA1/PTA2/PTAS3/ |Pull down Pull down Pull down Pull down

PTA4/PTA5=Pull
up, Others=Pull

down
Pull enable control |Yes Yes Yes Yes Yes
Pull enable at reset | PTAO/PTA1/PTA2/ |Disabled Disabled Disabled Disabled
PTAS3/

PTA4=Enabled;
Others=Disabled

Slew rate enable |Yes Yes Yes Yes Yes
control
Slew rate enable at | Disabled Disabled Disabled Disabled Disabled
reset
Passive filter PTA4=Yes; No No No No
enable control Others=No
Passive filter Disabled Disabled Disabled Disabled Disabled
enable at reset
Open drain enable |Yes Yes Yes Yes Yes
control
Open drain enable |Disabled Disabled Disabled Disabled Disabled
at reset
Drive strength No PTBO/PTB1 only PTCS3/PTC4 only PTD4/PTD5/PTD6/ |Yes
enable control PTD7 only
Drive strength Disabled Disabled Disabled Disabled Disabled

enable at reset

Table continues on the next page...
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Table 12-2. Ports summary (continued)

Feature Port A Port B PortC Port D Port E
Pin mux control |Yes Yes Yes Yes Yes
Pin mux at reset |PTAO/PTA1/PTA2/ [ALTO ALTO ALTO ALTO
PTA3/PTA4=ALT7,
Others=ALTO
Lock bit Yes Yes Yes Yes Yes
Interrupt and DMA |Yes Yes Yes Yes Yes
request
Digital glitch filter |No No No Yes No
NOTE

Port E has separate power domain to support QSPI flash

12.2.2 Clock gating

The clock to the port control module can be gated on and off using the SCGCS5[PORTX]
bits in the SIM module. These bits are cleared after any reset, which disables the clock to
the corresponding module to conserve power. Prior to initializing the corresponding
module, set SCGCS5[PORTX] in the SIM module to enable the clock. Before turning off
the clock, make sure to disable the module. For more details, refer to the clock
distribution chapter.

12.2.3 Signal multiplexing constraints

1. A given peripheral function must be assigned to a maximum of one package pin. Do
not program the same function to more than one pin.

2. To ensure the best signal timing for a given peripheral's interface, choose the pins in
closest proximity to each other.

12.3 Pinout

12.3.1 K82 Signal Multiplexing and Pin Assignments

The following table shows the signals available on each pin and the locations of these
pins on the devices supported by this document. The Port Control Module is responsible
for selecting which ALT functionality is available on each pin.
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NOTE
The 144-pin LQFP and 121-WLCSP packages for this product
are not yet available, however they are included in a Package
Your Way program for Kinetis MCUs. Visit freescale.com/

KPYW for more details.
144 | 100 | 121 | 121 | PinName | Defaut | ALTO ALT1 ALT2 ALT3 ALT4 ALTS ALTS ALT? | QSPISIP_
LQFP| LQFP| XFB | WLC MODE
GA | SP
x | = | He | ko [NC NC NC
— | —| = a8 |Aabco. |Apco_ | ADCO.
SE16 SE16 SE16
— | — [ A1 =[N NC NC
- =] 6] =N NC NC
— | — | u] =N NC NC
1| 1| 8| cto]PreO DISABLED PTEO SPI1_PCS1 | LPUARTY_ | SDHCO.D1 | QSPIOA_ | I2C1.SDA | RTC_
X DATA3 CLKOUT
o | 2| c2| Do |PrEN DISABLED PTE1/ SPI1_SCK | LPUARTY_ | SDHCO.DO | QSPIoA_ | I2c1 SCL | SPI1_SIN
LLWU_PO LLWU_PO RX SCLK
3| 3| o | owo|PrEY DISABLED PTEY/ SPI_SOUT | LPUART!_ | SDHCO_ | QSPIoA_ SPI1_SCK
LLWU_P1 LLWU_P1 CTSb | DCLK DATAO
4| 4| b2 Bit|PE3 DISABLED PTE3 SPI1_PCS2 | LPUART!_ | SDHCO. | QSPIoA_ SPI1_SOUT
RTSbH | CMD DATA2
5 | 5| 7| F6|vss VsS VSS
6 | 6| E5s| F7 |VDODIOE |VDDIOE |VDDIOE
71 7| ot | ct|prEy DISABLED PTE4/ SPI1_SIN | LPUART3_ | SDHC0.D3 | QSPIoA_
LLWU_P2 LLWU_P2 T DATAf
8 | 8| E2| E8|PTES DISABLED PTE5 SPI1_PCS0 | LPUART3_ | SDHCO.D2 | QSPIoA_ | FTM3 CHo | USBO
RX S0 B SOF_OUT
o | 9| E1| E9 |PTES DISABLED PTES/ SPI1_PCS3 | LPUART3_ | 1250 MCLK | QSPIOB_ | FTM3_CH1 | SDHCO_D4
LLWU_P16 LLWU_P16 CTS.b DATA3
10| 10| F3| E0]PTE7 DISABLED PTE7 SPI2_SCK | LPUART3_ | 1280 RXDO | QSPIOB_ | FTM3.CH2 | QSPIoA_
RTS b SCLK SS1.B
1| 11| r2 | Dt |Pres DISABLED PTES 1230 RXD1 | SPI2.SOUT | 1250_RX_ | QSPIOB_ | FTM3.CH3 | SDHCO_D5
FS DATAO
12 12| F | Et1|PrEY DISABLED PTEY/ 1230 TXD1 | SPI2 PCST | 1250 RX_ | QSPIOB_ | FTM3_CH4 | SDHCO D6
LLWU_P17 LLWU_P17 BOLK DATA?
13 13| G| F8 [PTEI/ | DISABLED PTEI/ | 1203 SDA | SPI2 SIN | 1250.TXD0 | QSPIOB. | FTM3_CH5 | SDHCO D7
LLWU_P18 LLWU_P18 DATAI
1| 14| 6t | Fo|PEMT | DISABLED PTE1T | 1203 SCL | SPI2_PCSO | 1250.TX_ | QSPIOB_ | FTM3_CHe | QSPIoA_
FS SS0.B DS
5 = | = | = [PrEl2 | DISABLED PTE1? LPUART2. | 1280.TX_ | QSPI0B_ | FTM3 CH7 | FXI00.D2 | QSPIOA_
™ BOLK DOS DATA3
6| —=| = | = |PEt3 | DiSABLED PTE13 LPUART2. QSPIOB_ | SDHCO_ | FXI00.D3 | QSPIOA_
RX SS1B | CLKIN SCLK
17 15 | = | Fo | voDIOE | VDODIOE | VDDIOE
18| 16| = | Fit | vss VsS VSS
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144 | 100 | 121 | 121 | PinName | Default ALTO ALT1 ALT2 ALT3 ALT4 ALT5 ALT6 ALT7 | QSPI_SIP_
LQFP| LQFP| XFB | WLC MODE
GA | SP
191 = | = | — |PTEI6 ADCO_ ADCO_ PTE16 SPI0_PCS0 | LPUART2_ | FTM_ FTMO_FLT3 | FXIO0_D4 | QSPIOA_
SEda SEda X CLKINO DATA0
20| —| —| — |PTEW ADCO_ ADCO_ PTE17/ SPI0_SCK | LPUART2_ | FTM_ LPTMRO_ | FXIO0_D5 | QSPIOA_
LLWU_P19 | SE5a SE5a LLWU_P19 RX CLKIN{ ALT3/ DATA2
LPTMR1_
ALT3
20| — | = | — | PTEW® ADCO_ ADCO_ PTE18/ SPI0_SOUT | LPUART2_ | 12C0_SDA FXI00_D6 | QSPI0A_
LLWU_P20 | SE6a SE6a LLWU_P20 CTS.b DATAT
2| —| — | — |PTE9 ADCO_ ADCO_ PTE19 SPIO_SIN | LPUART2_ | 12C0_SCL FXI00_D7 | QSPIOA_
SE7a SE7a RTS_b SS0_B
23 16 | H3 | Fi1 | VSS VS§S VSS
24| 17 | H2 | Gl | USBODP | USBO_DP | USBO_DP
25 | 18 | Hi | H11 | USBO_DM | USBO_DM | USBO_DM
26 | 19 | J1 | G10 | VOUT33 | VOUT33 | VOUT33
27| 20 | J2 | HI0 | VREGIN | VREGIN | VREGIN
28 21 — | G |NC NC NC
29 | — | K2 | J10 | ADCO_DPO | ADCO_DPO | ADCO_DPO
30 | — | Kt | K10 | ADCO_DMO | ADCO_DMO | ADCO_DMO
31 | — | J3 | Ji1 | ADCO_DP3 | ADCO_DP3 | ADCO_DP3
2 | — | K3 | Kit | ADCO_DM3 | ADCO_DM3 | ADCO_DM3
33| 22| F5 | H8 | VDDA VDDA VDDA
34 | 23| G5 | H9 | VREFH VREFH VREFH
3% | 24| G6| J9 |VREFL VREFL VREFL
3% | 25 | F6 | J8 |VSSA VSSA VSSA
37| 26 | L2 | — | ADCO_DP1 | ADCO_DP1 | ADCO_DP1
3% | 27 | L1 | — |ADCODM1 | ADCO_DM1 | ADCO_DM1
9| 28| L3 | L | VREF. VREF_ VREF_
ouT/ ouT/ ouT/
CMP1_IN5/ | CMP1_IN5/ | CMP1_IN5/
CMPO_IN5/ | CMPQ_IN5/ | CMPO_INS/
ADCO_ ADCO_ ADCO_
SE22 SE22 SE22
40 | 29 | K4 | L10 | DACO_ DACO_ DACO_
ouT/ ouT/ ouT/
CMP1_IN3/ | CMP1_IN3/ | CMP1_IN3/
ADCO_ ADCO_ ADCO_
SE23 SE23 SE23
2| 30 | K5 | H7 |RTC. RTC_ RTC_
WAKEUP_B | WAKEUP_B | WAKEUP_B
43 | 31 | L4 | L9 | XTALR XTAL32 XTAL32
44 | 32 | L5 | L8 | EXTAL32 | EXTAL32 | EXTAL32
45 | 33 | K6 | K8 | VBAT VBAT VBAT
46 | 4 | — | G7 |VDD VDD VDD
47 | B | — | F6 |VSS VSS VSS
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144 | 100 | 121 | 121 | PinName Default ALTO ALT1 ALT2 ALT3 ALT4 ALTS ALT6 ALT7 QSPI_SIP_
LQFP| LQFP| XFB | WLC MODE
GA | SP
48 — | H5 | L7 | PTA20 DISABLED PTA20 [2C0_SCL | LPUART4_ | FTM_ FXI00_D8 | EWM_ TPM_
X CLKIN1 OUT_b CLKIN1
49 — J5 | K7 | PTA21/ DISABLED PTA21/ 12C0_SDA | LPUART4_ FXI00_D9 | EWM_IN
LLWU_P21 LLWU_P21 RX
50 36 L7 | J7 | PTAO JTAG_ TSI0_CH1 | PTAO LPUARTO_ | FTMO0_CH5 FXI00_D10 | EMVSIMO_ | JTAG_
TCLK/ CTS.b CLK TCLK/
SWD_CLK SWD_CLK
51 37 | H8 | J6 | PTAT JTAG_TDI | TSI0_CH2 | PTA1 LPUARTO_ | FTM0_CH6 | I2C3_SDA | FXI00_D11 | EMVSIMO_ | JTAG_TDI
RX 10
52 38 J7 K6 | PTA2 JTAG_TDO/ | TSI0_CH3 | PTA2 LPUARTO_ | FTMO_CH7 | 12C3_SCL | FXI00_D12 | EMVSIMO_ | JTAG_TDO/
TRACE_ X PD TRACE_
SWO SWO
53 | 39| HY | L6 | PTA3 JTAG_TMS/ | TSI0_CH4 | PTA3 LPUARTO_ | FTMO0_CHO FXI00_D13 | EMVSIMO_ | JTAG_TMS/
SWD_DIO RTS b RST SWD_DIO
54 | 40 J8 | H6 | PTA4 NMI_b TSI0_CH5 | PTA4/ FTMO_CH1 FXI00_D14 | EMVSIMO_ | NMIb
LLWU_P3 LLWU_P3 VCCEN
55 4 K7 | H5 | PTA5 DISABLED PTAS USB0_ FTMO0_CH2 FXI00_D15 | 12S0_TX_ | JTAG_
CLKIN BCLK TRST b
56 — | L10| G6 | VDD VDD VDD
5 | — | KIo| F5 [ VSS VSS VSS
58 — — — | PTA6 DISABLED PTAG [2C2_SCL | FTMO_CH3 | EMVSIM1_ | CLKOUT TRACE_
CLK CLKOUT
59 — — — | PTA7 ADCO_ ADCO_ PTA7 [2C2_SDA | FTMO_CH4 | EMVSIM1_ TRACE_D3
SE10 SE10 10
60 — — — | PTA8 ADCO_ ADCO_ PTA8 FTM1_CHO | EMVSIM1_ FTM1_QD_ | TRACE_D2
SE11 SE11 PD PHA/
TPM1_CHO
61 — — — | PTA9 DISABLED PTA9 FTM1_CH1 | EMVSIM1_ FTM1_QD_ | TRACE_D1
RST PHB/
TPM1_CH1
62 — J9 L5 | PTA10/ DISABLED PTA10/ 12C2_SDA | FTM2_CHO | EMVSIM1_ | FXIO0_D16 | FTM2_QD_ | TRACE_DO
LLWU_P22 LLWU_P22 VCCEN PHA/
TPM2_CHO
63 — | H7 | L4 | PTA1Y/ DISABLED PTA11/ [2C2_SCL | FTM2_CH1 FXI00_D17 | FTM2_QD_
LLWU_P23 LLWU_P23 PHB/
TPM2_CH1
64 | 42 | K8 | K5 | PTA12 DISABLED PTA12 FTM1_CHO | TRACE_ FXI00_D18 | 1250_TXDO | FTM1_QD_
CLKOUT PHA/
TPM1_CHO
65 43 L8 J5 | PTA1Y DISABLED PTA13/ FTM1_CH1 | TRACE_D3 | FXI00_D19 | 1250_TX_ | FTM1_QD_
LLWU_P4 LLWU_P4 FS PHB/
TPM1_CH1
66 44 | K9 | L3 | PTA14 DISABLED PTA14 SPI0_PCSO | LPUARTO_ | TRACE_D2 | FXI00_D20 | 1280_RX_ | 12S0_TXD1
X BCLK
67 | 45 L9 K4 | PTA15 DISABLED PTA15 SPI0_SCK | LPUARTO_ | TRACE_D1 | FXI00_D21 | 1250_RXD0
RX
68 46 | J10 | J4 | PTA16 DISABLED PTA16 SPI0_SOUT | LPUARTO_ | TRACE_DO | FXI00_D22 | [2S0_RX_ | 12S0_RXD1
CTS_b FS
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144 | 100 | 121 | 121 | PinName | Default ALTO ALT1 ALT2 ALT3 ALT4 ALT5 ALT6 ALT7 | QSPI_SIP_
LQFP| LQFP| XFB | WLC MODE
GA | SP
69 | 47 | H10 | K3 | PTA17 DISABLED PTA17 SPIO_SIN | LPUARTO_ FXI00_D23 | 1280_MCLK
RTS b
70 | 48 | E6 | L2 | VDD VDD VDD
| 49 | G7| K |VSS VSS VSS
72| 50 | Li1| L1 |PTA18 EXTALO EXTALO PTA18 FTMO_FLT2 | FTM_ TPM_
CLKINO CLKINO
73 | 51 | K1 | Ki | PTA19 XTALO XTALO PTA19 FTM1_FLTO | FTM_ LPTMRO_ | TPM_
CLKIN1 ALT1/ CLKIN1
LPTMR1_
ALT1
74 | 52 | J1| J1 | RESET b | RESETb | RESET.b
Bl = — | — | PTA4 DISABLED PTA24 EMVSIMO_ FB_A29
CLK
7% —| — | — | PTA% DISABLED PTA25 EMVSIMO_ FB_A28
10
| —| —| — | PTA% DISABLED PTA26 EMVSIMO_ FB_A27
PD
B —| — | — | PTAY DISABLED PTA27 EMVSIMO_ FB_A26
RST
9| —| —| — | PTA%8 DISABLED PTA28 EMVSIMO_ FB_A25
VCCEN
80 | — | HH1 | J2 | PTA29 DISABLED PTA29 FB_A24
8t | 53 | GI1| J3 | PTBU ADCO_SE8/ | ADCO_SES/ | PTBO/ [260_SCL | FTM1_CHO SDRAM_ | FTM1_QD_ | FXI00_D0O
LLWU_P5 | TSIO_CHO | TSI0_CHO | LLWU_P5 CAS_b PHA/
TPM1_CHO
82 | 5 | GI0| H2 | PTBI ADCO_SEY/ | ADCO_SEY/ | PTB1 [200_SDA | FTM1_CH1 SDRAM_ | FTM1_QD_ | FXI00_D1
TSI0_CH6 | TSI0_CH6 RAS_b PHB/
TPM1_CH1
83 | 55 | G9 | Hi | PTB2 ADCO_ ADCO_ PTB2 [260_SCL | LPUARTO_ SDRAM_ | FTMO_FLT3 | FXI00_D2
SE12/ SE12/ RTS b WE
TSI0_CH7 | TSI0_CH7
84 | 5 | G8 | H3 | PTB3 ADCO_ ADCO_ PTB3 [260_SDA | LPUARTO_ SDRAM_ | FTMO_FLTO | FXI00_D3
SE13/ SE13/ CTS.b CS0_b
TSI0_CH8 | TSI0_CH8
8 | — | Bi1| H4 | PTB4 DISABLED PTB4 EMVSIMI_ SDRAM_ | FTM1_FLTO
10 CS1h
86 | — | C11| Gi | PTB5 DISABLED PTB5 EMVSIMI_ FTM2_FLTO
CLK
87 | — | Fit | G2 | PTB6 DISABLED PTB6 EMVSIMI_ FB_AD23/
VCCEN SDRAM_
D23
88 | — | Ei1| G3 | PTB7 DISABLED PTB7 EMVSIMI_ FB_AD22/
PD SDRAM_
D22
89 | — | D11 | G4 | PTB8 DISABLED PTB8 EMVSIM1_ | LPUART3_ FB_AD21/
RST RTS_b SDRAM_
D21
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144 | 100 | 121 | 121 | PinName Default ALTO ALT1 ALT2 ALT3 ALT4 ALTS ALT6 ALT7 QSPI_SIP_
LQFP| LQFP| XFB | WLC MODE
GA | SP
920 57 | E10| G5 | PTB9 DISABLED PTB9 SPI1_PCS1 | LPUART3_ FB_AD20/
CTS b SDRAM_
D20
91 58 | D10 | Fi | PTB10 DISABLED PTB10 SPI1_PCS0 | LPUART3_ | 12C2_SCL | FB_AD19/ | FTMO_FLT1 | FXI00_D4
RX SDRAM_
D19
2 59 | C10 | F2 | PTB11 DISABLED PTB11 SPI1_SCK | LPUART3_ | 12C2_SDA | FB_AD18/ | FTMO_FLT2 | FXI00_D5
X SDRAM_
D18
9% | 60 L6 F5 | VSS VSS VSS
% | 61 E7 | G6 | VDD VDD VDD
9% 62 | B0 | E1 | PTB16 TSI0_CH9 | TSI0_CH9 | PTB16 SPI1_SOUT | LPUARTO_ | FTM_ FB_AD17/ | EWM_IN TPM_
RX CLKINO SDRAM_ CLKINO
D17
% 63 | E9 | F3 | PTBI7 TSI0_CH10 | TSI0_CH10 | PTB17 SPI1_SIN | LPUARTO_ | FTM_ FB_AD16/ | EWM_ TPM_
X CLKIN1 SDRAM_ | OUT b CLKIN1
D16
97 | 64 | D9 | F4 | PTB18 TSI0_CH11 | TSI0_CH11 | PTB18 FTM2_CHO | 12S0_TX_ | FB_AD15/ | FTM2_QD_ | FXI00_D6
BCLK SDRAM_ | PHA/
A23 TPM2_CHO
%8 65 | C9 | E2 | PTB19 TSI0_CH12 | TSI0_CH12 | PTB19 FTM2_CH1 | 1250_TX_ | FB_OE_b | FTM2_QD_ | FXI00_D7
FS PHB/
TPM2_CH1
99 66 | F10 | D1 | PTB20 DISABLED PTB20 SPI2_PCS0 FB_AD31/ | CMPO_OUT | FXIO0_D8
SDRAM_
D31
100 | 67 | F9 | E3 | PTB21 DISABLED PTB21 SPI2_SCK FB_AD30/ | CMP1_OUT | FXIO0_D9
SDRAM_
D30
101 | 68 F8 | E4 | PTB22 DISABLED PTB22 SPI2_SOUT FB_AD29/ FXI00_D10
SDRAM_
D29
102 | 69 E8 | D2 | PTB23 DISABLED PTB23 SPI2_SIN | SPI0_PCS5 FB_AD28/ FXI00_D11
SDRAM_
D28
103 70 | B9 | C1 | PTCO ADCO_ ADCO_ PTCO SPI0_PCS4 | PDBO_ USBO_ FB_AD14/ | 1250_TXD1 | FXIO0_D12
SE14/ SE14/ EXTRG SOF_OUT | SDRAM_
TSI0_CH13 | TSI0_CH13 A22
104 M D8 | D3 | PTCY/ ADCO_ ADCO_ PTC1/ SPI0_PCS3 | LPUART1_ | FTM0_CHO | FB_AD13/ | 12S0_TXDO | FXIO0_D13
LLWU_P6 | SE15/ SE15/ LLWU_P6 RTS_b SDRAM_
TSI0_CH14 | TSI0_CH14 A1
105 72 | G8 | C2 | PTC2 ADCO_ ADCO_ PTC2 SPI0_PCS2 | LPUART1_ | FTMO_CH1 | FB_AD12/ | 12S0_TX_
SE4b/ SE4b/ CTS b SDRAM_ | FS
CMP1_INO/ | CMP1_INO/ A20
TSI0_CH15 | TSI0_CH15
106 | 73 | B8 | Bi | PTC3 CMP1_IN1 | CMP1_IN1 | PTC3/ SPI0_PCS1 | LPUART1_ | FTMO_CH2 | CLKOUT | 12S0_TX_
LLWU_P7 LLWU_P7 RX BCLK
107 74 | — E5 | VSS VSS VSS
108 | 75 — | G6 | VDD VDD VDD
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144 | 100 | 121 | 121 | PinName | Default ALTO ALTH ALT2 ALT3 ALT4 ALTS ALT6 ALT7 | QSPI_SIP_
LQFP| LQFP| XFB | WLC MODE
GA | SP
109 76 | A8 | Al | PTC4 DISABLED PTC4/ SPI0_PCSO | LPUART1_ | FTMO_CH3 | FB_AD11/ | CMP1_OUT
LLWU_P8 LLWU_P8 X SDRAM_
A9
"o | 77 | D7 | B2 | PTCH DISABLED PTCS/ SPI0_SCK | LPTMRO_ | 12S0_RXD0 | FB_AD10/ | CMPO_OUT | FTM0_CH2
LLWU_P9 LLWU_P9 ALT/ SDRAM_
LPTMR1_ A18
ALT2
"1 78| C7 | C3 | PTCe/ CMPO_INO | CMPO_INO | PTCE/ SPI0_SOUT | PDBO_ [250_RX_ | FB_ADY/ | 1250_MCLK | FXI00_D14
LLWU_P10 LLWU_P10 EXTRG BCLK SDRAM_
A7
"2 | 79| B7 | A2 |PTCT CMPO_INT | CMPO_INT | PTC7 SPI0_SIN | USB0_ [280_RX_ | FB_ADS/ FXI00_D15
SOF_OUT | FS SDRAM_
A6
13| 8 | A7 | B3 | PTC8 CMPO_IN2 | CMPO_IN2 | PTC8 FTM3_CH4 | 1280_MCLK | FB_AD7/ FXI00_D16
SDRAM_
A5
14| 81 | D6 | D4 |PTCY CMPO_IN3 | CMPO_IN3 | PTC9 FTM3_CH5 | 1250_RX_ | FB_AD6/ | FTM2_FLTO | FXI00_D17
BOLK SDRAM_
At4
15| 8 | C6 | A3 | PTCI0 DISABLED PTC10 [2C1_SCL | FTM3_CH6 | 12S0_RX_ | FB_AD/ FXI00_D18
FS SDRAM_
A3
16| 8 | C5 | C4 | PTCH/ DISABLED PTCH1/ [2C1_SDA | FTM3_CH7 | 12S0_RXD1 | FB_RW_b FXI00_D19
LLWU_P11 LLWU_P11
17| 8 | B6 | B4 | PTCI2 DISABLED PTC12 LPUART4_ | FTM_ FB_AD27/ | FTM3_FLTO | TPM_
RTS_b CLKINO SDRAM_ CLKINO
D27
18| 8 | A6 | A4 | PTCI3 DISABLED PTC13 LPUART4_ | FTM_ FB_AD26/ TPM_
CTS.b CLKIN1 SDRAM_ CLKIN1
D26
19| 8 | A5 | D5 | PTCi4 DISABLED PTC14 LPUART4_ FB_AD25/ FXI00_D20
RX SDRAM_
D25
10| 87 | B5 | C5 | PTCI5 DISABLED PTC15 LPUART4_ FB_AD24/ FXI00_D21
X SDRAM_
D24
121 8 | — | F6 [VSS VSS VSS
12| 8 | — | E6 | VDD VDD VDD
123 — | D5 | A5 | PTCi6 DISABLED PTC16 LPUART3_ FB_CS5_b/
RX FB_TSIZ1/
FB_BE23_
16_BLS15_
8.b/
SDRAM_
DaM2
124 90 | C4 | Bs | PTCI7 DISABLED PTC17 LPUART3_ FB_CS4 b/
X FB_TSIZ0/
FB_BE31_
24 BLST_
0_b/
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144 | 100 | 121 | 121 | PinName Default ALTO ALT1 ALT2 ALT3 ALT4 ALTS ALT6 ALT7 QSPI_SIP_
LQFP| LQFP| XFB | WLC MODE
GA | SP
SDRAM_
DQM3
125 — | B4 | A6 | PTC18 DISABLED PTC18 LPUART3_ FB_TBST_
RTS_b b/
FB_CS2_b/
FB_BE15_
8 BLS23_
16_b/
SDRAM_
DQM1
126 | — | A4 | B6 | PTC19 DISABLED PTC19 LPUART3_ FB_CS3 b/ | FB_TAb
CTS_b FB_BE7 0_
BLS31_24_
b/
SDRAM_
DQMo
127 | 9 D4 | C6 | PTDO/ DISABLED PTDO/ SPI0_PCS0 | LPUART2_ | FTM3_CHO | FB_ALE/ FXI00_D22
LLWU_P12 LLWU_P12 RTS_b FB_CS1_b/
FB_TS.b
1286 | 9% | D3 | D6 | PTD1 ADCO_ ADCO_ PTD1 SPI0_SCK | LPUART2_ | FTM3_CH1 | FB_CS0_b FXI00_D23
SE5b SE5b CTS_b
1291 93 | C3 | D7 | PTDY DISABLED PTD2/ SPI0_SOUT | LPUART2_ | FTM3_CH2 | FB_AD4/ 12C0_SCL
LLWU_P13 LLWU_P13 RX SDRAM_
Af2
130 | 94 | B3 | A7 | PTD3 DISABLED PTD3 SPI0_SIN | LPUART2_ | FTM3_CH3 | FB_AD3/ [2C0_SDA
X SDRAM_
At
131 9% | A3 | B7 | PTD4 DISABLED PTD4/ SPI0_PCS1 | LPUARTO_ | FTMO_CH4 | FB_AD2/ | EWM_IN SPI1_PCS0
LLWU_P14 LLWU_P14 RTS_b SDRAM_
A0
12 % | A2 | C7 |PTD5 ADCO_ ADCO_ PTD5 SPI0_PCS2 | LPUARTO_ | FTMO_CH5 | FB_AD1/ | EWM_ SPIH_SCK
SE6b SE6b CTS b SDRAM_A9 | OUT b
183 | 97 | B2 | A8 | PTD6/ ADCO_ ADCO_ PTD6/ SPI0_PCS3 | LPUARTO_ | FTM0_CH6 | FB_ADO FTMO_FLTO | SPI1_SOUT
LLWU_P15 | SETb SETh LLWU_P15 RX
13| 98 — F6 | VSS VSS VSS
135 | 99 — E7 | VDD VDD VDD
136 | 100 | At B8 | PTD7 DISABLED PTD7 CMT_IRO | LPUARTO_ | FTMO_CH7 | SDRAM_ | FTMO_FLT1 | SPI1_SIN
X CKE
187 | — | A0 | A9 | PTD8/ DISABLED PTD8/ 12C0_SCL FB_A16 FXI00_D24
LLWU_P24 LLWU_P24
18| — | A9 | C8 | PTD9 DISABLED PTD9 12C0_SDA FB_A17 FXI00_D25
139 | — E4 | B9 | PTD10 DISABLED PTD10 FB_A18 FXI00_D26
140 | — E3 | A10 | PTD11/ DISABLED PTD11/ SPI2_PCS0 FB_A19 FXI00_D27
LLWU_P25 LLWU_P25
14| = F4 | D8 | PTD12 DISABLED PTD12 SPI2_SCK | FTM3_FLTO0 FB_A20 FXI00_D28
421 — | G3 | C9 | PTD13 DISABLED PTD13 SPI2_SOUT FB_A21 FXI00_D29
43| — | G4 | Bi0 | PTD14 DISABLED PTD14 SPI2_SIN FB_A22 FXI00_D30
1441 — | H4 | Al | PTD15 DISABLED PTD15 SPI2_PCSt FB_A23 FXI00_D31
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Chapter 12 Signal Multiplexing and Signal Descriptions

12.3.2 K82 Pinouts

The below figure shows the pinout diagram for the devices supported by this document.
Many signals may be multiplexed onto a single pin. To determine what signals can be
used on which pin, see the previous section.
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1 2 3 4 5 6 7 8 9 10 1
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D | PTE4 PTE3 PTD1 PTDO/ | PTC16 PTCO PTCS/ pTC1/ | PTB18 | PTB10 PTB8 | D
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E | prES/ PTES PTD1/ | PTD10 | VDDIO_E| VDD VDD PTB23 | PTBI7 PTBY PTB7 | E
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Figure 12-3. K82 121 XFBGA Pinout Diagram
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Figure 12-4. K82 144 LQFP Pinout Diagram

NOTE
The 144-pin LQFP package for this product is not yet available,
however it is included in a Package Your Way program for
Kinetis MCUs. Visit freescale.com/KPYW for more details.
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1 2 3 4 5 6 7 8 9 10 1
A PTC4/ PTC7 PTC10 PTC13 PTC16 PTC18 PTD3 PTD6/ PTD8/ PTD11/ PTD15 A
LLWU_P8 LLWU_P15 | LLWU_P24 | LLWU_P25
B PTC3/ PTC5/ PTC8 PTC12 PTC17 PTC19 PTD4/ PTD7 PTD10 PTD14 PTE3 B
LLWU_P7 | LLWU_P9 LLWU_P14
C PTCO PTC2 PTC6/ PTC11/ PTC15 PTDO/ PTD5 PTD9 PTD13 PTEO PTE4/ C
LLWU_P10| LLWU_P11 LLWU_P12 LLWU_P2
D PTB20 PTB23 PTC1/ PTC9 PTC14 PTD1 PTD2/ PTD12 PTE1/ PTE2/ PTE8 D
LLWU_P6 LLWU_P13 LLWU_PO | LLWU_P1
E PTB16 PTB19 PTB21 PTB22 VSS VDD VDD PTES PTE6/ PTE7 PTE9/ E
LLWU_P16 LLWU_P17
F PTB10 PTB11 PTB17 PTB18 VSSVSS | VSSVSS | VDDIO_E PTE10/ PTE11 VDDIO_E | VSSVSS F
VSS VSS LLWU_P18
G PTB5 PTB6 PTB7 PTB8 PTB9 VDD VDD VDD IADCO_SE 16| NC VOUT33 | USBO_DP G
VDD
H PTB2 PTB1 PTB3 PTB4 PTA5 PTA4/ RTC_ VDDA VREFH VREGIN | USBO_DM H
LLWU_P3 [WAKEUP_B]
J RESET_b PTA29 PTBO/ PTA16 PTA13/ PTA1 PTAO VSSA VREFL |ADCO_DPO|ADCO_DP3| J
LLWU_P5 LLWU_P4
K PTA19 VSS PTA17 PTA15 PTA12 PTA2 PTA21/ VBAT NC ADCO0_DMO|ADCO_DM3| K
LLWU_P21
orcs ourf T U7
L PTA18 VDD PTA14 PTA11/ PTA10/ PTA3 PTA20 EXTAL32 XTAL32 | CMP1_INS/| CMPO_INS/ L
LLWU_P23 | LLWU_P22 ADCO,SEZEADC(LSE22
1 2 3 4 5 6 7 8 9 10 1

Figure 12-5. K82 121 WLCSP Pinout Diagram
NOTE

The 121-pin WLCSP package for this product is not yet

available, however it is included in a Package Your Way
program for Kinetis MCUs. Visit freescale.com/KPYW for
more details.

12.4 Module Signal Description Tables

The following sections correlate the chip-level signal name with the signal name used in
the module's chapter. They also briefly describe the signal function and direction.
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12.4.1 Core Modules
Table 12-3. JTAG Signal Descriptions

Chip signal name Module signal Description /0
name
JTAG_TMS JTAG_TMS/ JTAG Test Mode Selection I/O
SWD_DIO
JTAG_TCLK JTAG_TCLK/ JTAG Test Clock I
SWD_CLK
JTAG_TDI JTAG_TDI JTAG Test Data Input I
JTAG_TDO JTAG_TDO/ JTAG Test Data Output o]
TRACE_SWO
JTAG_TRST JTAG_TRST_b  |JTAG Reset
Table 12-4. SWD Signal Descriptions
Chip signal name Module signal Description /0
name
SWD_DIO JTAG_TMS/ Serial Wire Data /0
SWD_DIO
SWD_CLK JTAG_TCLK/ Serial Wire Clock
SWD_CLK
Table 12-5. TPIU Signal Descriptions
Chip signal name Module signal Description /0
name
TRACE_CLKOUT TRACECLK Trace clock output from the ARM CoreSight debug block (0]
TRACE_D[3:2] TRACEDATA Trace output data from the ARM CoreSight debug block used for 5- (0]
pin interface
TRACE_DI[1:0] TRACEDATA Trace output data from the ARM CoreSight debug block used for (0]
both 5-pin and 3-pin interfaces
TRACE_SWO JTAG_TDO/ Trace output data from the ARM CoreSight debug block over a (0]
TRACE_SWO single pin
12.4.2 System Modules
Table 12-6. System Signal Descriptions
Chip signal name Module signal Description /0

name

NMI

Non-maskable interrupt

Table continues on the next page...
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Table 12-6. System Signal Descriptions (continued)

Chip signal name Module signal Description /0
name

NOTE: Driving the NMI signal low forces a non-maskable
interrupt, if the NMI function is selected on the
corresponding pin.

RESET — Reset bi-directional signal I/0
VDD — MCU power I
VSS — MCU ground I

Table 12-7. EWM Signal Descriptions

Chip signal name Module signal Description /0
name
EWM_IN EWM_in EWM input for safety status of external safety circuits. The polarity

of EWM_in is programmable using the EWM_CTRL[ASSIN] bit. The
default polarity is active-low.

EWM_OUT EWM_out EWM reset out signal (0]

Table 12-8. EMVSIMO Signal Descriptions

Chip signal name Module signal Description /0
name
EMVSIMO_CLK CLK Smart Card Clock (0]
EMVSIMO_IO 10 Smart Card 10 I/O
EMVSIMO_PD PD Smart Card Presence Detect I
EMVSIMO_RST RST Smart Card Reset (0]
EMVSIMO_VCCEN VCCEN Smart Card Voltage Enable (0]

Table 12-9. EMVSIM1 Signal Descriptions

Chip signal name Module signal Description /0
name
EMVSIM1_CLK CLK Smart Card Clock (6]
EMVSIM1_IO 10 Smart Card 10 I/0
EMVSIM1_PD PD Smart Card Presence Detect I
EMVSIM1_RST RST Smart Card Reset (0]
EMVSIM1_VCCEN VCCEN Smart Card Voltage Enable (0]
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12.4.3 Clock Modules
Table 12-10. OSC Signal Descriptions

Chip signal name Module signal Description /0
name
EXTALO EXTAL External clock/Oscillator input I
XTALO XTAL Oscillator output (0]
Table 12-11. RTC OSC Signal Descriptions
Chip signal name Module signal Description /0
name
EXTAL32 EXTAL32 32.768 kHz oscillator input I
XTALS32 XTAL32 32.768 kHz oscillator output (0]
12.4.4 Memories and Memory Interfaces
Table 12-12. FlexBus Signal Descriptions
Chip signal name Module signal Description /0
name
CLKOUT FB_CLK FlexBus Clock Output (0]
FB_A[29:16] FB_A[29:16] Address Bus (0]
When FlexBus is used in a multiplexed configuration, this bus is not
used.
FB_AD[31:0] * FB_AD31 - FB_ADO |This is the address and data bus, FB_AD. I/0
The number of byte lanes carrying the data is determined by the
port size associated with the matching chip-select.
The full 32-bit address is driven on the first clock of a bus cycle
(address phase). After the first clock, the data is driven on the bus
(data phase). During the data phase, the address is driven on the
pins not used for data. For example, in 16-bit mode, the lower
address is driven on FB_AD15-FB_ADO, and in 8-bit mode, the
lower address is driven on FB_AD23-FB_ADO.
FB_CS[5:0] 2 FB_CS5-FB_CSO0 |General Purpose Chip-Selects—Indicate which external memory or (0]
peripheral is selected. A particular chip-select is asserted when the
transfer address is within the external memory's or peripheral's
address space, as defined in CSAR[BA] and CSMR[BAM].
FB_BE31_24_BLS7_ FB_BE_31_24 Byte Enables—Indicate that data is to be latched or driven onto a (0]
0, FB BE 53 76 specific byte lane of the data bus. CSCR[BEM] determines if these
FB_BE23_1 6_BLS15 - = signals are asserted on reads and writes or on writes only.
B BE15_Sé BLS53 FB_BE 158 For external SRAM or flash devices, the FB_BE outputs should be
- = - FB_BE_7_0 connected to individual byte strobe signals.

-
(9]

Table continues on the next page...
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Table 12-12. FlexBus Signal Descriptions

(continued)
Chip signal name Module signal Description /0
name
FB_BE7_0_BLS31_2
73
FB_OE FB_OE Output Enable—Sent to the external memory or peripheral to (0]
enable a read transfer. This signal is asserted during read accesses
only when a chip-select matches the current address decode.
FB_LRW FB_R/W Read/Write—Indicates whether the current bus operation is a read 0
operation (FB_R/W high) or a write operation (FB_R/W low).
FB_TS/ FB_ALE FB_TS Transfer Start—Indicates that the chip has begun a bus transaction (0]

and that the address and attributes are valid.

An inverted FB_TS is available as an address latch enable
(FB_ALE), which indicates when the address is being driven on the
FB_AD bus.

FB_TS/FB_ALE is asserted for one bus clock cycle.

The chip can extend this signal until the first positive clock edge
after FB_CS asserts. See CSCR[EXTS] and Extended Transfer
Start/Address Latch Enable.

FB_TSIZ[1:0] FB_TSIZ1-FB_TSIZO0 | Transfer Size—Indicates (along with FB_TBST) the data transfer (0]
size of the current bus operation. The interface supports 8-, 16-,
and 32-bit operand transfers and allows accesses to 8-, 16-, and
32-bit data ports.

* 00b =4 bytes

* 01b =1 byte

* 10b = 2 bytes

* 11b = 16 bytes (line)

For misaligned transfers, FB_TSIZ1-FB_TSIZO0 indicate the size of
each transfer. For example, if a 32-bit access through a 32-bit port
device occurs at a misaligned offset of 1h, 8 bits are transferred first
(FB_TSIZ1-FB_TSIZ0 = 01b), 16 bits are transferred next at offset
2h (FB_TSIZ1-FB_TSIZ0 = 10b), and the final 8 bits are transferred
at offset 4h (FB_TSIZ1-FB_TSIZ0 = 01b).

For aligned transfers larger than the port size, FB_TSIZ1—
FB_TSIZ0 behave as follows:

e If bursting is used, FB_TSIZ1-FB_TSIZ0 are driven to the
transfer size.

e If bursting is inhibited, FB_TSIZ1-FB_TSIZO0 first show the
entire transfer size and then show the port size.

For burst-inhibited transfers, FB_TSIZ1-FB_TSIZ0 change with
each FB_TS assertion to reflect the next transfer size.

For transfers to port sizes smaller than the transfer size,
FB_TSIZ1-FB_TSIZO0 indicate the size of the entire transfer on the
first access and the size of the current port transfer on subsequent
transfers. For example, for a 32-bit write to an 8-bit port,
FB_TSIZ1-FB_TSIZ0 are 00b for the first transaction and 01b for

Table continues on the next page...
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Table 12-12.

FlexBus Signal Descriptions
(continued)

Chip signal name

Module signal
name

Description

/0

the next three transactions. If bursting is used for a 32-bit write to
an 8-bit port, FB_TSIZ1-FB_TSIZO0 are driven to 00b for the entire
transfer.

FB_TA*

FB_TA

Transfer Acknowledge—Indicates that the external data transfer is
complete. When FB_TA is asserted during a read transfer, FlexBus
latches the data and then terminates the transfer. When FB_TA is
asserted during a write transfer, the transfer is terminated.

If auto-acknowledge is disabled (CSCR[AA] = 0), the external
memory or peripheral drives FB_TA to terminate the transfer. If
auto-acknowledge is enabled (CSCR[AA] = 1), FB_TA is generated
internally after a specified number of wait states, or the external
memory or peripheral may assert external FB_TA before the wait-
state countdown to terminate the transfer early. The chip deasserts
FB_CS one cycle after the last FB_TA is asserted. During read
transfers, the external memory or peripheral must continue to drive
data until FB_TA is recognized. For write transfers, the chip
continues driving data one clock cycle after FB_CS is deasserted.

The number of wait states is determined by CSCR or the external
FB_TA input. If the external FB_TA is used, the external memory or
peripheral has complete control of the number of wait states.

Note: External memory or peripherals should assert FB_TA only
while the FB_CS signal to the external memory or
peripheral is asserted.

The CSPMCR register controls muxing of FB_TA with other
signals. When the CSPMCR register does not allow fb_ta
control, auto-acknowledge must be used (CSCR[AA] =1'b1);
otherwise the bus may hang.

FB_TBST

FB_TBST

Transfer Burst—Indicates that a burst transfer is in progress as
driven by the chip. A burst transfer can be 2 to 16 beats depending
on FB_TSIZ1-FB_TSIZ0 and the port size.

Note: When a burst transfer is in progress (FB_TBST = 0Ob), the
transfer size is 16 bytes (FB_TSIZ1-FB_TSIZ0 = 11b), and
the address is misaligned within the 16-byte boundary, the
external memory or peripheral must be able to wrap around
the address.

PN~

FB_AD[23:21] not available on 100-LQFP devices.
FB_CS3not available on 100-LQFP devices.
FB_BE7_0_BLS31_24not available on 100-LQFP devices.
FB_TAnotavailable on 100-LQFP devices.

Table 12-13. SDRAM SDR Controller Signal Descriptions

Chip signal name

Module signal
name

Description

Te}

SDRAM_RAS

SRAS

Synchronous row address strobe. Indicates a valid SDRAM row
address is present and can be latched by the SDRAM. SRAS
should be connected to the corresponding SDRAM SRAS.

Table continues on the next page...
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Table 12-13. SDRAM SDR Controller Signal Descriptions
(continued)

Chip signal name Module signal Description /0
name
SDRAM_CAS SCAS Synchronous column address strobe. Indicates a valid column (0]

address is present and can be latched by the SDRAM. SCAS
should be connected to the corresponding SDRAM SCAS.

SDRAM_WE DRAMW DRAM read/write. Asserted for write operations and negated for 0
read operations.

SDRAM_A[23:9] SDRAM_A [23:9] |SDRAM address bus output (0]

SDRAM_DI[31:0] SDRAM_D [31:0] |SDRAM data bus I/O

SDRAM_CSJ[1:0] SDRAM_CS[1:0] |Row address strobe. Select each memory block of SDRAMs (0]

connected to the controller. One SDRAM_CS signal selects one
SDRAM block and connects to the corresponding CS signals.

SDRAM_CKE SCKE Synchronous DRAM clock enable. Connected directly to the CKE (0]
(clock enable) signal of SDRAMs. Enables and disables the clock
internal to SDRAM. When CKE is low, memory can enter a power-
down mode in which operations are suspended or capable of
entering self-refresh mode.

SDRAM_DQM[3:0] BS[3:0] SDRAM byte selects BS[3:0] function as byte enables to the (0]
SDRAMSs. They connect to the DQM signals (or data qualifier
masks) of the SDRAMs.

Table 12-14. QSPI signal description

Chip Signal Name Module Signal Description /0
Name
QSPIOA_SS0_B PCSFA1 Peripheral Chip Select Flash A1 (0]
QSPIOA_SS1_B PCSFA2 Peripheral Chip Select Flash A2 (0]
QSPIOB_SS0_B PCSFB1 Peripheral Chip Select Flash B1 (0]
QSPIOB_SS1_B PCSFB2 Peripheral Chip Select Flash B2 (0]
QSPIOA_SCLK SCKFA Serial Clock Flash A (0]
QSPI0B_SCLK SCKFB Serial Clock Flash B (0]
QSPIOB_DATA3 IOFA[7:0] Serial I/O Flash A I/0

QSPIOB_DATA2
QSPIOB_DATA1
QSPIOB_DATAO
QSPIOA_DATAS3
QSPIOA_DATA2
QSPIOA_DATA1
QSPIOA_DATAQ
QSPIOB_DATAS3 IOFB[3:0] Serial I/O Flash B I/O
QSPIOB_DATA2
QSPIOB_DATA1
QSPIOB_DATAO

Table continues on the next page...
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Table 12-14. QSPI signal description (continued)

Chip Signal Name Module Signal Description /0
Name
QSPIOA_DQS DQSFA Data Strobe signal Flash A I
QSPIOB_DQS DQSFB Data Strobe signal Flash B I

12.4.5 Analog

Table 12-15. ADC 0 Signal Descriptions

Chip signal name Module signal Description /0
name
ADCO_DPI[3:0] DADP3-DADPO |Differential Analog Channel Inputs I
ADCO_DM[3:0] DADM3-DADMO | Differential Analog Channel Inputs I
ADCO_SEn ADn Single-Ended Analog Channel Inputs I
VREFH VREFSH Voltage Reference Select High I
VREFL VREFsL Voltage Reference Select Low I
VDDA Vbpa Analog Power Supply I
VSSA Vssa Analog Ground I
Table 12-16. CMP 0 Signal Descriptions
Chip signal name Module signal Description /0
name
CMPO_IN[5:0] IN[5:0] Analog voltage inputs I
CMPO_OUT CMPO Comparator output (0]
NOTE
There is no CMPO_IN[4] coming from pad.
Table 12-17. CMP 1 Signal Descriptions
Chip signal name Module signal Description /0
name
CMP1_IN[5:0] IN[5:0] Analog voltage inputs I
CMP1_OUT CMPO Comparator output (0]

NOTE

There is no CMP1_IN[2] and CMP1_IN[4] coming from pad
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Table 12-18. DAC 0 Signal Descriptions

Chip signal name Module signal Description /0
name
DACO_OUT — DAC output (0]
Table 12-19. VREF Signal Descriptions
Chip signal name Module signal Description /0
name
VREF_OUT VREF_OUT Internally-generated Voltage Reference output (0]
12.4.6 Timer Modules
Table 12-20. FTM 0 Signal Descriptions
Chip signal name Module signal Description /0
name
FTM_CLKINI[1:0] EXTCLK External clock. FTM external clock can be selected to drive the
FTM counter.
FTMO_CH][7:0] CHn FTM channel (n), where n can be 7-0 I/0
FTMO_FLT[3:0] FAULT,] Fault input (j), where j can be 3-0 I
Table 12-21. FTM 1 Signal Descriptions
Chip signal name Module signal Description /0
name
FTM_CLKINI[1:0] EXTCLK External clock. FTM external clock can be selected to drive the
FTM counter.
FTM1_CH[1:0] CHn FTM channel (n), where n can be 7-0 I/0
FTM1_FLTO FAULT; Fault input (j), where j can be 3-0 I
FTM1_QD_PHA PHA Quadrature decoder phase A input. Input pin associated with I
quadrature decoder phase A.
FTM1_QD_PHB PHB Quadrature decoder phase B input. Input pin associated with
quadrature decoder phase B.
Table 12-22. FTM 2 Signal Descriptions
Chip signal name Module signal Description /0
name
FTM_CLKIN[1:0] EXTCLK External clock. FTM external clock can be selected to drive the
FTM counter.
FTM2_CH[1:0] CHn FTM channel (n), where n can be 7-0 I/0
FTM2_FLTO FAULT,; Fault input (j), where j can be 3-0 I
Table continues on the next page...
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Table 12-22. FTM 2 Signal Descriptions (continued)

Chip signal name Module signal Description /0
name
FTM2_QD_PHA PHA Quadrature decoder phase A input. Input pin associated with
quadrature decoder phase A.
FTM2_QD_PHB PHB Quadrature decoder phase B input. Input pin associated with
quadrature decoder phase B.
Table 12-23. FTM 3 Signal Descriptions
Chip signal name Module signal Description /0
name
FTM_CLKIN[1:0] EXTCLK External clock. FTM external clock can be selected to drive the
FTM counter.
FTM3_CH][7:0] CHn FTM channel (n), where n can be 7-0 I/0
FTM3_FLTO FAULT,; Fault input (j), where j can be 3-0 I
Table 12-24. CMT Signal Descriptions
Chip signal name Module signal Description /0
name
CMT_IRO CMT_IRO Infrared Output o]
Table 12-25. PDB 0 Signal Descriptions
Chip signal name Module signal Description /0
name
PDBO_EXTRG EXTRG External Trigger Input Source
If the PDB is enabled and external trigger input source is selected,
a positive edge on the EXTRG signal resets and starts the counter.
Table 12-26. LPTMR 0 Signal Descriptions
Chip signal name Module signal Description /0
name
LPTMRO_ALTI[3:1] LPTMRO_ALTn Pulse Counter Input pin I
LPTMR1_ALT[3:1] LPTMRO_ALTn Pulse Counter Input pin |
Table 12-27. RTC Signal Descriptions
Chip signal name Module signal Description /0
name
VBAT — Backup battery supply for RTC and VBAT register file I
RTC_CLKOUT RTC_CLKOUT 1 Hz square-wave output or OSCERCLK (0]
K82 Sub-Family Reference Manual, Rev. 2, 09/2015
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Table 12-28. TPM 0 Signal Descriptions

Chip signal name Module signal Description /0
name
TPM_CLKIN[1:0] EXTCLK External clock. FTM external clock can be selected to drive the
FTM counter.
TPMO_CH[5:0] CHn FTM channel (n), where n can be 7-0 /0

Table 12-29. TPM 1 Signal Descriptions

Chip signal name Module signal Description /0
name

TPM_CLKIN[1:0] TPM_EXTCLK External clock. TPM external clock can be selected to increment the
TPM counter on every rising edge synchronized to the counter
clock.

TPM1_CHI[1:0] TPM_CHn TPM channel (n = 1 to 0). A TPM channel pin is configured as I/0

output when configured in an output compare or PWM mode and
the TPM counter is enabled, otherwise the TPM channel pin is an
input.

12.4.7 Communication Interfaces
Table 12-30. USB FS OTG Signal Descriptions

Chip signal name Module signal Description /0
name
USB0_DM usb_dm USB D- analog data signal on the USB bus. I/O
USBO_DP usb_dp USB D+ analog data signal on the USB bus. I/0
USB_CLKIN — Alternate USB clock input I
USB_SOF_OUT — USB start of frame signal. Can be used to make the USB start of (0]
frame available for external synchronization.

Table 12-31. USB VREG Signal Descriptions

Chip signal name Module signal Description /0
name
VOUTS33 reg33_out Regulator output voltage (0]
VREGIN reg33_in Unregulated power supply I

Table 12-32. SPI 0 Signal Descriptions

Chip signal name Module signal Description /0
name
SPIO_PCSO PCS0/SS Peripheral Chip Select 0 (O) I/0

Table continues on the next page...
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Table 12-32. SPI 0 Signal Descriptions (continued)

Chip signal name Module signal Description /0
name
SPI0_PCS[3:1] PCS[1:3] Peripheral Chip Selects 1-3 (0]
SPIO_PCS4 PCS4 Peripheral Chip Select 4 (0]
SPI0_PCS5 PCS5/ PCSS Peripheral Chip Select 5 /Peripheral Chip Select Strobe o]
SPIO_SIN SIN Serial Data In I

SPIO_SOUT SOUT Serial Data Out (0]
SPI0_SCK SCK Serial Clock (O) I/O

Table 12-33. SPI 1 Signal Descriptions

Chip signal name Module signal Description /0
name
SPI1_PCSO0 PCS0/SS Peripheral Chip Select 0 (O) I/0
SPI1_PCS[3:1] PCS[1:3] Peripheral Chip Selects 1-3 (0]
SPI1_SIN SIN Serial Data In I
SPI1_SOUT SOUT Serial Data Out (0]
SPI1_SCK SCK Serial Clock (O) I/0

Table 12-34. SPI 2 Signal Descriptions

Chip signal name Module signal Description /0
name
SPI2_PCSO0 PCS0/SS Peripheral Chip Select 0 (O) I/0
SPI2_PCSH1 PCS[1:3] Peripheral Chip Selects 1-3 (0]
SPI2_SIN SIN Serial Data In I
SPI2_SOUT SOuUT Serial Data Out o]
SPI2_SCK SCK Serial Clock (O) I/0

Table 12-35. I2C 0 Signal Descriptions

Chip signal name Module signal Description /0
name

12C0_SCL SCL Bidirectional serial clock line of the I2C system. /10

12C0_SDA SDA Bidirectional serial data line of the I2C system. I/0

Table 12-36. I2C 1 Signal Descriptions

Chip signal name Module signal Description /0
name

12C1_SCL SCL Bidirectional serial clock line of the 12C system. I/0

12C1_SDA SDA Bidirectional serial data line of the I2C system. /10

K82 Sub-Family Reference Manual, Rev. 2, 09/2015
238 Freescale Semiconductor, Inc.




g |

4
Chapter 12 Signal Multiplexing and Signal Descriptions

Table 12-37. I2C 2 Signal Descriptions

Chip signal name Module signal Description /0
name
12C2_SCL SCL Bidirectional serial clock line of the I2C system. I/0
12C2_SDA SDA Bidirectional serial data line of the I2C system. /0
Table 12-38. I2C 3 Signal Descriptions
Chip signal name Module signal Description /0
name
12C3_SCL SCL Bidirectional serial clock line of the 12C system. /0
12C3_SDA SDA Bidirectional serial data line of the I2C system. I/0
Table 12-39. LPUARTO Signal Descriptions
Chip signal name Module signal Description /0
name
LPUARTO_CTS_b CTS Clear to Send I
LPUARTO_RTS_b RTS Request to send 0]
LPUARTO_TX TXD Transmit Data o)
LPUARTO_RX RXD Receive Data [
Table 12-40. LPUART1 Signal Descriptions
Chip signal name Module signal Description /0
name
LPUART1_CTS_b CTS Clear to Send I
LPUART1_RTS_b RTS Request to send (0]
LPUART1_TX TXD Transmit Data (0]
LPUART1_RX RXD Receive Data |
Table 12-41. LPUART2 Signal Descriptions
Chip signal name Module signal Description /0
name
LPUART2_CTS_b CTS Clear to Send I
LPUART2_RTS_b RTS Request to send (0]
LPUART2_TX TXD Transmit Data (0]
LPUART2_RX RXD Receive Data I
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Table 12-42. LPUARTS3 Signal Descriptions

Chip signal name Module signal Description /0
name
LPUART3_CTS_b CTS Clear to Send I
LPUART3_RTS_b RTS Request to send (0]
LPUART3_TX TXD Transmit Data o]
LPUART3_RX RXD Receive Data I

Table 12-43. LPUART4 Signal Descriptions

Chip signal name Module signal Description /0
name
LPUART4_CTS_b CTS Clear to Send I
LPUART4_RTS_b RTS Request to send (0]
LPUART4_TX TXD Transmit Data O
LPUART4_RX RXD Receive Data I

Table 12-44. SDHC Signal Descriptions

Chip signal name Module signal Description /0
name
SDHCO_CLKIN — SDHC clock input I
SDHCO0_DCLK SDHC_DCLK Generated clock used to drive the MMC, SD, SDIO or CE-ATA (0]
cards.
SDHCO0_CMD SDHC_CMD Send commands to and receive responses from the card. I/0
SDHCO0_DO SDHC_DO0 DATO line or busy-state detect I/0
SDHCO0_D1 SDHC_D1 8-bit mode: DAT1 line I/O

4-bit mode: DAT1 line or interrupt detect

1-bit mode: Interrupt detect

SDHCO0_D2 SDHC_D2 4-/8-bit mode: DAT2 line or read wait /0
1-bit mode: Read wait

SDHCO0_D3 SDHC_D3 4-/8-bit mode: DATS3 line or configured as card detection pin I/O
1-bit mode: May be configured as card detection pin

SDHCO0_D4 SDHC_D4 DATA4 line in 8-bit mode /10
Not used in other modes

SDHCO0_D5 SDHC_D5 DATS line in 8-bit mode I/O
Not used in other modes

SDHCO0_D6 SDHC_D6 DATS6 line in 8-bit mode I/O
Not used in other modes

SDHCO0_D7 SDHC_D7 DAT?7 line in 8-bit mode I/O

Not used in other modes
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Table 12-45. 12S0 Signal Descriptions

Chip signal name Module signal Description /0
name
12S0_MCLK SAI_MCLK Audio Master Clock. The master clock is an input when externally I/0
generated and an output when internally generated.
12S0_RX_BCLK SAI_RX_BCLK Receive Bit Clock. The bit clock is an input when externally /0
generated and an output when internally generated.
12S0_RX_FS SAI_RX_SYNC Receive Frame Sync. The frame sync is an input sampled I/0
synchronously by the bit clock when externally generated and an
output generated synchronously by the bit clock when internally
generated.
12S0_RXD SAI_RX_DATA[1:0] |Receive Data. The receive data is sampled synchronously by the
bit clock.
12S0_TX_BCLK SAI_TX_BCLK Transmit Bit Clock. The bit clock is an input when externally I/0
generated and an output when internally generated.
12S0_TX_FS SAI_TX_SYNC Transmit Frame Sync. The frame sync is an input sampled I/0
synchronously by the bit clock when externally generated and an
output generated synchronously by the bit clock when internally
generated.
12S0_TXD SAI_TX_DATA[1:0] |Transmit Data. The transmit data is generated synchronously by (0]
the bit clock and is tristated whenever not transmitting a word.
Table 12-46. FlexIO Signal Descriptions
Chip signal name Module signal Description /0
name
FXI00_Dn(n=0...31) "FXIO_D" "Bidirectional FlexlO Shifter and Timer pin inputs/outputs” I/0
12.4.8 Human-Machine Interfaces (HMI)
Table 12-47. GPIO Signal Descriptions
Chip signal name Module signal Description /0
name
PTA[31:0] PORTA31-PORTAOQ |General-purpose input/output I/0
PTB[31:0]" PORTB31-PORTBO |General-purpose input/output I/0
PTC[31:0] PORTC31-PORTCO |General-purpose input/output I/0
PTD[31:0] PORTD31-PORTDO |General-purpose input/output I/0
PTE[31:0]" PORTE31-PORTEO |General-purpose input/output I/0

1. The available GPIO pins depends on the specific package. See the signal multiplexing section for which exact GPIO
signals are available.
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Table 12-48. TSI 0 Signal Descriptions

Chip signal name Module signal Description /0
name
TSIO_CH[15:0] TSI_IN[15:0] TSI pins. Switchable driver that connects directly to the electrode I/0
pins TSI[15:0] can operate as GPIO pins
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Chapter 13
Port Control and Interrupts (PORT)

13.1 Introduction

13.2 Overview

The Port Control and Interrupt (PORT) module provides support for port control, digital
filtering, and external interrupt functions.

Most functions can be configured independently for each pin in the 32-bit port and affect
the pin regardless of its pin muxing state.

There is one instance of the PORT module for each port. Not all pins within each port are
implemented on a specific device.

13.2.1 Features

The PORT module has the following features:
* Pin interrupt
* Interrupt flag and enable registers for each pin
» Support for edge sensitive (rising, falling, both) or level sensitive (low, high)
configured per pin
* Support for interrupt or DMA request configured per pin
* Asynchronous wake-up in low-power modes
* Pin interrupt is functional in all digital pin muxing modes
* Digital input filter on selected pins
* Digital input filter for each pin, usable by any digital peripheral muxed onto the
pin
* Individual enable or bypass control field per pin
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* Selectable clock source for digital input filter with a five bit resolution on filter
size

 Functional in all digital pin multiplexing modes

* Port control

* Individual pull control fields with pullup, pulldown, and pull-disable support

* Individual drive strength field supporting high and low drive strength

e Individual slew rate field supporting fast and slow slew rates

* Individual input passive filter field supporting enable and disable of the
individual input passive filter

* Individual open drain field supporting enable and disable of the individual open
drain output

* Individual mux control field supporting analog or pin disabled, GP1O, and up to
six chip-specific digital functions

» Pad configuration fields are functional in all digital pin muxing modes.

13.2.2 Modes of operation

13.2.2.1 Run mode
In Run mode, the PORT operates normally.

13.2.2.2 Wait mode

In Wait mode, PORT continues to operate normally and may be configured to exit the
Low-Power mode if an enabled interrupt is detected. DMA requests are still generated
during the Wait mode, but do not cause an exit from the Low-Power mode.

13.2.2.3 Stop mode

In Stop mode, the PORT can be configured to exit the Low-Power mode via an
asynchronous wake-up signal if an enabled interrupt is detected.

In Stop mode, the digital input filters are bypassed unless they are configured to run from
the LPO clock source.
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13.2.2.4 Debug mode
In Debug mode, PORT operates normally.

13.3 External signal description
The table found here describes the PORT external signal.
Table 13-1. Signal properties

Name Function 1/0 Reset Pull
PORTXx[31:0] External interrupt /10 0
NOTE

Not all pins within each port are implemented on each device.

13.4 Detailed signal description
The table found here contains the detailed signal description for the PORT interface.
Table 13-2. PORT interface—detailed signal description

Signal /0 Description

PORTXx[31:0] I/0 External interrupt.
State meaning Asserted—pin is logic 1.

Negated—pin is logic 0.

Timing Assertion—may occur at any time and can assert
asynchronously to the system clock.

Negation—may occur at any time and can assert
asynchronously to the system clock.

13.5 Memory map and register definition

Any read or write access to the PORT memory space that is outside the valid memory
map results in a bus error. All register accesses complete with zero wait states.
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PORT memory map

Absolute

address Register name (ivr\nli:itt:) Access | Reset value S:‘:;an
(hex)
4004_9000 |Pin Control Register n (PORTA_PCRO0) 32 R/W See section | 13.5.1/252
4004_9004 |Pin Control Register n (PORTA_PCR1) 32 R/W See section | 13.5.1/252
4004_9008 |Pin Control Register n (PORTA_PCR2) 32 R/W See section | 13.5.1/252
4004_900C |Pin Control Register n (PORTA_PCR3) 32 R/W See section | 13.5.1/252
4004_9010 |Pin Control Register n (PORTA_PCR4) 32 R/W See section | 13.5.1/252
4004_9014 |Pin Control Register n (PORTA_PCR5) 32 R/W See section | 13.5.1/252
4004_9018 |Pin Control Register n (PORTA_PCR®6) 32 R/W See section | 13.5.1/252
4004_901C |Pin Control Register n (PORTA_PCR?7) 32 R/W See section | 13.5.1/252
4004_9020 |Pin Control Register n (PORTA_PCR8) 32 R/W See section | 13.5.1/252
4004_9024 |Pin Control Register n (PORTA_PCR9) 32 R/W See section | 13.5.1/252
4004_9028 |Pin Control Register n (PORTA_PCR10) 32 R/W See section | 13.5.1/252
4004_902C |Pin Control Register n (PORTA_PCR11) 32 R/W See section | 13.5.1/252
4004_9030 |Pin Control Register n (PORTA_PCR12) 32 R/W See section | 13.5.1/252
4004_9034 |Pin Control Register n (PORTA_PCR13) 32 R/W See section | 13.5.1/252
4004_9038 |Pin Control Register n (PORTA_PCR14) 32 R/W See section | 13.5.1/252
4004_903C |Pin Control Register n (PORTA_PCR15) 32 R/W See section | 13.5.1/252
4004_9040 |Pin Control Register n (PORTA_PCR16) 32 R/W See section | 13.5.1/252
4004_9044 |Pin Control Register n (PORTA_PCR17) 32 R/W See section | 13.5.1/252
4004_9048 |Pin Control Register n (PORTA_PCR18) 32 R/W See section | 13.5.1/252
4004_904C |Pin Control Register n (PORTA_PCR19) 32 R/W See section | 13.5.1/252
4004_9050 |Pin Control Register n (PORTA_PCR20) 32 R/W See section | 13.5.1/252
4004_9054 |Pin Control Register n (PORTA_PCR21) 32 R/W See section | 13.5.1/252
4004_9058 |Pin Control Register n (PORTA_PCR22) 32 R/W See section | 13.5.1/252
4004_905C |Pin Control Register n (PORTA_PCR23) 32 R/W See section | 13.5.1/252
4004_9060 |Pin Control Register n (PORTA_PCR24) 32 R/W See section | 13.5.1/252
4004_9064 |Pin Control Register n (PORTA_PCR25) 32 R/W See section | 13.5.1/252
4004_9068 |Pin Control Register n (PORTA_PCR26) 32 R/W See section | 13.5.1/252
4004_906C |Pin Control Register n (PORTA_PCR27) 32 R/W See section | 13.5.1/252
4004_9070 |Pin Control Register n (PORTA_PCR28) 32 R/W See section | 13.5.1/252
4004_9074 |Pin Control Register n (PORTA_PCR29) 32 R/W See section | 13.5.1/252
4004_9078 |Pin Control Register n (PORTA_PCR30) 32 R/W See section | 13.5.1/252
4004_907C |Pin Control Register n (PORTA_PCR31) 32 R/W See section | 13.5.1/252
W
4004_9080 |Global Pin Control Low Register (PORTA_GPCLR) 32 (always | 0000_0000h | 13.5.2/255
reads 0)
W
4004_9084 |Global Pin Control High Register (PORTA_GPCHR) 32 (always | 0000_0000h | 13.5.3/255
reads 0)

4004_90A0 |Interrupt Status Flag Register (PORTA_ISFR) 32 wic 0000_0000h | 13.5.4/256

Table continues on the next page...
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PORT memory map (continued)

232?::: Register name (ivr\nligittl;) Access | Reset value S:‘:;Zn/
(hex)
4004_90C0 |Digital Filter Enable Register (PORTA_DFER) 32 R/W | 0000_0000h | 13.5.5/256
4004_90C4 |Digital Filter Clock Register (PORTA_DFCR) 32 R/W | 0000_0000h | 13.5.6/257
4004_90C8 |Digital Filter Width Register (PORTA_DFWR) 32 R/W | 0000_0000h | 13.5.7/257
4004_A000 |Pin Control Register n (PORTB_PCRO) 32 R/W See section | 13.5.1/252
4004_A004 |Pin Control Register n (PORTB_PCR1) 32 R/W See section | 13.5.1/252
4004_A008 |Pin Control Register n (PORTB_PCR2) 32 R/W See section | 13.5.1/252
4004_A00C |Pin Control Register n (PORTB_PCR3) 32 R/W See section | 13.5.1/252
4004_A010 |Pin Control Register n (PORTB_PCR4) 32 R/W See section | 13.5.1/252
4004_A014 |Pin Control Register n (PORTB_PCRS5) 32 R/W See section | 13.5.1/252
4004_A018 |Pin Control Register n (PORTB_PCRS6) 32 R/W See section | 13.5.1/252
4004_A01C |Pin Control Register n (PORTB_PCR?7) 32 R/W See section | 13.5.1/252
4004_A020 |Pin Control Register n (PORTB_PCR8) 32 R/W See section | 13.5.1/252
4004_A024 |Pin Control Register n (PORTB_PCR9) 32 R/W See section | 13.5.1/252
4004_A028 |Pin Control Register n (PORTB_PCR10) 32 R/W See section | 13.5.1/252
4004_A02C |Pin Control Register n (PORTB_PCR11) 32 R/W See section | 13.5.1/252
4004_A030 |Pin Control Register n (PORTB_PCR12) 32 R/W See section | 13.5.1/252
4004_A034 |Pin Control Register n (PORTB_PCR13) 32 R/W See section | 13.5.1/252
4004_A038 |Pin Control Register n (PORTB_PCR14) 32 R/W See section | 13.5.1/252
4004_A03C |Pin Control Register n (PORTB_PCR15) 32 R/W See section | 13.5.1/252
4004_A040 |Pin Control Register n (PORTB_PCR16) 32 R/W See section | 13.5.1/252
4004_A044 |Pin Control Register n (PORTB_PCR17) 32 R/W See section | 13.5.1/252
4004_A048 |Pin Control Register n (PORTB_PCR18) 32 R/W See section | 13.5.1/252
4004_A04C |Pin Control Register n (PORTB_PCR19) 32 R/W See section | 13.5.1/252
4004_A050 |Pin Control Register n (PORTB_PCR20) 32 R/W See section | 13.5.1/252
4004_A054 |Pin Control Register n (PORTB_PCR21) 32 R/W See section | 13.5.1/252
4004_A058 |Pin Control Register n (PORTB_PCR22) 32 R/W See section | 13.5.1/252
4004_A05C |Pin Control Register n (PORTB_PCR23) 32 R/W See section | 13.5.1/252
4004_A060 |Pin Control Register n (PORTB_PCR24) 32 R/W See section | 13.5.1/252
4004_A064 |Pin Control Register n (PORTB_PCR25) 32 R/W See section | 13.5.1/252
4004_A068 |Pin Control Register n (PORTB_PCR26) 32 R/W See section | 13.5.1/252
4004_A06C |Pin Control Register n (PORTB_PCR27) 32 R/W See section | 13.5.1/252
4004_A070 |Pin Control Register n (PORTB_PCR28) 32 R/W See section | 13.5.1/252
4004_A074 |Pin Control Register n (PORTB_PCR29) 32 R/W See section | 13.5.1/252
4004_A078 |Pin Control Register n (PORTB_PCR30) 32 R/W See section | 13.5.1/252
4004_A07C |Pin Control Register n (PORTB_PCR31) 32 R/W See section | 13.5.1/252
W
4004_A080 |Global Pin Control Low Register (PORTB_GPCLR) 32 (always | 0000_0000h | 13.5.2/255
reads 0)
Table continues on the next page...
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PORT memory map (continued)

232?::: Register name (ivr\nligittl;) Access | Reset value S:c;t;zn/
(hex)
W
4004_A084 |Global Pin Control High Register (PORTB_GPCHR) 32 (always | 0000_0000h | 13.5.3/255
reads 0)

4004_AOAOQ |Interrupt Status Flag Register (PORTB_ISFR) 32 wic 0000_0000h | 13.5.4/256
4004_A0CO |Digital Filter Enable Register (PORTB_DFER) 32 R/W | 0000_0000h | 13.5.5/256
4004_A0C4 |Digital Filter Clock Register (PORTB_DFCR) 32 R/W | 0000_0000h | 13.5.6/257
4004_A0C8 |Digital Filter Width Register (PORTB_DFWR) 32 R/W | 0000_0000h | 13.5.7/257
4004_B000 |Pin Control Register n (PORTC_PCRO0) 32 R/W See section | 13.5.1/252
4004_B004 |Pin Control Register n (PORTC_PCR1) 32 R/W See section | 13.5.1/252
4004_B008 |Pin Control Register n (PORTC_PCR2) 32 R/W See section | 13.5.1/252
4004_B00C |Pin Control Register n (PORTC_PCRS3) 32 R/W See section | 13.5.1/252
4004_B010 |Pin Control Register n (PORTC_PCR4) 32 R/W See section | 13.5.1/252
4004_B014 |Pin Control Register n (PORTC_PCR5) 32 R/W See section | 13.5.1/252
4004_B018 |Pin Control Register n (PORTC_PCR®6) 32 R/W See section | 13.5.1/252
4004_B01C |Pin Control Register n (PORTC_PCR?7) 32 R/W See section | 13.5.1/252
4004_B020 |Pin Control Register n (PORTC_PCRS) 32 R/W See section | 13.5.1/252
4004_B024 |Pin Control Register n (PORTC_PCR9) 32 R/W See section | 13.5.1/252
4004_B028 |Pin Control Register n (PORTC_PCR10) 32 R/W See section | 13.5.1/252
4004_B02C |Pin Control Register n (PORTC_PCR11) 32 R/W See section | 13.5.1/252
4004_B030 |Pin Control Register n (PORTC_PCR12) 32 R/W See section | 13.5.1/252
4004_B034 |Pin Control Register n (PORTC_PCR13) 32 R/W See section | 13.5.1/252
4004_B038 |Pin Control Register n (PORTC_PCR14) 32 R/W See section | 13.5.1/252
4004_B03C |Pin Control Register n (PORTC_PCR15) 32 R/W See section | 13.5.1/252
4004_B040 |Pin Control Register n (PORTC_PCR16) 32 R/W See section | 13.5.1/252
4004_B044 |Pin Control Register n (PORTC_PCR17) 32 R/W See section | 13.5.1/252
4004_B048 |Pin Control Register n (PORTC_PCR18) 32 R/W See section | 13.5.1/252
4004_B04C |Pin Control Register n (PORTC_PCR19) 32 R/W See section | 13.5.1/252
4004_B050 |Pin Control Register n (PORTC_PCR20) 32 R/W See section | 13.5.1/252
4004_B054 |Pin Control Register n (PORTC_PCR21) 32 R/W See section | 13.5.1/252
4004_B058 |Pin Control Register n (PORTC_PCR22) 32 R/W See section | 13.5.1/252
4004_B05C |Pin Control Register n (PORTC_PCR23) 32 R/W See section | 13.5.1/252
4004_B060 |Pin Control Register n (PORTC_PCR24) 32 R/W See section | 13.5.1/252
4004_B064 |Pin Control Register n (PORTC_PCR25) 32 R/W See section | 13.5.1/252
4004_B068 |Pin Control Register n (PORTC_PCR26) 32 R/W See section | 13.5.1/252
4004_B06C |Pin Control Register n (PORTC_PCR27) 32 R/W See section | 13.5.1/252
4004_B070 |Pin Control Register n (PORTC_PCR28) 32 R/W See section | 13.5.1/252
4004_B074 |Pin Control Register n (PORTC_PCR29) 32 R/W See section | 13.5.1/252
4004_B078 |Pin Control Register n (PORTC_PCR30) 32 R/W See section | 13.5.1/252

Table continues on the next page...

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

248

Freescale Semiconductor, Inc.




g |

4
Chapter 13 Port Control and Interrupts (PORT)

PORT memory map (continued)

232?::: Register name (ivr\nligittl;) Access | Reset value S:‘:;Zn/
(hex)

4004_B07C |Pin Control Register n (PORTC_PCR31) 32 R/W See section | 13.5.1/252

W
4004_B080 |Global Pin Control Low Register (PORTC_GPCLR) 32 (always | 0000_0000h | 13.5.2/255

reads 0)

W

4004_B084 |Global Pin Control High Register (PORTC_GPCHR) 32 (always | 0000_0000h | 13.5.3/255
reads 0)
4004_BOAO |Interrupt Status Flag Register (PORTC_ISFR) 32 wic 0000_0000h | 13.5.4/256
4004_B0CO |Digital Filter Enable Register (PORTC_DFER) 32 R/W | 0000_0000h | 13.5.5/256
4004_B0C4 |Digital Filter Clock Register (PORTC_DFCR) 32 R/W | 0000_0000h | 13.5.6/257
4004_B0C8 |Digital Filter Width Register (PORTC_DFWR) 32 R/W | 0000_0000h | 13.5.7/257
4004_CO000 |Pin Control Register n (PORTD_PCRO) 32 R/W See section | 13.5.1/252
4004_CO004 |Pin Control Register n (PORTD_PCR1) 32 R/W See section | 13.5.1/252
4004_C008 |Pin Control Register n (PORTD_PCR2) 32 R/W See section | 13.5.1/252
4004_CO00C |Pin Control Register n (PORTD_PCRS3) 32 R/W See section | 13.5.1/252
4004_C010 |Pin Control Register n (PORTD_PCR4) 32 R/W See section | 13.5.1/252
4004_CO014 |Pin Control Register n (PORTD_PCR5) 32 R/W See section | 13.5.1/252
4004_C018 |Pin Control Register n (PORTD_PCRS6) 32 R/W See section | 13.5.1/252
4004_CO01C |Pin Control Register n (PORTD_PCR?7) 32 R/W See section | 13.5.1/252
4004_C020 |Pin Control Register n (PORTD_PCRS) 32 R/W See section | 13.5.1/252
4004_C024 |Pin Control Register n (PORTD_PCR9) 32 R/W See section | 13.5.1/252
4004_C028 |Pin Control Register n (PORTD_PCR10) 32 R/W See section | 13.5.1/252
4004_C02C |Pin Control Register n (PORTD_PCR11) 32 R/W See section | 13.5.1/252
4004_C030 |Pin Control Register n (PORTD_PCR12) 32 R/W See section | 13.5.1/252
4004_C034 |Pin Control Register n (PORTD_PCR13) 32 R/W See section | 13.5.1/252
4004_C038 |Pin Control Register n (PORTD_PCR14) 32 R/W See section | 13.5.1/252
4004_CO03C |Pin Control Register n (PORTD_PCR15) 32 R/W See section | 13.5.1/252
4004_C040 |Pin Control Register n (PORTD_PCR16) 32 R/W See section | 13.5.1/252
4004_C044 |Pin Control Register n (PORTD_PCR17) 32 R/W See section | 13.5.1/252
4004_C048 |Pin Control Register n (PORTD_PCR18) 32 R/W See section | 13.5.1/252
4004_C04C |Pin Control Register n (PORTD_PCR19) 32 R/W See section | 13.5.1/252
4004_CO050 |Pin Control Register n (PORTD_PCR20) 32 R/W See section | 13.5.1/252
4004_C054 |Pin Control Register n (PORTD_PCR21) 32 R/W See section | 13.5.1/252
4004_C058 |Pin Control Register n (PORTD_PCR22) 32 R/W See section | 13.5.1/252
4004_C05C |Pin Control Register n (PORTD_PCR23) 32 R/W See section | 13.5.1/252
4004_C060 |Pin Control Register n (PORTD_PCR24) 32 R/W See section | 13.5.1/252
4004_C064 |Pin Control Register n (PORTD_PCR25) 32 R/W See section | 13.5.1/252
4004_C068 |Pin Control Register n (PORTD_PCR26) 32 R/W See section | 13.5.1/252
4004_C06C |Pin Control Register n (PORTD_PCR27) 32 R/W See section | 13.5.1/252
Table continues on the next page...
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PORT memory map (continued)

Absolute

address Register name (ivr\nligittl;) Access | Reset value S:c;t;zn/
(hex)
4004_C070 |Pin Control Register n (PORTD_PCR28) 32 R/W See section | 13.5.1/252
4004_CO074 |Pin Control Register n (PORTD_PCR29) 32 R/W See section | 13.5.1/252
4004_C078 |Pin Control Register n (PORTD_PCR30) 32 R/W See section | 13.5.1/252
4004_C07C |Pin Control Register n (PORTD_PCR31) 32 R/W See section | 13.5.1/252
W
4004_C080 |Global Pin Control Low Register (PORTD_GPCLR) 32 (always | 0000_0000h | 13.5.2/255
reads 0)
W
4004_C084 |Global Pin Control High Register (PORTD_GPCHR) 32 (always | 0000_0000h | 13.5.3/255
reads 0)

4004_COAO |Interrupt Status Flag Register (PORTD_ISFR) 32 wic 0000_0000h | 13.5.4/256
4004_CO0CO |Digital Filter Enable Register (PORTD_DFER) 32 R/W | 0000_0000h | 13.5.5/256
4004_C0C4 |Digital Filter Clock Register (PORTD_DFCR) 32 R/W | 0000_0000h | 13.5.6/257
4004_CO0C8 |Digital Filter Width Register (PORTD_DFWR) 32 R/W | 0000_0000h | 13.5.7/257
4004_DO000 |Pin Control Register n (PORTE_PCRO) 32 R/W See section | 13.5.1/252
4004_D004 |Pin Control Register n (PORTE_PCR1) 32 R/W See section | 13.5.1/252
4004_D008 |Pin Control Register n (PORTE_PCR2) 32 R/W See section | 13.5.1/252
4004_DO00C |Pin Control Register n (PORTE_PCR3) 32 R/W See section | 13.5.1/252
4004_DO010 |Pin Control Register n (PORTE_PCR4) 32 R/W See section | 13.5.1/252
4004_D014 |Pin Control Register n (PORTE_PCR5) 32 R/W See section | 13.5.1/252
4004_D018 |Pin Control Register n (PORTE_PCR®6) 32 R/W See section | 13.5.1/252
4004_DO01C |[Pin Control Register n (PORTE_PCR?7) 32 R/W See section | 13.5.1/252
4004_D020 |Pin Control Register n (PORTE_PCRS) 32 R/W See section | 13.5.1/252
4004_D024 |Pin Control Register n (PORTE_PCR9) 32 R/W See section | 13.5.1/252
4004_D028 |Pin Control Register n (PORTE_PCR10) 32 R/W See section | 13.5.1/252
4004_D02C |Pin Control Register n (PORTE_PCR11) 32 R/W See section | 13.5.1/252
4004_D030 |Pin Control Register n (PORTE_PCR12) 32 R/W See section | 13.5.1/252
4004_D034 |Pin Control Register n (PORTE_PCR13) 32 R/W See section | 13.5.1/252
4004_D038 |Pin Control Register n (PORTE_PCR14) 32 R/W See section | 13.5.1/252
4004_DO03C |Pin Control Register n (PORTE_PCR15) 32 R/W See section | 13.5.1/252
4004_D040 |Pin Control Register n (PORTE_PCR16) 32 R/W See section | 13.5.1/252
4004_D044 |Pin Control Register n (PORTE_PCR17) 32 R/W See section | 13.5.1/252
4004_D048 |Pin Control Register n (PORTE_PCR18) 32 R/W See section | 13.5.1/252
4004_D04C |Pin Control Register n (PORTE_PCR19) 32 R/W See section | 13.5.1/252
4004_D050 |Pin Control Register n (PORTE_PCR20) 32 R/W See section | 13.5.1/252
4004_D054 |Pin Control Register n (PORTE_PCR21) 32 R/W See section | 13.5.1/252
4004_D058 |Pin Control Register n (PORTE_PCR22) 32 R/W See section | 13.5.1/252
4004_DO05C |Pin Control Register n (PORTE_PCR23) 32 R/W See section | 13.5.1/252
4004_D060 |Pin Control Register n (PORTE_PCR24) 32 R/W See section | 13.5.1/252

Table continues on the next page...
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PORT memory map (continued)

Absolute . .
address Register name W 'd.t h Access | Reset value Section/
(in bits) page
(hex)
4004_D064 |Pin Control Register n (PORTE_PCR25) 32 R/W See section | 13.5.1/252
4004_D068 |Pin Control Register n (PORTE_PCR26) 32 R/W See section | 13.5.1/252
4004_D06C |Pin Control Register n (PORTE_PCR27) 32 R/W See section | 13.5.1/252
4004_D070 |Pin Control Register n (PORTE_PCR28) 32 R/W See section | 13.5.1/252
4004_D074 |Pin Control Register n (PORTE_PCR29) 32 R/W See section | 13.5.1/252
4004_D078 |Pin Control Register n (PORTE_PCR30) 32 R/W See section | 13.5.1/252
4004_DO07C |Pin Control Register n (PORTE_PCR31) 32 R/W See section | 13.5.1/252
w
4004_D080 |Global Pin Control Low Register (PORTE_GPCLR) 32 (always | 0000_0000h | 13.5.2/255
reads 0)
w
4004_D084 |Global Pin Control High Register (PORTE_GPCHR) 32 (always | 0000_0000h | 13.5.3/255
reads 0)
4004_DOAO |Interrupt Status Flag Register (PORTE_ISFR) 32 wic 0000_0000h | 13.5.4/256
4004_DO0CO |Digital Filter Enable Register (PORTE_DFER) 32 R/W | 0000_0000h | 13.5.5/256
4004_D0C4 |Digital Filter Clock Register (PORTE_DFCR) 32 R/W | 0000_0000h | 13.5.6/257
4004_DO0C8 |Digital Filter Width Register (PORTE_DFWR) 32 R/W | 0000_0000h | 13.5.7/257
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13.5.1 Pin Control Register n (PORTx_PCRn)

NOTE

See the Signal Multiplexing and Pin Assignment chapter for the
reset value of this device.

See the GPIO Configuration section for details on the available
functions for each pin.

Do not modify pin configuration registers associated with pins
not available in your selected package. All unbonded pins not
available in your package will default to DISABLE state for
lowest power consumption.

Address: Base address + Oh offset + (4d x i), where i=0d to 31d
24 | 23 22 21 20 19 18 17 16

Bit 31 30 29 28 27 26 25

IRQC

Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0
R 0 0 0
LK MUX DSE | ODE | PFE SRE | PE PS
w
Reset 0 0 0 0 0 * * * 0 * 0 * 0 * * *
* Notes:

MUX field: Varies by port. See Signal Multiplexing and Signal Descriptions chapter for reset values per port.
DSE field: Varies by port. See the Signal Multiplexing and Signal Descriptions chapter for reset values per port.
PFE field: Varies by port. See Signal Multiplexing and Signal Descriptions chapter for reset values per port.
SRE field: Varies by port. See Signal Multiplexing and Signal Descriptions chapter for reset values per port.

PE field: Varies by port. See Signal Multiplexing and Signal Descriptions chapter for reset values per port.

PS field: Varies by port. See Signal Multiplexing and Signal Descriptions chapter for reset values per port.

PORTx_PCRn field descriptions

Field Description
31-25 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
24 Interrupt Status Flag
ISF
The pin interrupt configuration is valid in all digital pin muxing modes.

Table continues on the next page...
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PORTx_PCRn field descriptions (continued)

Field

Description

0 Configured interrupt is not detected.

1 Configured interrupt is detected. If the pin is configured to generate a DMA request, then the
corresponding flag will be cleared automatically at the completion of the requested DMA transfer.
Otherwise, the flag remains set until a logic 1 is written to the flag. If the pin is configured for a level
sensitive interrupt and the pin remains asserted, then the flag is set again immediately after it is
cleared.

23-20
Reserved

This field is reserved.
This read-only field is reserved and always has the value 0.

19-16
IRQC

Interrupt Configuration

The pin interrupt configuration is valid in all digital pin muxing modes. The corresponding pin is configured
to generate interrupt/DMA request as follows:

0000 Interrupt Status Flag (ISF) is disabled.
0001 ISF flag and DMA request on rising edge.
0010 ISF flag and DMA request on falling edge.
0011 ISF flag and DMA request on either edge.
0100 Reserved.

0101 Reserved.

0110 Reserved.

0111 Reserved.

1000 ISF flag and Interrupt when logic O.

1001 ISF flag and Interrupt on rising-edge.
1010 ISF flag and Interrupt on falling-edge.
1011 ISF flag and Interrupt on either edge.
1100 ISF flag and Interrupt when logic 1.

1101 Reserved.

1110 Reserved.

1111 Reserved.

15
LK

Lock Register

0 Pin Control Register fields [15:0] are not locked.
1 Pin Control Register fields [15:0] are locked and cannot be updated until the next system reset.

14-11
Reserved

This field is reserved.
This read-only field is reserved and always has the value 0.

10-8
MUX

Pin Mux Control

Not all pins support all pin muxing slots. Unimplemented pin muxing slots are reserved and may result in
configuring the pin for a different pin muxing slot.

The corresponding pin is configured in the following pin muxing slot as follows:

000 Pin disabled (Alternative 0) (analog).
001 Alternative 1 (GPIO).

010 Alternative 2 (chip-specific).

011 Alternative 3 (chip-specific).

100 Alternative 4 (chip-specific).

101 Alternative 5 (chip-specific).

110 Alternative 6 (chip-specific).

111 Alternative 7 (chip-specific).

Table continues on the next page...
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PORTx_PCRn field descriptions (continued)

Field Description
7 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
6 Drive Strength Enable
DSE

Drive strength configuration is valid in all digital pin muxing modes.

0 Low drive strength is configured on the corresponding pin, if pin is configured as a digital output.
1 High drive strength is configured on the corresponding pin, if pin is configured as a digital output.

5 Open Drain Enable

ODE
Open drain configuration is valid in all digital pin muxing modes.

0 Open drain output is disabled on the corresponding pin.
1 Open drain output is enabled on the corresponding pin, if the pin is configured as a digital output.

4 Passive Filter Enable

PFE
Passive filter configuration is valid in all digital pin muxing modes.

0 Passive input filter is disabled on the corresponding pin.

1 Passive input filter is enabled on the corresponding pin, if the pin is configured as a digital input. Refer
to the device data sheet for filter characteristics.

3 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
2 Slew Rate Enable
SRE

Slew rate configuration is valid in all digital pin muxing modes.

0 Fast slew rate is configured on the corresponding pin, if the pin is configured as a digital output.
1 Slow slew rate is configured on the corresponding pin, if the pin is configured as a digital output.

1 Pull Enable
PE

Pull configuration is valid in all digital pin muxing modes.

0 Internal pullup or pulldown resistor is not enabled on the corresponding pin.
1 Internal pullup or pulldown resistor is enabled on the corresponding pin, if the pin is configured as a
digital input.

0 Pull Select

Pull configuration is valid in all digital pin muxing modes.

0 Internal pulldown resistor is enabled on the corresponding pin, if the corresponding PE field is set.
1 Internal pullup resistor is enabled on the corresponding pin, if the corresponding PE field is set.
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13.5.2 Global Pin Control Low Register (PORTx_GPCLR)
Only 32-bit writes are supported to this register.

Address: Base address + 80h offset
Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

W GPWE GPWD
ResetOO00000000000000|0000000000000000

PORTx_GPCLR field descriptions

Field Description

31-16 Global Pin Write Enable
GPWE

Selects which Pin Control Registers (15 through 0) bits [15:0] update with the value in GPWD. If a
selected Pin Control Register is locked then the write to that register is ignored.

0 Corresponding Pin Control Register is not updated with the value in GPWD.
1 Corresponding Pin Control Register is updated with the value in GPWD.

GPWD Global Pin Write Data

Write value that is written to all Pin Control Registers bits [15:0] that are selected by GPWE.

13.5.3 Global Pin Control High Register (PORTx_GPCHR)
Only 32-bit writes are supported to this register.

Address: Base address + 84h offset
Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

w GPWE GPWD
ResetOOOOOOO000000000|0000000000000000

PORTx_GPCHR field descriptions

Field Description

31-16 Global Pin Write Enable
GPWE

Selects which Pin Control Registers (31 through 16) bits [15:0] update with the value in GPWD. If a
selected Pin Control Register is locked then the write to that register is ignored.

0 Corresponding Pin Control Register is not updated with the value in GPWD.
1 Corresponding Pin Control Register is updated with the value in GPWD.

GPWD Global Pin Write Data

Write value that is written to all Pin Control Registers bits [15:0] that are selected by GPWE.
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13.5.4 Interrupt Status Flag Register (PORTx_ISFR)

The pin interrupt configuration is valid in all digital pin muxing modes. The Interrupt
Status Flag for each pin is also visible in the corresponding Pin Control Register, and
each flag can be cleared in either location.

Address: Base address + AOh offset
Bit31302928272625242322212019181716|1514131211109876543210
R ISF

w wic

ResetOO00000000000000|0000000000000000

PORTX_ISFR field descriptions

Field Description

ISF Interrupt Status Flag

Each bit in the field indicates the detection of the configured interrupt of the same number as the field.

0 Configured interrupt is not detected.

1 Configured interrupt is detected. If the pin is configured to generate a DMA request, then the
corresponding flag will be cleared automatically at the completion of the requested DMA transfer.
Otherwise, the flag remains set until a logic 1 is written to the flag. If the pin is configured for a level
sensitive interrupt and the pin remains asserted, then the flag is set again immediately after it is
cleared.

13.5.5 Digital Filter Enable Register (PORTx_DFER)

The corresponding bit is read only for pins that do not support a digital filter. Refer to the
Chapter of Signal Multiplexing and Signal Descriptions for the pins that support digital
filter.

The digital filter configuration is valid in all digital pin muxing modes.

Address: Base address + COh offset
Bit 31 30 29 28 27 26 25 24 23 22 21 2019181716|1514131211 10 9 8 7 6 5 4 3 2 1 0

R
W DFE

ResetOO00000000000000|0000000000000000

PORTx_DFER field descriptions

Field Description
DFE Digital Filter Enable
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PORTx_DFER field descriptions (continued)

Field Description

The digital filter configuration is valid in all digital pin muxing modes. The output of each digital filter is
reset to zero at system reset and whenever the digital filter is disabled. Each bit in the field enables the
digital filter of the same number as the field.

0 Digital filter is disabled on the corresponding pin and output of the digital filter is reset to zero.
1 Digital filter is enabled on the corresponding pin, if the pin is configured as a digital input.

13.5.6 Digital Filter Clock Register (PORTx_DFCR)
This register is read only for ports that do not support a digital filter.

The digital filter configuration is valid in all digital pin muxing modes.

Address: Base address + C4h offset
Bt 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

PORTx_DFCR field descriptions

Field Description
31-1 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
0 Clock Source
Cs

The digital filter configuration is valid in all digital pin muxing modes. Configures the clock source for the
digital input filters. Changing the filter clock source must be done only when all digital filters are disabled.

0 Digital filters are clocked by the bus clock.
1 Digital filters are clocked by the LPO clock.

13.5.7 Digital Filter Width Register (PORTx_DFWR)
This register is read only for ports that do not support a digital filter.

The digital filter configuration is valid in all digital pin muxing modes.
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Address: Base address + C8h offset
Bit 31 30 29 28 27 26 25 24 23 22 21 2019181716|1514131211 10 9 8 7 6 5 4 3 2 1 0

R 0 FILT
w
Reset 0 O 0 0O 0O O OO OOOOTOUOUOO|OOOOOOOOOOO OOUOOOTUOTGO

PORTx_DFWR field descriptions

Field Description
31-5 This field is reserved.

Reserved This read-only field is reserved and always has the value 0.
FILT Filter Length

The digital filter configuration is valid in all digital pin muxing modes. Configures the maximum size of the
glitches, in clock cycles, that the digital filter absorbs for the enabled digital filters. Glitches that are longer
than this register setting will pass through the digital filter, and glitches that are equal to or less than this
register setting are filtered. Changing the filter length must be done only after all filters are disabled.

13.6 Functional description

13.6.1 Pin control
Each port pin has a corresponding Pin Control register, PORT_PCRn, associated with it.

The upper half of the Pin Control register configures the pin's capability to either
interrupt the CPU or request a DMA transfer, on a rising/falling edge or both edges as
well as a logic level occurring on the port pin. It also includes a flag to indicate that an
interrupt has occurred. The LK bit (bit 15 of Pin Control Register PCRn) locks the lower
16 bits of each Pin Control register and blocks any writes to that register until the next
system reset.

The lower half of the Pin Control register configures the following functions for each pin
within the 32-bit port.

e Pullup or pulldown enable

* Drive strength and slew rate configuration
* Open drain enable

* Passive input filter enable

* Pin Muxing mode

The functions apply across all digital pin muxing modes and individual peripherals do not
override the configuration in the Pin Control register. For example, if an I?C function is
enabled on a pin, that does not override the pullup or open drain configuration for that
pin.
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When the Pin Muxing mode is configured for analog or is disabled, all the digital
functions on that pin are disabled. This includes the pullup and pulldown enables, output
buffer enable, input buffer enable, and passive filter enable.

A lock field also exists that allows the configuration for each pin to be locked until the
next system reset. When locked, writes to the lower half of that pin control register are
ignored, although a bus error is not generated on an attempted write to a locked register.

The configuration of each Pin Control register is retained when the PORT module is
disabled.

Whenever a pin is configured in any digital pin muxing mode, the input buffer for that
pin is enabled allowing the pin state to be read via the corresponding GPIO Port Data
Input Register (GPIO_PDIR) or allowing a pin interrupt or DMA request to be generated.
If a pin is ever floating when its input buffer is enabled, then this can cause an increase in
power consumption and must be avoided. A pin can be floating due to an input pin that is
not connected or an output pin that has tri-stated (output buffer is disabled).

Enabling the internal pull resistor (or implementing an external pull resistor) will ensure a
pin does not float when its input buffer is enabled; note that the internal pull resistor is
automatically disabled whenever the output buffer is enabled allowing the Pull Enable bit
to remain set. Configuring the Pin Muxing mode to disabled or analog will disable the
pin’s input buffer and results in the lowest power consumption.

13.6.2 Gilobal pin control

The two global pin control registers allow a single register write to update the lower half
of the pin control register on up to 16 pins, all with the same value. Registers that are
locked cannot be written using the global pin control registers.

The global pin control registers are designed to enable software to quickly configure
multiple pins within the one port for the same peripheral function. However, the interrupt
functions cannot be configured using the global pin control registers.

The global pin control registers are write-only registers, that always read as 0.

13.6.3 External interrupts

The external interrupt capability of the PORT module is available in all digital pin
muxing modes provided the PORT module is enabled.

Each pin can be individually configured for any of the following external interrupt
modes:
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* Interrupt disabled, default out of reset

* Active high level sensitive interrupt

» Active low level sensitive interrupt

» Rising edge sensitive interrupt

» Falling edge sensitive interrupt

* Rising and falling edge sensitive interrupt

* Rising edge sensitive DMA request

 Falling edge sensitive DMA request

* Rising and falling edge sensitive DMA request

The interrupt status flag is set when the configured edge or level is detected on the pin or
at the output of the digital input filter, if the digital input digital filter is enabled. When
not in Stop mode, the input is first synchronized to the bus clock to detect the configured
level or edge transition.

The PORT module generates a single interrupt that asserts when the interrupt status flag
is set for any enabled interrupt for that port. The interrupt negates after the interrupt status
flags for all enabled interrupts have been cleared by writing a logic 1 to the ISF flag in
either the PORT_ISFR or PORT_PCRn registers.

The PORT module generates a single DMA request that asserts when the interrupt status
flag is set for any enabled DMA request in that port. The DMA request negates after the
DMA transfer is completed, because that clears the interrupt status flags for all enabled
DMA requests.

During Stop mode, the interrupt status flag for any enabled interrupt is asynchronously
set if the required level or edge is detected. This also generates an asynchronous wake-up
signal to exit the Low-Power mode.

13.6.4 Digital filter

The digital filter capabilities of the PORT module are available in all digital Pin Muxing
modes if the PORT module is enabled.

The clock used for all digital filters within one port can be configured between the bus
clock or the LPO clock. This selection must be changed only when all digital filters for
that port are disabled. If the digital filters for a port are configured to use the bus clock,
then the digital filters are bypassed for the duration of Stop mode. While the digital filters
are bypassed, the output of each digital filter always equals the input pin, but the internal
state of the digital filters remains static and does not update due to any change on the
input pin.
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The filter width in clock size is the same for all enabled digital filters within one port and
must be changed only when all digital filters for that port are disabled.

The output of each digital filter is logic zero after system reset and whenever a digital
filter is disabled. After a digital filter is enabled, the input is synchronized to the filter
clock, either the bus clock or the LPO clock. If the synchronized input and the output of
the digital filter remain different for a number of filter clock cycles equal to the filter
width register configuration, then the output of the digital filter updates to equal the
synchronized filter input.

The minimum latency through a digital filter equals two or three filter clock cycles plus
the filter width configuration register.
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Chapter 14
System Integration Module (SIM)

14.1 Introduction

The System Integration Module (SIM) provides system control and chip configuration
registers.

14.1.1 Features
Features of the SIM include:

» System clocking configuration
» System clock divide values
 Architectural clock gating control
* USB clock selection and divide values
» SDHC clock source selection
* Flash and system RAM size configuration
» USB regulator configuration
* FlexTimer external clock, hardware trigger, and fault source selection
 UARTO and UART]1 receive/transmit source selection/configuration
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14.2 Memory map and register definition

The SIM module contains many fields for selecting the clock source and dividers for

various module clocks. See the Clock Distribution chapter for more information,

including block diagrams and clock definitions.

NOTE

The SIM_SOPTI and SIM_SOPTI1CFG registers are located at
a different base address than the other SIM registers.

SIM memory map

Absolute

address Register name (iv:i:itt:) Access | Reset value S:c;t;c;n/
(hex)

4004_7000 |System Options Register 1 (SIM_SOPT1) 32 R/W See section | 14.2.1/265
4004_7004 |SOPT1 Configuration Register (SIM_SOPT1CFG) 32 R/W | 0000_0000h | 14.2.2/267
4004_8004 |System Options Register 2 (SIM_SOPT2) 32 R/W 0000_1000h | 14.2.3/268
4004_800C |System Options Register 4 (SIM_SOPT4) 32 R/W | 0000_0000h | 14.2.4/271

4004_8010 |System Options Register 5 (SIM_SOPT5) 32 R/W | 0000_0000h | 14.2.5/274
4004_8018 |System Options Register 7 (SIM_SOPT7) 32 R/W | 0000_0000h | 14.2.6/275
4004_801C |System Options Register 8 (SIM_SOPT8) 32 R/W | 0000_0000h | 14.2.7/277
4004_8020 |System Options Register 9 (SIM_SOPT9) 32 R/W 0000_0000h | 14.2.8/279
4004_8024 |System Device Identification Register (SIM_SDID) 32 R See section | 14.2.9/280
4004_8028 |System Clock Gating Control Register 1 (SIM_SCGCH1) 32 R/W | 0000_0000h | 14.2.10/282
4004_802C |System Clock Gating Control Register 2 (SIM_SCGC?2) 32 R/W | 0000_0000h | 14.2.11/283
4004_8030 |System Clock Gating Control Register 3 (SIM_SCGC3) 32 R/W | 0000_0000h | 14.2.12/286
4004_8034 |System Clock Gating Control Register 4 (SIM_SCGC4) 32 R/W FO010_0030h | 14.2.13/287
4004_8038 |System Clock Gating Control Register 5 (SIM_SCGCS5) 32 R/W 0004_0182h | 14.2.14/289
4004_803C |System Clock Gating Control Register 6 (SIM_SCGC6) 32 R/W 4000_0001h | 14.2.15/291
4004_8040 |System Clock Gating Control Register 7 (SIM_SCGC?7) 32 R/W | 0000_0006h | 14.2.16/294
4004_8044 |System Clock Divider Register 1 (SIM_CLKDIV1) 32 R/W See section | 14.2.17/295
4004_8048 |System Clock Divider Register 2 (SIM_CLKDIV2) 32 R/W 0000_0000h | 14.2.18/297
4004_804C |Flash Configuration Register 1 (SIM_FCFG1) 32 R See section | 14.2.19/298
4004_8050 |Flash Configuration Register 2 (SIM_FCFG2) 32 R See section | 14.2.20/299
4004_8054 |Unique Identification Register High (SIM_UIDH) 32 R See section | 14.2.21/300
4004_8058 |Unique Identification Register Mid-High (SIM_UIDMH) 32 R See section | 14.2.22/300
4004_805C |Unique Identification Register Mid Low (SIM_UIDML) 32 R See section | 14.2.23/301
4004_8060 |Unique Identification Register Low (SIM_UIDL) 32 R See section | 14.2.24/301
4004_8064 |System Clock Divider Register 3 (SIM_CLKDIV3) 32 R/W 0000_0000h | 14.2.25/302
4004_8068 |System Clock Divider Register 4 (SIM_CLKDIV4) 32 R/W | 0000_0000h | 14.2.26/303
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Chapter 14 System Integration Module (SIM)

14.2.1 System Options Register 1 (SIM_SOPT1)

NOTE
The SOPTT register is only reset on POR or LVD.

Address: 4004_7000h base + 0h offset = 4004_7000h

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

OSC32KSEL

USBREGEN
USBSSTBY
USBVSTBY

Reset 1* 0* 0* 0* 0* 0* 0* 0* 0* 0* 0* 0* 0* 0* 0* 0*

Bit

R RAMSIZE

Reset

* Notes:
¢ x = Undefined at reset.

SIM_SOPT1 field descriptions

Field Description

31 USB voltage regulator enable
USBREGEN
Controls whether the USB voltage regulator is enabled.

0 USB voltage regulator is disabled.
1 USB voltage regulator is enabled.

30 USB voltage regulator in standby mode during Stop, VLPS, LLS and VLLS modes.
USBSSTBY

Controls whether the USB voltage regulator is placed in standby mode during Stop, VLPS, LLS and VLLS
modes.

0 USB voltage regulator not in standby during Stop, VLPS, LLS and VLLS modes.
1 USB voltage regulator in standby during Stop, VLPS, LLS and VLLS modes.

Table continues on the next page...
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SIM_SOPT1 field descriptions (continued)

Field Description
29 USB voltage regulator in standby mode during VLPR and VLPW modes
USBVSTBY

Controls whether the USB voltage regulator is placed in standby mode during VLPR and VLPW modes.

0 USB voltage regulator not in standby during VLPR and VLPW modes.
1 USB voltage regulator in standby during VLPR and VLPW modes.

28-20 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
19-18 32K oscillator clock select
OSC32KSEL

Selects the 32 kHz clock source (ERCLK32K) for TSl,and LPTMR. This field is reset only on POR/LVD.

00 System oscillator (OSC32KCLK)
01 Reserved

10 RTC 32.768kHz oscillator

11 LPO1kHz

17-16 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

15-12 RAM size
RAMSIZE

This field specifies the amount of system RAM available on the device.

0001 8KB
0011 16 KB
0100 24 KB
0101 32 KB
0110 48 KB
0111 64 KB
1000 96 KB
1001 128 KB
1011 256 KB

11-6 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

Reserved This field is reserved.
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14.2.2 SOPT1 Configuration Register (SIM_SOPT1CFQG)

NOTE
The SOPT1CFG register is reset on System Reset not VLLS.

Address: 4004_7000h base + 4h offset = 4004_7004h

Bit 31 30 29 28 27 26 25
R 0 w w
= =
D) %)
0] >
w D >
Reset 0 0 0 0 0 0 0
Bt 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0
R 0 0 0

SIM_SOPT1CFG field descriptions

Field Description
31-27 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
26 USB voltage regulator stop standby write enable
USSWE

Writing one to the USSWE bit allows the SOPT1 USBSSTBY bit to be written. This register bit clears after
a write to USBSSTBY.

0 SOPT1 USBSSTBY cannot be written.
1 SOPT1 USBSSTBY can be written.

25 USB voltage regulator VLP standby write enable
UVSWE

Writing one to the UVSWE bit allows the SOPT1 USBVSTBY bit to be written. This register bit clears after
a write to USBVSTBY.

0 SOPT1 USBVSTBY cannot be written.

1 SOPT1 USBVSTBY can be written.

24 USB voltage regulator enable write enable
URWE

Writing one to the URWE bit allows the SOPT1 USBREGEN bit to be written. This register bit clears after
a write to USBREGEN.

0 SOPT1 USBREGEN cannot be written.
1 SOPT1 USBREGEN can be written.

Table continues on the next page...
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SIM_SOPT1CFG field descriptions (continued)

Field Description
23-10 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
9-8 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
Reserved This field is reserved.
This read-only field is reserved and always has the value 0.

14.2.3 System Options Register 2 (SIM_SOPT2)

SOPT?2 contains the controls for selecting many of the module clock source options on
this device. See the Clock Distribution chapter for more information including clocking
diagrams and definitions of device clocks.

Address: 4004_7000h base + 1004h offset = 4004_8004h

e
©

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 17 16

R

SDHCSRC TPMSRC | FLEXIOSRC PLLFLLSEL

EMVSIMSRC
LPUARTSRC
USBSRC

o
o
o
o
o

Reset 0 0 0 0 0 0 0 0 0 0 0

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
L w
R 0 2 0 0 5 0
3 e)
Q FBSL CLKOUTSEL |Xd
@) O
w < O
[any =
[ o

o

Reset 0 0 0 1 0 0 0 0 0 0 0

SIM_SOPT2 field descriptions

Field Description

31-30 EMVSIM Module Clock Source Select
EMVSIMSRC

Selects the clock source for the EMVSIM transmit and receive clock.

00 Clock disabled

01 MCGFLLCLK , or MCGPLLCLK, or IRC48M clock as selected by SOPT2[PLLFLLSEL], and then
divided by the PLLFLLCLK fractional divider as configured by SIM_CLKDIV3[PLLFLLFRAC,
PLLFLLDIV].

10 OSCERCLK clock

11 MCGIRCLK clock

Table continues on the next page...
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SIM_SOPT2 field descriptions (continued)

Field Description

29-28 SDHC clock source select
SDHCSRC
Selects the clock source for the SDHC clock .

00 Core/system clock.

01 MCGFLLCLK, or MCGPLLCLK, or IRC48M clock as selected by SOPT2[PLLFLLSEL].
10 OSCERCLK clock

11 External bypass clock (SDHCO_CLKIN)

27-26 LPUART clock source select
LPUARTSRC
Selects the clock source for the LPUART transmit and receive clock.

00 Clock disabled

01 MCGFLLCLK , or MCGPLLCLK, or IRC48M clock as selected by SOPT2[PLLFLLSEL], and then
divided by the PLLFLLCLK fractional divider as configured by SIM_CLKDIV3[PLLFLLFRAC,
PLLFLLDIV].

10 OSCERCLK clock
11  MCGIRCLK clock

25-24 TPM clock source select
TPMSRC
Selects the clock source for the TPM counter clock

00 Clock disabled

01 MCGFLLCLK , or MCGPLLCLK, or IRC48M clock as selected by SOPT2[PLLFLLSEL], and then
divided by the PLLFLLCLK fractional divider as configured by SIM_CLKDIV3[PLLFLLFRAC,
PLLFLLDIV].

10 OSCERCLK clock
11 MCGIRCLK clock

23-22 FlexlO Module Clock Source Select
FLEXIOSRC
Selects the clock source for the FlexlO transmit and receive clock.

00 System clock

01 MCGFLLCLK , or MCGPLLCLK, or IRC48M clock as selected by SOPT2[PLLFLLSEL], and then
divided by the PLLFLLCLK fractional divider as configured by SIM_CLKDIV3[PLLFLLFRAC,
PLLFLLDIV].

10 OSCERCLK clock
11 MCGIRCLK clock

21-19 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
18 USB clock source select
USBSRC

Selects the clock source for the USB 48 MHz clock.

0 External bypass clock (USB_CLKIN).

1 MCGFLLCLK, or MCGPLLCLK, or IRC48M clock as selected by SOPT2[PLLFLLSEL], and then
divided by the USB fractional divider as configured by SIM_CLKDIV2[USBFRAC, USBDIV].

17-16 PLL/FLL clock select

PLLFLLSEL
Selects the high frequency clock for various peripheral clocking options.

00 MCGFLLCLK clock

Table continues on the next page...
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SIM_SOPT2 field descriptions (continued)

Field Description

01 MCGPLLCLK clock
10 Reserved
11 IRC48 MHz clock

15-13 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
12 Debug trace clock select
TRACECLKSEL

Selects the core/system clock, or MCG output clock (MCGOUTCLK) divided by the TRACECLK fractional
divider as configured by SIM_CLKDIV4[TRACEFRAC, TRACEDIV] as the trace clock source.

0 MCGOUTCLK, divided by the TRACECLK fractional divider as configured by
SIM_CLKDIV4[TRACEFRAC, TRACEDIV]

1 Core/system clock

11 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
10 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
9-8 FlexBus security level
FBSL

If flash security is enabled, then this field affects what CPU operations can access off-chip via the
FlexBus or SDRAMinterface. This field has no effect if flash security is not enabled.

00 All off-chip accesses (instruction and data) via the FlexBus or SDRAM are disallowed.
01  All off-chip accesses (instruction and data) via the FlexBus or SDRAM are disallowed.
10 Off-chip instruction accesses are disallowed. Data accesses are allowed.

11 Off-chip instruction accesses and data accesses are allowed.

7-5 CLKOUT select
CLKOUTSEL

Selects the clock to output on the CLKOUT pin.

000 FlexBus CLKOUT
001 Reserved

010 Flash clock

011 LPO clock (1 kHz)
100 MCGIRCLK

101 RTC 32.768kHz clock
110 OSCERCLKO

111 IRC 48 MHz clock

4 RTC clock out select
RTCCLKOUTSEL

Selects either the RTC 1 Hz clock or the 32.768kHz clock to be output on the RTC_CLKOUT pin.

0 RTC 1 Hz clock is output on the RTC_CLKOUT pin.
1 RTC 32.768kHz clock is output on the RTC_CLKOUT pin.

Reserved This field is reserved.
This read-only field is reserved and always has the value 0.
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Chapter 14 System Integration Module (SIM)

14.2.4 System Options Register 4 (SIM_SOPT4)

Address: 4004_7000h base + 100Ch offset = 4004_800Ch

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16
o o o o 1 1 1 1 Q O (@]
R|® n n n L L w L 0 i o o 0
— o — o wn wn o (9] wn wn n
Q18,180 1861 312|153 z 2 2
ECIECIECIEC| Q | O | O | Q O O O
[+2) (a0} o o [s2] N e (=} a Y] -
e le lg | |E|E|E|E - 2
TR TR (1N TN L. L IS I8 E E E
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0
R 0 '9 0 ,‘2 0 E 0 0 i E
— 1 - - -
[ [T T [ [T
() [ - o )
= = = = =
w = ~ [ E ~
L L [T L L
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

SIM_SOPT4 field descriptions

Field Description

31 FlexTimer 3 Hardware Trigger 1 Source Select
FTM3TRG1SRC
Selects the source of FTM3 hardware trigger 1.

0 Reserved
1 FTM2 channel match drives FTM3 hardware trigger 1

30 FlexTimer 3 Hardware Trigger 0 Source Select
FTM3TRGOSRC
Selects the source of FTM3 hardware trigger 0.

0 Reserved
1 FTM1 channel match drives FTM3 hardware trigger O

29 FlexTimer 0 Hardware Trigger 1 Source Select
FTMOTRG1SRC
Selects the source of FTMO hardware trigger 1.

0 PDB output trigger 1 drives FTMO hardware trigger 1
1 FTM2 channel match drives FTMO hardware trigger 1

28 FlexTimer 0 Hardware Trigger 0 Source Select
FTMOTRGOSRC
Selects the source of FTMO hardware trigger 0.

0 HSCMPO output drives FTMO hardware trigger O
1 FTM1 channel match drives FTMO hardware trigger O

27 FlexTimer 3 External Clock Pin Select
FTM3CLKSEL

Selects the external pin used to drive the clock to the FTM3 module.

Table continues on the next page...
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SIM_SOPT4 field descriptions (continued)

Field Description

NOTE: The selected pin must also be configured for the FTM3 module external clock function through
the appropriate pin control register in the port control module.

0 FTMS external clock driven by FTM_CLKO pin.
1 FTMS3 external clock driven by FTM_CLK1 pin.

26 FlexTimer 2 External Clock Pin Select
FTM2CLKSEL

Selects the external pin used to drive the clock to the FTM2 module.

NOTE: The selected pin must also be configured for the FTM2 module external clock function through
the appropriate pin control register in the port control module.

0 FTM2 external clock driven by FTM_CLKO pin.
1 FTM2 external clock driven by FTM_CLK1 pin.

25 FTM1 External Clock Pin Select
FTM1CLKSEL

Selects the external pin used to drive the clock to the FTM1 module.

NOTE: The selected pin must also be configured for the FTM external clock function through the
appropriate pin control register in the port control module.

0 FTM_CLKO pin
1 FTM_CLK1 pin

24 FlexTimer 0 External Clock Pin Select
FTMOCLKSEL

Selects the external pin used to drive the clock to the FTMO module.

NOTE: The selected pin must also be configured for the FTM external clock function through the
appropriate pin control register in the port control module.

0 FTM_CLKO pin
1 FTM_CLK1 pin

23 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
22 FTM2 channel 1 input capture source select
FTM2CH1SRC

0 FTM2_CH1 signal
1 Exclusive OR of FTM2_CH1, FTM2_CHO and FTM1_CH1.

21-20 FTM2 channel 0 input capture source select
FTM2CHOSRC

Selects the source for FTM2 channel 0 input capture.

NOTE: When the FTM is not in input capture mode, clear this field.

00 FTM2_CHO signal
01 CMPO output

10 CMP1 output

11  Reserved

19-18 FTM1 channel 0 input capture source select
FTM1CHOSRC
Selects the source for FTM1 channel 0 input capture.

NOTE: When the FTM is not in input capture mode, clear this field.

Table continues on the next page...
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SIM_SOPT4 field descriptions (continued)

Field

Description

00 FTM1_CHO signal

01 CMPO output

10 CMP1 output

11 USB start of frame pulse

17-13
Reserved

This field is reserved.
This read-only field is reserved and always has the value 0.

12
FTM3FLTO

FTM3 Fault 0 Select
Selects the source of FTM3 fault 0.

NOTE: The pin source for fault 0 must be configured for the FTM module fault function through the
appropriate PORTX pin control register.

0 FTM3_FLTO pin
1 CMPO out

11-9
Reserved

This field is reserved.
This read-only field is reserved and always has the value 0.

8
FTM2FLTO

FTM2 Fault 0 Select
Selects the source of FTM2 fault 0.

NOTE: The pin source for fault 0 must be configured for the FTM module fault function through the
appropriate PORTX pin control register.

0 FTM2_FLTO pin
1 CMPO out

7-5
Reserved

This field is reserved.
This read-only field is reserved and always has the value 0.

4
FTM1FLTO

FTM1 Fault O Select

Selects the source of FTM1 fault 0.

NOTE: The pin source for fault 0 must be configured for the FTM module fault function through the
appropriate pin control register in the port control module.

0 FTM1_FLTO pin
1 CMPO out

3
Reserved

This field is reserved.
This read-only field is reserved and always has the value 0.

2
Reserved

This field is reserved.
This read-only field is reserved and always has the value 0.

1
FTMOFLT1

FTMO Fault 1 Select

Selects the source of FTMO fault 1.

NOTE: The pin source for fault 1 must be configured for the FTM module fault function through the
appropriate pin control register in the port control module.

0 FTMO_FLT1 pin
1 CMP1 out

0
FTMOFLTO

FTMO Fault 0 Select

Table continues on the next page...
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SIM_SOPT4 field descriptions (continued)

Field Description
Selects the source of FTMO fault 0.

NOTE: The pin source for fault 0 must be configured for the FTM module fault function through the
appropriate pin control register in the port control module.

0 FTMO_FLTO pin
1 CMPO out

14.2.5 System Options Register 5 (SIM_SOPT5)

Address: 4004_7000h base + 1010h offset = 4004_8010h

Bit 31 30 29 28 27 26 25 24 23 22

N
e

2019181716|1514131211109876543210

<>/<) o) Q %)
R 0 o - o a 0
ColEo|Bou|B
X | | |
< < < <
w -} - > )
o o o o
- - - -~
Resst 0 0O O 0O 0O O OO OOOOOUOUOOU OO OOOOUOOOOOOOOOODO
SIM_SOPTS5 field descriptions
Field Description
31-24 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
23-22 LPUART1 receive data source select
LPUART1RXSRC
Selects the source for the LPUART1 receive data.
00 LPUART1_RX pin
01 CMPO output
10 CMP1 output
11 Reserved
21-20 LPUART1 transmit data source select
LPUART1TXSRC
Selects the source for the LPUARTO transmit data.
00 LPUART1_TX pin
01 LPUART1_TX pin modulated with TPM1 channel 0 output
10 LPUARTO_TX pin modulated with TPM2 channel 0 output
11 Reserved
19-18 LPUARTO receive data source select
LPUARTORXSRC
Selects the source for the LPUARTO receive data.
00 LPUARTO_RX pin
01 CMPO output

Table continues on the next page...
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SIM_SOPTS5 field descriptions (continued)

Field Description
10 CMP1 output
11  Reserved

17-16 LPUARTO transmit data source select
LPUARTOTXSRC

Selects the source for the LPUARTO transmit data.

00 LPUARTO_TX pin

01 LPUARTO_TX pin modulated with TPM1 channel 0 output
10 LPUARTO_TX pin modulated with TPM2 channel 0 output
11 Reserved

Reserved This field is reserved.
This read-only field is reserved and always has the value 0.

14.2.6 System Options Register 7 (SIM_SOPT7)

Address: 4004_7000h base + 1018h offset = 4004_8018h

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

R 0

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0
&5 3
R 0 e 0 e
& ;
3 T o ADCOTRGSEL
S 5
w 8 3
< <C

o
o
o
o
o

Reset 0 0 0 0 0 0 0 0 0 0 0

SIM_SOPT7 field descriptions

Field Description
31-16 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
15-8 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
7 ADCO alternate trigger enable
ADCOALTTRGEN
Enable alternative conversion triggers for ADCO.

Table continues on the next page...
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SIM_SOPTY field descriptions (continued)

Field Description
0 PDB trigger selected for ADCO.
1 Alternate trigger selected for ADCO.

6-5 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
4 ADCO pretrigger select
ADCOPRETRGSEL

Selects the ADCO pre-trigger source when alternative triggers are enabled through ADCOALTTRGEN.
This field is not used when the TPM trigger source is selected.

0 Pre-trigger A
1 Pre-trigger B

ADCOTRGSEL |ADCO trigger select

Selects the ADCO trigger source when alternative triggers are functional in stop and VLPS modes. .

0000 PDB external trigger pin input (PDBO_EXTRG)
0001 High speed comparator 0 output

0010 High speed comparator 1 output

0011 Reserved

0100 PIT trigger 0

0101 PIT trigger 1

0110 PIT trigger 2

0111 PIT trigger 3

1000 FTMO trigger

1001 FTMA1 trigger

1010 FTM2 trigger

1011 FTMS3 trigger

1100 RTC alarm

1101 RTC seconds

1110 Low-power timer (LPTMR) trigger

1111 TPM1 channel O (A pretrigger) and channel 1 (B pretrigger)
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14.2.7 System Options Register 8 (SIM_SOPT8)

Address: 4004_7000h base + 101Ch offset = 4004_801Ch

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
o o o o o o o o o o o o o o o o
A2 12 12 |12 |8 |& |2 |2 |2 |2 |8 |2 |8 |8 |2 |2
I I I I I I I I I I I I I I I I
go|go|ge|ge|ge|go|ge|ge (8o |go|ge|ge |8 |go|ge|ge
(2] [<2] 2] [<2] 2] [<2] 2] [<2] o o o o o o o o
Wi = = = = = = = = = = = = = = = =
[ = = = = = = [ = = = = = [ = [
L L L L L L L [T L (18 L (TR L L L L
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0
= = = =
R 0 m m m m
[©] O [G] O
= p pd p
> > > >
0 %) »n %)
(8] A — o
= = = =
= = = =
L (TR L [T
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
SIM_SOPTS field descriptions
Field Description
31 FTM3 channel 7 output source
FTM30OCH7SRC
0 FTMS3_CH?7 pin is output of FTM3 channel 7 output
1 FTM3_CH?7 pin is output of FTM3 channel 7 output modulated by FTM2 channel 1 output.
30 FTM3 channel 6 output source
FTM3OCHBSRC
0 FTM3_CHS6 pin is output of FTM3 channel 6 output
1 FTM3_CHBS6 pin is output of FTM3 channel 6 output modulated by FTM2 channel 1 output.
29 FTM3 channel 5 output source
FTM3OCH5SRC
0 FTMB3_CHS pin is output of FTM3 channel 5 output
1 FTM3_CHS5 pin is output of FTM3 channel 5 output modulated by FTM2 channel 1 output.
28 FTMS3 channel 4 output source
FTM3OCH4SRC
0 FTM3_CH4 pin is output of FTM3 channel 4 output
1 FTM3_CH4 pin is output of FTM3 channel 4 output modulated by FTM2 channel 1 output.
27 FTM3 channel 3 output source
FTM30OCH3SRC
0 FTMS3_CH3 pin is output of FTM3 channel 3 output
1 FTM3_CH3 pin is output of FTM3 channel 3 output modulated by FTM2 channel 1 output.
26 FTM3 channel 2 output source
FTM3OCH2SRC
0 FTM3_CH2 pin is output of FTM3 channel 2 output
1 FTM3_CH2 pin is output of FTM3 channel 2 output modulated by FTM2 channel 1 output.
25 FTM3 channel 1 output source
FTM3OCH1SRC
Table continues on the next page...
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SIM_SOPTS field descriptions (continued)

Field Description
0 FTMS3_CH1 pin is output of FTM3 channel 1 output
1 FTM3_CH1 pin is output of FTM3 channel 1 output modulated by FTM2 channel 1 output.
24 FTM3 channel 0 output source
FTM3OCHOSRC
0 FTMB3_CHO pin is output of FTM3 channel 0 output
1 FTM3_CHO pin is output of FTM3 channel 0 output modulated by FTM2 channel 1 output.
23 FTMO channel 7 output source
FTMOOCH7SRC
0 FTMO_CH?7 pin is output of FTMO channel 7 output
1 FTMO_CH?7 pin is output of FTMO channel 7 output, modulated by FTM1 channel 1 output
22 FTMO channel 6 output source
FTMOOCH6SRC
0 FTMO_CHS6 pin is output of FTMO channel 6 output
1 FTMO_CHB®6 pin is output of FTMO channel 6 output, modulated by FTM1 channel 1 output
21 FTMO channel 5 output source
FTMOOCH5SRC
0 FTMO_CHS5 pin is output of FTMO channel 5 output
1 FTMO_CHS5 pin is output of FTMO channel 5 output, modulated by FTM1 channel 1 output
20 FTMO channel 4 output source
FTMOOCH4SRC
0 FTMO_CH4 pin is output of FTMO channel 4 output
1 FTMO_CH4 pin is output of FTMO channel 4 output, modulated by FTM1 channel 1 output
19 FTMO channel 3 output source
FTMOOCH3SRC
0 FTMO_CHS pin is output of FTMO channel 3 output
1 FTMO_CHS pin is output of FTMO channel 3 output, modulated by FTM1 channel 1 output
18 FTMO channel 2 output source
FTMOOCH2SRC
0 FTMO_CH2 pin is output of FTMO channel 2 output
1 FTMO_CH2 pin is output of FTMO channel 2 output, modulated by FTM1 channel 1 output
17 FTMO channel 1 output source
FTMOOCH1SRC
0 FTMO_CH/1 pin is output of FTMO channel 1 output
1 FTMO_CH1 pin is output of FTMO channel 1 output, modulated by FTM1 channel 1 output
16 FTMO channel 0 output source
FTMOOCHOSRC
0 FTMO_CHO pin is output of FTMO channel 0 output
1 FTMO_CHO pin is output of FTMO channel 0 output, modulated by FTM1 channel 1 output
154 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
3 FTM3 Hardware Trigger 0 Software Synchronization
FTM3SYNCBIT
0 No effect.
1 Write 1 to assert the TRIGO input to FTMS3, software must clear this bit to allow other trigger sources
to assert.
2 FTM2 Hardware Trigger 0 Software Synchronization
FTM2SYNCBIT

Table continues on the next page...
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SIM_SOPTS field descriptions (continued)

to assert.

Field Description
0 No effect.
1 Write 1 to assert the TRIGO input to FTM2, software must clear this bit to allow other trigger sources
to assert.
1 FTM1 Hardware Trigger O Software Synchronization
FTM1SYNCBIT
0 No effect.
1 Write 1 to assert the TRIGO input to FTM1, software must clear this bit to allow other trigger sources
to assert.
0 FTMO Hardware Trigger O Software Synchronization
FTMOSYNCBIT
0 No effect

1 Write 1 to assert the TRIGO input to FTMO, software must clear this bit to allow other trigger sources

14.2.8 System Options Register 9 (SIM_SOPT9)

Address: 4004_7000h base + 1020h offset = 4004_8020h

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16
3 | o 2 2
R 0 0 0
%) 17}
<< 2 2
O (@) (@) (@]
A = C\l -
W S s = =
o o o o
= — (= (=
Reset 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0
R 0

SIM_SOPT?9 field descriptions

Field Description
31-27 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
26 TPM2 External Clock Pin Select
TPM2CLKSEL

Selects the external pin used to drive the clock to the TPM2 module.

appropriate pin control register in the port control module.

0 TPM_CLKINO pin
1 TPM_CLKIN1 pin

NOTE: The selected pin must also be configured for the TPM external clock function through the

Table continues on the next page...
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SIM_SOPT9 field descriptions (continued)

Field Description

25 TPM1 External Clock Pin Select
TPM1CLKSEL

Selects the external pin used to drive the clock to the TPM1 module.

NOTE: The selected pin must also be configured for the TPM external clock function through the
appropriate pin control register in the port control module.

0 TPM_CLKINO pin
1 TPM_CLKIN1 pin

24-22 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
21-20 TPM2 channel 0 input capture source select
TPM2CHOSRC

Selects the source for TPM2 channel 0 input capture.

NOTE: When the TPM is not in input capture mode, clear this field.

00 TPM2_CHO signal
01 CMPO output

10 CMP1 output

11 Reserved

19-18 TPM1 channel 0 input capture source select
TPM1CHOSRC
Selects the source for TPM1 channel 0 input capture.

NOTE: When the TPM is not in input capture mode, clear this field.

00 TPM1_CHO signal
01 CMPO output

10 CMP1 output

11  Reserved

Reserved This field is reserved.
This read-only field is reserved and always has the value 0.

14.2.9 System Device Identification Register (SIM_SDID)

Address: 4004_7000h base + 1024h offset = 4004_8024h

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R| FAMILYID | SUBFAMID | SERIESID 0 REVID DIEID FAMID PINID

*

* *

Reset x* x* x* X* X* x* xX* x* x* x* x* x* 0 0 O O|x* x* x*x* 1 O 1 1 1 x* x* x* x* x* x* x*

* Notes:
¢ x = Undefined at reset.
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SIM_SDID field descriptions

Field

Description

31-28
FAMILYID

Kinetis Family ID
Specifies the Kinetis family of the device.

0000 KOx Family
0001 K1x Family
0010 K2x Family
0011  K3x Family
0100 K4x Family
0110 K6x Family
0111 K7x Family
1000 K8x Family

27-24
SUBFAMID

Kinetis Sub-Family ID
Specifies the Kinetis sub-family of the device.

0000 Kx0 Subfamily
0001 Kx1 Subfamily (tamper detect)
0010 Kx2 Subfamily
0011 Kx3 Subfamily (tamper detect)
0100 Kx4 Subfamily
0101 Kx5 Subfamily (tamper detect)
0110 Kx6 Subfamily

23-20
SERIESID

Kinetis Series ID
Specifies the Kinetis series of the device.

0000 Kinetis K series
0001 Kinetis L series
0101 Kinetis W series
0110 Kinetis V series

19-16
Reserved

This field is reserved.
This read-only field is reserved and always has the value 0.

15-12
REVID

Device revision number

Specifies the silicon implementation number for the device.

11-7
DIEID

Device Die ID

Specifies the silicon feature set identication number for the device.

6-4
FAMID

Kinetis family identification

This field is maintained for compatibility only, but has been superceded by the SERIESID, FAMILYID and
SUBFAMID fields in this register.

000 K1x Family (without tamper)

001 K2x Family (without tamper)

010 KB8x Family or K1x/K6x Family (with tamper)
011  K4x Family or K2x Family (with tamper)

100 K6x Family (without tamper)

101 K7x Family

Table continues on the next page...
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SIM_SDID field descriptions (continued)

Field Description

110 Reserved
111  Reserved

PINID Pincount identification

Specifies the pincount of the device.

0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

Reserved
Reserved

32-pin

Reserved

48-pin

64-pin

80-pin

81-pin or 121-pin
100-pin

121-pin

144-pin

Custom pinout (WLCSP)
169-pin
Reserved
256-pin
Reserved

14.2.10 System Clock Gating Control Register 1 (SIM_SCGC1)

Address: 4004_7000h base + 1028h offset = 4004_8028h

Bit 31 30 29 28 27 26 25 24 23 22 21 20

19 18 17 16

SIM_SCGC1 field descriptions

Field Description
31-25 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
24 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
23-22 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

Table continues on the next page...
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SIM_SCGC1 field descriptions (continued)

Field Description
21 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
20-12 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
11 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
10 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
9-8 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
7 I12C3 Clock Gate Control
12C3

This bit controls the clock gate to the 12C3 module.

0 Clock disabled
1 Clock enabled

6 12C2 Clock Gate Control
12C2

This bit controls the clock gate to the 12C2 module.

0 Clock disabled
1 Clock enabled

Reserved This field is reserved.
This read-only field is reserved and always has the value 0.

14.2.11 System Clock Gating Control Register 2 (SIM_SCGC2)

Address: 4004_7000h base + 102Ch offset = 4004_802Ch

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16
<t ~— o

Rl o 0 0 A = = 0 0
> |2 | @
w > >
w| o 3 | 8|8
— L L

o
o
o
o

Reset 0 0 0 0 0 0 0 0

Bit 15 14 13 12 11 10

©
[ee]
N
[«
(6]
IS

DACO

TPM2

TPM1
LPUART3

o| LPUART2
LPUART1
o| LPUARTO

o
o
o
o
o

Reset 0 0 0

o
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SIM_SCGC2 field descriptions

Field Description
31 FlexIO Clock Gate Control
FLEXIO
This bit controls the clock gate to the FlexlO module.
0 Clock disabled
1 Clock enabled
30-27 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
26 QSPI Clock Gate Control
QSPI
This bit controls the clock gate to the QuadSPI module.
0 Clock disabled
1 Clock enabled
25-23 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
22 LPUART4 Clock Gate Control
LPUART4
This bit controls the clock gate to the LPUART4 module.
0 Clock disabled
1 Clock enabled
21 EMVSIM1 Clock Gate Control
EMVSIM1
This bit controls the clock gate to the EMVSIM1 module.
0 Clock disabled
1 Clock enabled
20 EMVSIMO Clock Gate Control
EMVSIMO
This bit controls the clock gate to the EMVSIMO module.
0 Clock disabled
1 Clock enabled
19-18 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
17 LTC Clock Gate Control
LTC
This bit controls the clock gate to the LTC module.
0 Clock disabled
1 Clock enabled
16-14 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
13 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
12 DACO Clock Gate Control
DACO

This bit controls the clock gate to the DACO module.

Table continues on the next page...
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SIM_SCGC2 field descriptions (continued)

Field Description
0 Clock disabled
1 Clock enabled
11 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
10 TPM2 Clock Gate Control
TPM2
This bit controls the clock gate to the TPM2 module.
0 Clock disabled
1 Clock enabled
9 TPM1 Clock Gate Control
TPM1
This bit controls the clock gate to the TPM1 module.
0 Clock disabled
1 Clock enabled
8 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
7 LPUART3 Clock Gate Control
LPUART3
This bit controls the clock gate to the LPUART3 module.
0 Clock disabled
1 Clock enabled
6 LPUART2 Clock Gate Control
LPUART2
This bit controls the clock gate to the LPUART2 module.
0 Clock disabled
1 Clock enabled
5 LPUART1 Clock Gate Control
LPUART1
This bit controls the clock gate to the LPUART1 module.
0 Clock disabled
1 Clock enabled
4 LPUARTO Clock Gate Control
LPUARTO
This bit controls the clock gate to the LPUARTO module.
0 Clock disabled
1 Clock enabled
31 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
0 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
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14.2.12 System Clock Gating Control Register 3 (SIM_SCGC3)

Address: 4004_7000h base + 1030h offset = 4004_8030h

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0

SIM_SCGCS3 field descriptions

Field Description
31 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
30 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
29-28 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
27 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
26 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
25 FTM3 Clock Gate Control
FTM3

This bit controls the clock gate to the FTM3 module.

0 Clock disabled
1 Clock enabled

24 FTM2 Clock Gate Control
FTM2

This bit controls the clock gate to the FTM2 module.

0 Clock disabled
1 Clock enabled

23-18 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
17 SDHC Clock Gate Control
SDHC

This bit controls the clock gate to the SDHC module.

Table continues on the next page...
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SIM_SCGCS3 field descriptions (continued)

Field Description

0 Clock disabled
1 Clock enabled

16-13 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
12 SPI2 Clock Gate Control
SPI2

This bit controls the clock gate to the SPI2 module.

0 Clock disabled
1 Clock enabled

11-5 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
4 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
31 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
0 TRNG Clock Gate Control
TRNG

This bit controls the clock gate to the TRNG module.

0 Clock disabled
1 Clock enabled

14.2.13 System Clock Gating Control Register 4 (SIM_SCGC4)

Address: 4004_7000h base + 1034h offset = 4004_8034h

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16
R 1 0 O] 0
—
VREF| CMP | Q
n
=
Reset 1 1 1 1 0 0 0 0 0 0 0 1 0 0
Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0
R 0 0 0 0 0 0 1 0 0

CMT | EWM

SIM_SCGCA4 field descriptions

Field Description
31-28 This field is reserved.
Reserved This read-only field is reserved and always has the value 1.

Table continues on the next page...
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SIM_SCGCA4 field descriptions (continued)

Field Description
27-21 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
20 VREF Clock Gate Control
VREF
This bit controls the clock gate to the VREF module.
0 Clock disabled
1 Clock enabled
19 Comparator Clock Gate Control
CMP
This bit controls the clock gate to the comparator module.
0 Clock disabled
1 Clock enabled
18 USB Clock Gate Control
USBOTG
This bit controls the clock gate to the USB module.
0 Clock disabled
1 Clock enabled
17-14 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
13 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
12 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
11 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
10 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
9-8 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
7 I12C1 Clock Gate Control
12C1
This bit controls the clock gate to the | 2 C1 module.
0 Clock disabled
1 Clock enabled
6 I12C0 Clock Gate Control
12C0
This bit controls the clock gate to the | 2 CO module.
0 Clock disabled
1 Clock enabled
5-4 This field is reserved.
Reserved This read-only field is reserved and always has the value 1.
3 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
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Field Description

2 CMT Clock Gate Control
CMT

This bit controls the clock gate to the CMT module.

0 Clock disabled
1 Clock enabled

1 EWM Clock Gate Control
EWM

This bit controls the clock gate to the EWM module.

0 Clock disabled
1 Clock enabled

0 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

14.2.14 System Clock Gating Control Register 5 (SIM_SCGCS5)

Address: 4004_7000h base + 1038h offset = 4004_8038h

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

R 0 1 0

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0

Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0
R 0 w | o|o|ao|« 1 0 b
= = = = =
o o o o o TSI | =2
o |oco|o| o | o E
w T a T a T Q
Reset 0 0 0 0 0 0 0 0 0

SIM_SCGCS field descriptions

Field Description
31-19 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
18 This field is reserved.
Reserved This read-only field is reserved and always has the value 1.
17-14 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
13 Port E Clock Gate Control
PORTE
This bit controls the clock gate to the Port E module.

Table continues on the next page...
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SIM_SCGCS field descriptions (continued)

Field Description
0 Clock disabled
1 Clock enabled
12 Port D Clock Gate Control
PORTD
This bit controls the clock gate to the Port D module.
0 Clock disabled
1 Clock enabled
11 Port C Clock Gate Control
PORTC
This bit controls the clock gate to the Port C module.
0 Clock disabled
1 Clock enabled
10 Port B Clock Gate Control
PORTB
This bit controls the clock gate to the Port B module.
0 Clock disabled
1 Clock enabled
9 Port A Clock Gate Control
PORTA
This bit controls the clock gate to the Port A module.
0 Clock disabled
1 Clock enabled
8-7 This field is reserved.
Reserved This read-only field is reserved and always has the value 1.
6 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
5 TSI Clock Gate Control
TSI
This bit controls the clock gate to the TSI module.
0 Clock disabled
1 Clock enabled
4 LPTMR1 Clock Gate Control
LPTMR1
This bit controls software access to the LPTMR1 module.
0 Access disabled
1 Access enabled
3-2 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
1 This field is reserved.
Reserved This read-only field is reserved and always has the value 1.
0 Low Power Timer Access Control
LPTMR

This bit controls software access to the Low Power Timer module.

Table continues on the next page...
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SIM_SCGCS field descriptions (continued)

Field

Description

0 Access disabled
1 Access enabled

14.2.15 System Clock Gating Control Register 6 (SIM_SCGC®6)

DACO, FTM2 can be accessed through both AIPSO and AIPS1. When accessing through

AIPS1, define the clock gate control bits in the SCGC2 and SCGC3. When accessing

through AIPSO, define the clock gate control bits in SCGC6. See the Chip Configuration

chapter for the base addresses of FTM2, and DACO accessed via AIPSO and AIPS].

Address: 4004_7000h base + 103Ch offset = 4004_803Ch

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 1 0 o
3 3 || 5|2 2
=z RTC a = = = PIT | PDB | @ CRC
[m) < L (T [T %)
w )
Reset 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8 | 7 6 5 4 3 2 1 0
R 0 0 0 0 0 0 é
128 SPI1 | SPIO 2 | FTF
w 3
Reset 0 0 0 0 0 1
SIM_SCGCE6 field descriptions
Field Description
31 DACO Clock Gate Control
DACO
This bit controls the clock gate to the DACO module.
0 Clock disabled
1 Clock enabled
30 This field is reserved.
Reserved This read-only field is reserved and always has the value 1.
29 RTC Access Control
RTC

This bit controls software access and interrupts to the RTC module.

0 Access and interrupts disabled
1 Access and interrupts enabled

Table continues on the next page...

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

Freescale Semiconductor, Inc.

201



\
Y

4
A

wmemory map and register definition

SIM_SCGCE6 field descriptions (continued)

Field Description
28 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
27 ADCO Clock Gate Control
ADCO
This bit controls the clock gate to the ADCO module.
0 Clock disabled
1 Clock enabled
26 FTM2 Clock Gate Control
FTM2
This bit controls the clock gate to the FTM2 module.
0 Clock disabled
1 Clock enabled
25 FTM1 Clock Gate Control
FTM1
This bit controls the clock gate to the FTM1 module.
0 Clock disabled
1 Clock enabled
24 FTMO Clock Gate Control
FTMO
This bit controls the clock gate to the FTMO module.
0 Clock disabled
1 Clock enabled
23 PIT Clock Gate Control
PIT
This bit controls the clock gate to the PIT module.
0 Clock disabled
1 Clock enabled
22 PDB Clock Gate Control
PDB
This bit controls the clock gate to the PDB module.
0 Clock disabled
1 Clock enabled
21 USB DCD Clock Gate Control
USBDCD
This bit controls the clock gate to the USB DCD module.
0 Clock disabled
1 Clock enabled
20-19 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
18 CRC Clock Gate Control
CRC

This bit controls the clock gate to the CRC module.

Table continues on the next page...
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SIM_SCGCE6 field descriptions (continued)

Field Description
0 Clock disabled
1 Clock enabled
17-16 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
15 I2S Clock Gate Control
12S
This bit controls the clock gate to the | 2 S module.
0 Clock disabled
1 Clock enabled
14 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
13 SPI1 Clock Gate Control
SPI1
This bit controls the clock gate to the SPI1 module.
0 Clock disabled
1 Clock enabled
12 SPI0 Clock Gate Control
SPIO
This bit controls the clock gate to the SPI0 module.
0 Clock disabled
1 Clock enabled
11-10 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
9 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
8-5 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
4 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
3-2 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
1 DMA Mux Clock Gate Control
DMAMUX
This bit controls the clock gate to the DMA Mux module.
0 Clock disabled
1 Clock enabled
0 Flash Memory Clock Gate Control
FTF

This bit controls the clock gate to the flash memory. Flash reads are still supported while the flash memory

is clock gated, but entry into low power modes is blocked.

0 Clock disabled
1 Clock enabled
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14.2.16 System Clock Gating Control Register 7 (SIM_SCGC?7)

Address: 4004_7000h base + 1040h offset = 4004_8040h

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

Reset 0 0 0 0 0 0 0 0 0 0 0 0

o
o
o
o

Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0
R 0 6] 2]
= 3
S |MPU|DMA | X
L
a
) T
0 1 1 0

SIM_SCGCY7 field descriptions

Field Description
314 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
3 SDRAMC Clock Gate Control
SDRAMC

This bit controls the clock gate to the SDRAMC module.

0 Clock disabled
1 Clock enabled

2 MPU Clock Gate Control
MPU

This bit controls the clock gate to the MPU module.

0 Clock disabled
1 Clock enabled

1 DMA Clock Gate Control
DMA

This bit controls the clock gate to the DMA module.

0 Clock disabled
1 Clock enabled

0 FlexBus Clock Gate Control
FLEXBUS

This bit controls the clock gate to the FlexBus module.

0 Clock disabled
1 Clock enabled
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14.2.17 System Clock Divider Register 1 (SIM_CLKDIV1)

When updating CLKDIV1, update all fields using the one write command. Attempting to
write an invalid clock ratio to the CLKDIV1 register will cause the write to be ignored.
The maximum divide ratio that can be programmed between core/system clock and the
other divided clocks is divide by 8. When OUTDIV1 equals 0000 (divide by 1), the other
dividers cannot be set higher than 0111 (divide by 8).

NOTE
The CLKDIV1 register cannot be written to when the device is
in VLPR mode.

Address: 4004_7000h base + 1044h offset = 4004_8044h

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
R
w
Reset 0* 0* 0* 0* 0* O0* 0* O* O* O0* O* O* O* 0 O0* 1*|0* O0* 0* O* O* 0* 0* O* O* 0 0* 0* O* 0" 0* O

SIM_CLKDIV1 field descriptions

Field Description

OUTDIV1 OuUTDIV2 OUTDIV3 OuUTDIV4

31-28 Clock 1 output divider value
OUTDIV1
This field sets the divide value for the core/system clock from MCGOUTCLK. At the end of reset, it is

loaded with either 0000 or 0111 depending on FTF_FOPT[LPBOOT].

0000 Divide-by-1.
0001 Divide-by-2.
0010 Divide-by-3.
0011 Divide-by-4.
0100 Divide-by-5.
0101 Divide-by-6.
0110 Divide-by-7.
0111 Divide-by-8.
1000 Divide-by-9.
1001 Divide-by-10.
1010 Divide-by-11.
1011 Divide-by-12.
1100 Divide-by-13.
1101 Divide-by-14.
1110 Divide-by-15.
1111 Divide-by-16.

2724 Clock 2 output divider value
OUTDIV2

This field sets the divide value for the bus clock from MCGOUTCLK. At the end of reset, it is loaded with
either 0000 or 0111 depending on FTF_FOPT[LPBOOT]. The bus clock frequency must be an integer
divide of the core/system clock frequency.

Table continues on the next page...

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

Freescale Semiconductor, Inc. 295




A\ 4
N
wmemory map and register definition

SIM_CLKDIV1 field descriptions (continued)

Field Description
0000 Divide-by-1.
0001 Divide-by-2.
0010 Divide-by-3.
0011 Divide-by-4.
0100 Divide-by-5.
0101 Divide-by-6.
0110 Divide-by-7.
0111 Divide-by-8.
1000 Divide-by-9.
1001 Divide-by-10.
1010 Divide-by-11.
1011  Divide-by-12.
1100 Divide-by-13.
1101 Divide-by-14.
1110 Divide-by-15.
1111 Divide-by-16.

23-20 Clock 3 output divider value
OUTDIV3

This field sets the divide value for the FlexBus clock (external pin FB_CLK) from MCGOUTCLK. At the
end of reset, it is loaded with either 0001 or 1111 depending on FTF_FOPT[LPBOOT]. The FlexBus clock
frequency must be an integer divide of the system clock frequency.

0000 Divide-by-1.
0001 Divide-by-2.
0010 Divide-by-3.
0011 Divide-by-4.
0100 Divide-by-5.
0101 Divide-by-6.
0110 Divide-by-7.
0111 Divide-by-8.
1000 Divide-by-9.
1001 Divide-by-10.
1010 Divide-by-11.
1011 Divide-by-12.
1100 Divide-by-13.
1101 Divide-by-14.
1110 Divide-by-15.
1111 Divide-by-16.

19-16 Clock 4 output divider value
OuUTDIV4

This field sets the divide value for the flash clock from MCGOUTCLK. At the end of reset, it is loaded with
either 0001 or 1111 depending on FTF_FOPT[LPBOOT]. The flash clock frequency must be an integer
divide of the system clock frequency.

0000 Divide-by-1.
0001 Divide-by-2.
0010 Divide-by-3.
0011  Divide-by-4.
0100 Divide-by-5.

Table continues on the next page...
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SIM_CLKDIV1 field descriptions (continued)

Field Description
0101 Divide-by-6.

0110 Divide-by-7.

0111  Divide-by-8.

1000 Divide-by-9.

1001 Divide-by-10.

1010 Divide-by-11.

1011 Divide-by-12.

1100 Divide-by-13.

1101  Divide-by-14.

1110 Divide-by-15.

1111 Divide-by-16.

Reserved This field is reserved.

This read-only field is reserved and always has the value 0.

14.2.18 System Clock Divider Register 2 (SIM_CLKDIV2)

Address: 4004_7000h base + 1048h offset = 4004_8048h

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

R 0

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8 | 7 6 5 4 3 2 1 0
O

R 0 é
USBDIV o

m

(%)

>

0 0 0 0

SIM_CLKDIV2 field descriptions

Field Description
314 This field is reserved.

Reserved This read-only field is reserved and always has the value 0.
31 USB clock divider divisor

USBDIV

This field sets the divide value for the fractional clock divider when the MCGFLLCLK, or MCGPLLCLK, or
IRC48M clock is the USB clock source (SOPT2[USBSRC] = 1).

Divider output clock = Divider input clock x [ (USBFRAC+1) / (USBDIV+1) ]

0 USB clock divider fraction
USBFRAC

This field sets the fraction multiply value for the fractional clock divider when the MCGFLLCLK, or
MCGPLLCLK, or IRC48M clock is the USB clock source (SOPT2[USBSRC] = 1).

Divider output clock = Divider input clock x [ (USBFRAC+1) / (USBDIV+1) ]
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14.2.19 Flash Configuration Register 1 (SIM_FCFG1)

Address: 4004_7000h base + 104Ch offset = 4004_804Ch

Bit 31

30 29 28 27 26 25 24 23 22

21 20 19 18 17 16

0 PFSIZE 0

Reset 0*

Bit 15

O* 0* O* 1 * 1 * 1 * 1 * 0* o*

14 13 12 11 10 9 8 7 6

O* 0* 1* 1* 1* 1*

FLASHDOZE
FLASHDIS

Reset 0* 0* (0 0* 1* 1* 1* 1* 0 0~ 0* 0~ 0* 0~ 0* 0~
SIM_FCFG1 field descriptions
Field Description
31-28 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
27-24 Program flash size
PFSIZE

reserved.

0011 32 KB of program flash memory
0101 64 KB of program flash memory
0111 128 KB of program flash memory
1001 256 KB of program flash memory
1011 512 KB of program flash memory
1101 1024 KB of program flash memory
1111 256 KB of program flash memory

This field specifies the amount of program flash memory available on the device . Undefined values are

Table continues on the next page...
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SIM_FCFG1 field descriptions (continued)

Field Description
23-20 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
19-16 This field is reserved.
Reserved This read-only field is reserved and always has the value 1.
15-12 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
11-8 This field is reserved.
Reserved This read-only field is reserved and always has the value 1.
7-2 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
1 Flash Doze
FLASHDOZE

When set, Flash memory is disabled for the duration of Wait mode. An attempt by the DMA or other bus
master to access the Flash when the Flash is disabled will result in a bus error. This bit should be clear
during VLP modes. The Flash will be automatically enabled again at the end of Wait mode so interrupt
vectors do not need to be relocated out of Flash memory. The wakeup time from Wait mode is extended
when this bit is set.

0 Flash remains enabled during Wait mode
1 Flash is disabled for the duration of Wait mode

0 Flash Disable
FLASHDIS
Flash accesses are disabled (and generate a bus error) and the Flash memory is placed in a low power
state. This bit should not be changed during VLP modes. Relocate the interrupt vectors out of Flash
memory before disabling the Flash.

0 Flash is enabled
1 Flash is disabled

14.2.20 Flash Configuration Register 2 (SIM_FCFG2)

Address: 4004_7000h base + 1050h offset = 4004_8050h

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

R| O MAXADDRO 1 MAXADDR1
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SIM_FCFG2 field descriptions

Field Description
31 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
30-24 Max address block 0
MAXADDRO

This field concatenated with 13 trailing zeros indicates the first invalid address of each program flash
block.

For example, if MAXADDRO = 0x20 the first invalid address of flash block 0 is 0x0004_0000. This would
be the MAXADDRQO value for a device with 256 KB program flash in flash block 0.

23 This field is reserved.
Reserved This read-only field is reserved and always has the value 1.
22-16 Max address block 1
MAXADDRHT

This field equals zero if there is only one program flash block, otherwise it equals the value of the
MAXADDRO field.

For example, with MAXADDRO = MAXADDRT1 = 0x20 the first invalid address of flash block 1 is 0x4_0000
+ 0x4_0000. This would be the MAXADDRT1 value for a device with 512 KB program flash memory across
two flash blocks and no FlexNVM.

Reserved This field is reserved.
This read-only field is reserved and always has the value 0.

14.2.21 Unique Identification Register High (SIM_UIDH)

Address: 4004_7000h base + 1054h offset = 4004_8054h

Bit31302928272625242322212019181716|1514131211109876543210

R uiD

Reset 0* 0* O* 0* O* O* 0* O* O* 0* O* 0* 0* O* 0* 0* O* 0* O* O* 0* O* 0* 0* O* 0* O* O* 0* O* O* 0*
SIM_UIDH field descriptions

Field Description

uiD Unique Identification

Unique identification for the device.

14.2.22 Unique ldentification Register Mid-High (SIM_UIDMH)

Address: 4004_7000h base + 1058h offset = 4004_8058h

Bit31302928272625242322212019181716|151413121110987654321O

R uiD

Reset 0* 0* O* 0* o* O* 0* O* 0* 0* O* 0* 0* O* 0* 0* O* 0* O* 0* 0* O* 0* 0* O* 0* o* O* 0* O* 0* 0*
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SIM_UIDMH field descriptions

Field Description

uiD Unique Identification

Unique identification for the device.

14.2.23 Unique ldentification Register Mid Low (SIM_UIDML)

Address: 4004_7000h base + 105Ch offset = 4004_805Ch

Bit31302928272625242322212019181716|1514131211109876543210

R uiD

Reset 0* 0* O* 0* O* O* 0* O* 0* 0* O* 0* 0* O* 0* 0* 0* 0* O* 0* 0* O* 0* 0* O* 0* O* O* 0* O* 0* 0*
SIM_UIDML field descriptions

Field Description

uiD Unique Identification

Unique identification for the device.

14.2.24 Unique Identification Register Low (SIM_UIDL)

Address: 4004_7000h base + 1060h offset = 4004_8060h

Bit31302928272625242322212019181716|1514131211109876543210

R uiD

Heset 0* O* O* 0* O* O* 0* O* 0* 0* o* 0* O* O* 0* 0* O* 0* O* 0* 0* 0* 0* O* O* 0* O* O* 0* O* 0* 0*
SIM_UIDL field descriptions

Field Description

uiD Unique Identification

Unique identification for the device.
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14.2.25 System Clock Divider Register 3 (SIM_CLKDIV3)

This register should only be written when the LPUART, EMVSIM,FlexIO and TPM
modules are disabled.

Address: 4004_7000h base + 1064h offset = 4004_8064h

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0

R 0 2

&

PLLFLLDIV =

[T

|

|

o

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

SIM_CLKDIVS field descriptions

Field Description
314 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
3-1 PLLFLL clock divider divisor
PLLFLLDIV

This field sets the divide value for the fractional clock divider used as a source for various peripheral
clocks. The source clock for the fractional clock divider is set by the SOPT2 PLLFLLSEL register bit.
Divider output clock = Divider input clock * ((PLLFLLFRAC+1)/(PLLFLLDIV+1))

0 PLLFLL clock divider fraction
PLLFLLFRAC

This field sets the divide value for the fractional clock divider used as a source for various peripherals. The
source clock for the fractional clock divider is set by the SOPT2 PLLFLLSEL register bit. Divider output
clock = Divider input clock*((PLLFLLFRAC+1)/(PLLFLLDIV+1))
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14.2.26 System Clock Divider Register 4 (SIM_CLKDIV4)
This register should only be written when the SOPT2 TRACECLKSEL register bit is set.

Address: 4004_7000h base + 1068h offset = 4004_8068h

Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

R 0

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0

R 0 2

i

TRACEDIV w

(@)

<

o

'_

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

SIM_CLKDIV4 field descriptions

Field Description
314 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
3-1 Trace clock divider divisor
TRACEDIV

This field sets the divide value for the MCGCLKOUT fractional clock divider used as a source for trace
clock. The source clock for the trace clock is set by the SOPT2 TRACECLKSEL register bit. Divider output
clock = Divider input clock * ((TRACEFRAC+1)/(TRACEDIV+1))

0 Trace clock divider fraction
TRACEFRAC

This field sets the divide value for the MCGCLKOUT fractional clock divider used as a source for trace
clock. The source clock for the trace clock is set by the SOPT2 TRACECLKSEL register bit. Divider output
clock = Divider input clock*((TRACEFRAC+1)/(TRACEDIV+1))

14.3 Functional description

For more information about the functions of SIM, see the Introduction section.
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EMV SIM

15.1 Chip-specific EMVSIM information

15.1.1 Overview

The EMV_SIM (Euro/Mastercard/Visa/SIM Serial Interface Module) is a module that
supports ISO-7816 protocol. For more information, please see Introduction

15.1.2 EMV_SIM Instantiations

This device contains 2 EMV_SIM modules. This section describes how each module 1s
configured on this device.

15.2 Introduction

The Euro, MasterCard, Visa Subscriber Identification Module (EMV SIM) is designed to
facilitate communication to Smart Cards compatible to the EMV ver4.3 standard (Book
1) and Smart Cards compatible with ISO/IEC 7816-3 Standard.

15.2.1 Features

The EMV SIM module supports the following features:
» Supports Smart Cards based on the EMV Standard v4.3 and ISO 7816-3 standard
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* Independent clock for SIM logic (transmitter + receiver) and independent clock for
register read-write interface

* 16 byte deep FIFO for transmitter and receiver

* Automatic NACK generation on parity error and receiver FIFO overflow error

* Support for both Inverse and Direct conventions

* Re-transmission of byte upon Smart Card NACK request with programmable
threshold of re-transmissions

* Auto detection of Initial Character in receiver and setting of data format (inverse or
direct)

* NACK detection in receiver

* Independent timers to measure character wait time, block wait time and block guard
time

* Two general purpose counters available for use by software application with
programmable clock selection for the counters

* DMA support available to transfer data to/from FIFOs. Programmable option
available to select interrupt or DMA feature

* Programmable Prescaler to generate the desired frequency for Card Clock and Baud
Rate Divisor to generate the internal ETU clocks for transmitter and receiver for any
F/D ratio

* Deep sleep wake-up via Smart Card presence detect interrupt

* Manual control of all Smart Card interface signals

e Automatic power down of port logic on Smart Card presence detect

* Support for 8-bit LRC and 16-bit CRC generation for bytes sent out from transmitter
and checking incoming message checksum for receiver

15.3 Block Diagram
Figure below shows the block diagram for the EMV SIM module.
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Figure 15-1. EMV SIM Block Diagram

15.4 Design Overview

The EMV SIM is designed to be compliant to the EMV ICC Specifications ver. 4.3
(dated Nov 2011) and the ISO-7816-3 standard.

The EMV SIM module is a block that is configured via the device's peripheral bus
interface. The module has 32-bit aligned memory mapped registers that are used to
configure and control the operations of the module. The software can write the transmit
bytes or read the received bytes using either interrupt operation or DMA operation. The
module can generate necessary DMA requests for the operation.

The module interfaces to the external card (Smart Card) via card clock, card reset, card
Vc enable and IO pins. The transmitter output from the module and the receiver input to
the module are connected to the same IO pin and used in the open drain configuration. A
pull-up resistor must be connected to the IO pin on board to allow proper functioning.

The key functional blocks in the module are clocking, transmitter and receiver which
control the interactions with the Smart Card. These blocks function on a clock that is
different and asynchronous to the register read/write clock. In order for the transmitter
and receiver to function properly, the respective configuration must be done before
enabling the transmitter or receiver.

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

Freescale Semiconductor, Inc. 307




vesigh Overview

The clocking module generates the card clock (output to Smart Card), and the internal
clocks for the transmitter and receiver. The internal clocks control the ETU period and
the sampling and driving of data on the IO line. The receive operation uses an internal
over-sampled clock that oversamples the received input at 16x times the ETU rate. The
prescaler generates the card clock in the range of 1 to 5 MHz with near 50% duty cycle
and the baud divider generates the internal ETU clocks for transmitter and receiver.

The transmitter comprises of a 16-byte deep FIFO to store the bytes to be sent to the
Smart Card. These bytes are sent to the Smart Card serially by the transmitter. The data
format (i.e. inverse or direct conversion) is supported and the byte is converted into the
right data format before being shifted out serially. The transmitter also supports
retransmission of the current byte on the reception of a NACK. The transmitter
automatically inserts NACK when the receiver indicates a parity or FIFO overflow error,
if configured to do so by software. The transmitter is not required to be enabled for this.
The transmitter also includes timer to insert the programmable guard time between the
transmitter bytes and general purpose timers to allow software performs certain
measurements. The status of the transmitter operation is intimated to software via
maskable interrupts.

The receiver comprises of a 16-byte deep FIFO to store the correctly received bytes from
the Smart Card. Software must ensure that it reads out the data from FIFO to prevent any
overflow when more bytes are sent from the card. The receiver can be configured to
detect the initial character. When configured to do so, the data format (direct or inverse
convention) is also determined by the receiver and appropriate bit is set in the register
map. Internal timers in the receiver measure the various wait times (Character, Block and
Guard). On reception of a byte, the receiver checks the byte for Parity Error (in T=0
mode) and Framing Error. It can then direct the transmitter to insert NACK on parity
error detection. For a block of bytes received, the receiver checks for LRC or CRC errors
(in T=1 mode). Other errors are stored as status for software to be aware of their
occurrence. The status of the receiver operation is intimated to software via maskable
interrupts.

In addition to the above blocks, the module also contains the 8-bit LRC and the 16-bit
CRC blocks that are common to the transmitter and receiver. Both transmitter and
receiver can use the LRC and CRC blocks and can insert the LRC or CRC into the byte
stream or check the validity of the input stream using the LRC and CRC values received.
Since transmit and receive operations are mutually exclusive, common LRC and CRC
blocks for the transmitter and receiver can be used.

The Smart Card interface signals, except IO, which is controlled by the transmitter and
receiver; are generated by the port control block which controls the assertion and de-
assertion of the clock, reset and VCC signals to Smart Card. It can do so manually
(software needs to explicitly write the necessary bits) or using auto power down wherein

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

308 Freescale Semiconductor, Inc.



Chapter 15 EMV SIM

the module can itself power down the Smart Card when configured to do so by software.
The port control block can also detect the Smart Card presence and generate necessary
interrupts to indicate the same.

15.5 Signal Description

The following table shows the user-accessible signals available on EMV SIM. See the
chip-level specification to find out which signals are actually connected to the external
pins.

Table 15-1. EMV SIM Signal Description

Signal Description /0
EMVSIM_SCLK Card Clock. Clock to Smart Card. o
EMVSIM_SRST Card Reset. Reset signal to Smart Card |O
EMVSIM_VCC_EN Card Power Enable. This signal controls |O
the power to Smart Card
EMVSIM_IO Card Data Line. Bi-directional data line. |I/O
EMVSIM_PD Card Presence Detect. Signal indicating ||
presence or removal of card
EMVSIM_PF External PMIC power fail indication. |

15.6 Memory Map and Registers

The memory map comprises of 32-bit aligned registers which can be accessed via 8-bit,
16-bit, or 32-bit accesses. Write access to reserved locations will generate transfer error.
Read access to reserved locations will also generate transfer error and the read data bus
will show all Os.

The module will not check for correctness of programmed values in the registers and
software must ensure that correct values are being written.

EMVSIM memory map

Absolute . .
address Register name W 'd.t h Access | Reset value Section/
(in bits) page
(hex)
400D_4000 |Version ID Register (EMVSIMO_VER_ID) 32 R 0000_0000h | 15.6.1/311
400D_4004 |Parameter Register (EMVSIMO_PARAM) 32 R 0000_1010h | 15.6.2/311
400D_4008 |Clock Configuration Register (EMVSIMO_CLKCFG) 32 R/W | 0000_0000h | 15.6.3/312
400D_400C |Baud Rate Divisor Register (EMVSIMO_DIVISOR) 32 R/W 0000_0174h | 15.6.4/313

Table continues on the next page...
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EMVSIM memory map (continued)

Absolute

address Register name (ivr\nligittl;) Access | Reset value S:c;t:;n/
(hex)
400D_4010 |Control Register (EMVSIMO_CTRL) 32 R/W 0100_0006h | 15.6.5/314
400D_4014 |Interrupt Mask Register (EMVSIMO_INT_MASK) 32 R/W | 0000_FFFFh | 15.6.6/318
400D_4018 |Receiver Threshold Register (EMVSIMO_RX_THD) 32 R/W 0000_0001h | 15.6.7/320
400D_401C |Transmitter Threshold Register (EMVSIMO_TX_THD) 32 R/W | 0000_000Fh | 15.6.8/321
400D_4020 |Receive Status Register (EMVSIMO_RX_STATUS) 32 wic 0000_0000h | 15.6.9/322
400D_4024 |Transmitter Status Register (EMVSIMO_TX_STATUS) 32 wic 0000_00B8h | 15.6.10/326
400D_4028 |Port Control and Status Register (EMVSIMO_PCSR) 32 R/W 0100_0000h | 15.6.11/329
400D_402C |Receive Data Read Buffer (EMVSIMO_RX_BUF) 32 R 0000_0000h | 15.6.12/331
w
400D_4030 |Transmit Data Buffer (EMVSIMO_TX_BUF) 32 (always | 0000_0000h | 15.6.13/332
reads 0)
400D_4034 (Téi‘/’l‘\fg‘l'a%rﬁ;ngETE; Value Register 32 R/W | 0000_0000h | 15.6.14/332
400D_4038 |Character Wait Time Value Register (EMVSIMO_CWT_VAL) 32 R/W | 0000_FFFFh | 15.6.15/333
400D_403C |Block Wait Time Value Register (EMVSIMO_BWT_VAL) 32 R/W | FFFF_FFFFh| 15.6.16/333
400D_4040 |Block Guard Time Value Register (EMVSIMO_BGT_VAL) 32 R/W 0000_0000h | 15.6.17/333
400D_4044 ﬁze“;‘sg'hﬁgjgosg&gf\t;i\rs Timeout Value Register 32 RW | 0000_FFFFh | 15.6.18/334
400D_4048 %eﬁsglhfgjgosg,\?%“_”\t/% Timeout Value 32 RW | 0000_FFFFh | 15.6.19/334
400D_5000 |Version ID Register (EMVSIM1_VER_ID) 32 R 0000_0000h | 15.6.1/311
400D_5004 |Parameter Register (EMVSIM1_PARAM) 32 R 0000_1010h | 15.6.2/311
400D_5008 |Clock Configuration Register (EMVSIM1_CLKCFG) 32 R/W | 0000_0000h | 15.6.3/312
400D_500C |Baud Rate Divisor Register (EMVSIM1_DIVISOR) 32 R/W 0000_0174h | 15.6.4/313
400D_5010 |Control Register (EMVSIM1_CTRL) 32 R/W 0100_0006h | 15.6.5/314
400D_5014 |Interrupt Mask Register (EMVSIM1_INT_MASK) 32 R/W | 0000_FFFFh | 15.6.6/318
400D_5018 |Receiver Threshold Register (EMVSIM1_RX_THD) 32 R/W 0000_0001h | 15.6.7/320
400D_501C |Transmitter Threshold Register (EMVSIM1_TX_THD) 32 R/W 0000_000Fh | 15.6.8/321
400D_5020 |Receive Status Register (EMVSIM1_RX_STATUS) 32 wic 0000_0000h | 15.6.9/322
400D_5024 |Transmitter Status Register (EMVSIM1_TX_STATUS) 32 wic 0000_00B8h | 15.6.10/326
400D_5028 |Port Control and Status Register (EMVSIM1_PCSR) 32 R/W 0100_0000h | 15.6.11/329
400D_502C |Receive Data Read Buffer (EMVSIM1_RX_BUF) 32 R 0000_0000h | 15.6.12/331
w
400D_5030 |Transmit Data Buffer (EMVSIM1_TX_BUF) 32 (always | 0000_0000h | 15.6.13/332
reads 0)

400D_5034 (Téi‘/’l‘\fgmr_?;fgéiﬁ)’ Value Register 32 R/W | 0000_0000h | 15.6.14/332
400D_5038 |Character Wait Time Value Register (EMVSIM1_CWT_VAL) 32 R/W | 0000_FFFFh | 15.6.15/333
400D_503C |Block Wait Time Value Register (EMVSIM1_BWT_VAL) 32 R/W | FFFF_FFFFh| 15.6.16/333
400D_5040 |Block Guard Time Value Register (EMVSIM1_BGT_VAL) 32 R/W 0000_0000h | 15.6.17/333

Table continues on the next page...
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Chapter 15 EMV SIM

Absolute . .
address Register name W 'd.t h Access | Reset value Section/
(in bits) page
(hex)
General Purpose Counter O Timeout Value Register
400D_5044 (EMVSIM1_GPCNTO_VAL) 32 R/W | 0000_FFFFh | 15.6.18/334
General Purpose Counter 1 Timeout Value
400D_5048 (EMVSIM1_GPCNT1_VAL) 32 R/W | 0000_FFFFh | 15.6.19/334
15.6.1 Version ID Register (EMVSIMx_VER_ID)
Version ID for the IP. It corresponds to the version of IP being used.
Address: Base address + Oh offset
Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16[15 14 13 12 11 10 9 8 6 5 4 2 1 0

VER

Rest 0 O 0 0 0O 0 0O OOO OOOUOU OO O|0OO OOOOOOOOOOODOOGODODO

EMVSIMx_VER_ID field descriptions

Field

Description

VER

Version ID of the module

EMV SIM Version Number used on the chip
31:16 - Major Version (example: 01.00)
15:0 - Minor Version (example: 01.00)

15.6.2 Parameter Register (EMVSIMx_PARAM)

This register provides details on the parameter settings that were used while including
this module in the chip.

Address: Base address + 4h offset

Bit 31

30 29 28 27 26 25 24 23 22 21 20 19 18

17 16|15 14 13 12 11 10 9 8

6 5 4

2 1 0

0

TX_FIFO_DEPTH

RX_FIFO_DEPTH

Reset 0 O 0 0O O O OO OO OOOOT OTG O|O OO 1
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EMVSIMx_PARAM field descriptions

Field Description
31-16 This field is reserved.

Reserved This read-only field is reserved and always has the value 0.
15-8 Transmit FIFO Depth

TX_FIFO_

DEPTH Value of parameter for Transmit FIFO Depth (in Bytes)

RX_FIFO_ Receive FIFO Depth
DEPTH

Value of parameter for Receive FIFO Depth (in Bytes)

15.6.3 Clock Configuration Register (EMVSIMx_CLKCFG)

This register provides configuration details to enable the right clock frequency of clocks
used by EMV SIM module.

Address: Base address + 8h offset
Bit 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

R 0 GPCNTO_ | GPCNT1_
Wi CLK SEL | CLK SEL CLK_PRSC

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

EMVSIMx_CLKCFG field descriptions

Field Description
31-12 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
11-10 General Purpose Counter 0 Clock Select
GPCNTO_CLK_ ) )
SEL Selects which clock source is used by EMV SIM Module general purpose counter 0. The only way to reset

the counter is to set these bits to zero. The counter will begin counting as soon as the clock input is
selected and the clocks are active. These input clocks are enabled through other register bits of the EMV
SIM module (KILL_CLOCK, RCV_EN, and XMT_EN). Counter is active while RCV_EN or XMT_EN are
set.

00 Disabled/ Reset (default)
01 Card Clock

10 Receive Clock

11 ETU Clock (transmit clock)

9-8 General Purpose Counter 1 Clock Select
GPCNT1_CLK_ . .
SEL Selects which clock source is used by EMV SIM Module general purpose counter 1. The only way to reset

the counter is to set these bits to zero. The counter will begin counting as soon as the clock input is
selected and the clocks are active. These input clocks are enabled through other register bits of the EMV

Table continues on the next page...

K82 Sub-Family Reference Manual, Rev. 2, 09/2015
312 Freescale Semiconductor, Inc.




g |

Chapter 15 EMV SIM
EMVSIMx_CLKCFG field descriptions (continued)

Field Description

SIM module (KILL_CLOCK, RCV_EN, and XMT_EN). Counter is active while RCV_EN or XMT_EN are
set.

00 Disabled/ Reset (default)
01 Card Clock

10 Receive Clock

11 ETU Clock (transmit clock)

CLK_PRSC Clock Prescaler Value

The value written to this register will determine the desired card clock frequency. The Card Clock
frequency is the EMV SIM Protocol (or logic) clock divided by this prescaler value. The prescaler value
should be updated only when card clock is disabled and transmitter and receiver are not operational.

0,1 Max Divide value used (default 0 is used)
2 Divide by 2
>2  Non-zero value will divide clock accordingly

15.6.4 Baud Rate Divisor Register (EMVSIMx_DIVISOR)

This regiter configures the divisor value to generate the baud clock which will drive the
card clock and also generate the transmit and receive clocks and respective ETUs.

Address: Base address + Ch offset
Bit 31 30 29 28 27 26 25 24 23 22 21 2019181716|1514131211 10 9 8 7 6 5 4 3 2 1 0

DIVISOR_VALUE

Reset 0 O 0 0O O O OOOOOOOOOOOOOOOOOTOT1TT11T1T 01 O0O0

EMVSIMx_DIVISOR field descriptions

Field Description
31-9 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
DIVISOR_ Divisor (F/D) Value
VALUE

The value written to this register will be used to generate the ETU bit period that will be used by the
transmitter and receiver. The divisor value is the integer result of F/D value; where F and D are the clock
rate conversion integer and baud rate adjustment integer, respectively, that required for the desired
operation. The value in this register can be changed when no transaction is active with the smart card.

When programming this field, the fractional part of F/D should be rounded off the nearest integer.
0-4 Invalid. As per ISO 7816 specification, minimum value of F/D is 5

372 Divisor value for F = 372 and D = 1 (default)
others Integer value of result of F/D
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15.6.5 Control Register (EMVSIMx_CTRL)

Address: Base address + 10h offset
Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
R 0

&) o
o o 3 < pd pd
A I I R I T I < | < | |5 |8
| Q o (“j U P O ! < o oS
= OI o o = Ol OI Ol Dl Dl 5 s O
ol I A e B - S-S
Z
w x o (@) -

Reset 0 0 0 0 0 0 0 1 0 0 0 0 0
Bit 15 14 13 12 11 3 2 1 0
R

¢
5|5 |8 5 | %
o o 5' < < ICM IC
° 139 & | =
— X
o o = a T
w < T T
A1 9
L L
Reset 0 0 0 0 0 0 0 0 0 0 0 1 1 0

EMVSIMx_CTRL field descriptions

Field Description
31 Block Wait Time Counter Enable
BWT_EN
Writing a '1' to this bit will enable the BWT and BGT functions. The BWT and BGT functions can then be
individually selected using the interrupt mask.
0 Disable BWT, BGT Counters (default)
1 Enable BWT, BGT Counters
30 Transmit CRC or LRC Enable
XMT_CRC_LRC
This bit specifies whether or not to transmit the redundancy checking data (LRC or CRC) at the end of a
transmission (that is, when the FIFO becomes empty).
0 No CRC or LRC value is transmitted (default)
1 Transmit LRC or CRC info when FIFO empties (whichever is enabled)
29 CRC Enable
CRC_EN
This bit enables the calculation of the 16-bit CRC value for both receiver and transmitter. The result of the
calculation is continuously compared to the expected remainder and reflected in the CRC_OK bit in the
RX_STATUS register. Clearing this bit resets the current CRC residual value in the EMV SIM hardware.

Table continues on the next page...

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

314

Freescale Semiconductor, Inc.




g |

Chapter 15 EMV SIM
EMVSIMx_CTRL field descriptions (continued)

Field Description
0 16-bit Cyclic Redundancy Checking disabled (default)
1 16-bit Cyclic Redundancy Checking enabled
28 LRC Enable
LRC_EN
This bit enables the calculation of the 8-bit LRC value for both receiver and transmitter. The result of the
calculation is continuously compared to zero and reflected in the LRC_OK bit in the RX_STATUS register.
Clearing this bit resets the current LRC value in the EMV SIM hardware.
0 8-bit Linear Redundancy Checking disabled (default)
1 8-bit Linear Redundancy Checking enabled
27 Character Wait Time Counter Enable
CWT_EN
Enables the character wait time counter. Clearing this bit resets the counter to zero.
0 Character Wait time Counter is disabled (default)
1 Character Wait time counter is enabled
26 CRC Input Byte's Bit Reversal or Flip Control
CRC_IN_FLIP
This bit control whether the bits in the CRC input byte will be reversed before CRC calculation or not.
When set to '1', the bits within the input byte for CRC will change from 7:0 to 0:7. For CCITT CRC
calculation, this bit should be set to '1'. For any other CRC using same polynomial, this bit can be set
accordingly.
0 Bits in the input byte will not be reversed (i.e. 7:0 will remain 7:0) before the CRC calculation (default)
1 Bits in the input byte will be reversed (i.e. 7:0 will become 0:7) before CRC calculation
25 CRC Output Value Bit Reversal or Flip
CRC_OUT_FLIP
This bit control whether the bits in the CRC output bytes will be reversed or not. When set to '1, the bits
within the two bytes for CRC Output will change from 15:0 to {8:15,0:7}. For CCITT CRC calculation, this
bit should be set to '1'. For any other CRC using same polynomial, this bit can be set accordingly.
0 Bits within the CRC output bytes will not be reversed i.e. 15:0 will remain 15:0 (default)
1 Bits within the CRC output bytes will be reversed i.e. 15:0 will become {8:15,0:7}
24 Invert bits in the CRC Output Value
INV_CRC_VAL
This bit control whether the bits within the CRC Output value will be inverted (1's complement) or not. For
CCITT CRC calculation, this bit should be set to '1'. For any other CRC using same polynomial, this bit
can be set accordingly.
0 Bits in CRC Output value will not be inverted.
1 Bits in CRC Output value will be inverted. (default)
23-21 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
20 Transmit DMA Enable
TX_DMA_EN

Enables assertion of DMA write request when Transmit FIFO is empty. Request is held asserted till
Transmit FIFO reaches the programmed data threshold value. Transmit Data Threshold Interrupt will not
be generated when this bit is asserted.

0 No DMA Write Request asserted for Transmitter (default)
1 DMA Write Request asserted for Transmitter

Table continues on the next page...
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EMVSIMx_CTRL field descriptions (continued)

Field

Description

19
RX_DMA_EN

Receive DMA Enable

Enables assertion of DMA read request when Receive FIFO reaches the programmed data threshold
value. Request is held asserted till all the programmed threshold bytes are read out. Receiver Data
Interrupt will not be generated when this bit is asserted.

0 No DMA Read Request asserted for Receiver (default)
1 DMA Read Request asserted for Receiver

18
RCVR_11

Receiver 11 ETU Mode Enable

Used to configure the EMV SIM module receiver for 11 ETU operation (that is, 1 Stop bit). This bit is
provided for support of T=1 cards.

0 Receiver configured for 12 ETU operation mode (default)
1 Receiver configured for 11 ETU operation mode

17
XMT_EN

Transmitter Enable

Used to enable/disable the EMV SIM transmitter block. It can be set to 0 during the auto power down
sequence.

Note: Setting this bit (transition from 0 to 1) will reset the CRC and LRC values.

0 EMV SIM Transmitter disabled (default)
1 EMV SIM Transmitter enabled

16
RCV_EN

Receiver Enable

Used to enable/disable the EMV SIM receiver block. Once the transmitter has completed its operation, the
software must enable the receiver using this bit. It can be set to 0 during the auto power down sequence.

0 EMV SIM Receiver disabled (default)
1 EMV SIM Receiver enabled

15-14
Reserved

This field is reserved.
This read-only field is reserved and always has the value 0.

13
STOP_EN

STOP Enable

Used to configure the operation of the EMV SIM module when a processor STOP instruction is executed.
This bit is added to provide support for Smart Cards that do not allow the Smart Card clock to be stopped
while power is applied.

Note: To enable Card Clock in STOP mode, both STOP_EN and DOZE_EN should be set to 1.

0 STOP instruction shuts down all EMV SIM clocks (default)

1 STOP instruction shuts down all clocks except for the Smart Card Clock (SCK) (clock provided to
Smart Card)

12
DOZE_EN

Doze Enable

Used to configure the operation of the EMV SIM module when a processor DOZE instruction is executed.

0 DOZE instruction will gate all internal EMV SIM clocks as well as the Smart Card clock when the
transmit FIFO is empty (default)

1 DOZE instruction has no effect on EMV SIM module

11
KILL_CLOCKS

Kill all internal clocks

Used to enable/disable the clock input to the EMV SIM module. This bit will gate all clocks including the
Smart Card clock regardless of the state of the STOP bit described above.

Table continues on the next page...
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EMVSIMx_CTRL field descriptions (continued)

Field

Description

Note: This bit will have no effect on the register read write clock. Only EMV SIM logic clock is gated.

0 EMV SIM input clock enabled (default)
1 EMV SIM input clock is disabled

10
SW_RST

Software Reset Bit

Used to reset the entire EMV SIM module. This acts the same as a hardware reset for the EMV SIM
module. This bit is self-clearing and always reads 0.

Note: Software should allow a minimum of 4 Protocol clock cycles before attempting to access the EMV
SIM module after a software reset.

0 EMV SIM Normal operation (default)
1 EMV SIM held in Reset

9
FLSH_TX

Flush Transmitter Bit

This bit operates as an EMV SIM transmitter reset. The receive portion of the EMV SIM module is not
affected. This bit clears automatically and always reads 0.

0 EMV SIM Transmitter normal operation (default)
1 EMV SIM Transmitter held in Reset

8
FLSH_RX

Flush Receiver Bit

This bit operates as an EMV SIM receiver reset. The transmit portion of the EMV SIM module is not
affected. This bits clears automatically and always reads O.

0 EMV SIM Receiver normal operation (default)
1 EMV SIM Receiver held in Reset

7-4
Reserved

This field is reserved.
This read-only field is reserved and always has the value 0.

3
ONACK

Overrun NACK Enable

Enables NACK generation when Rx FIFO is full and another message is ready for writing into the FIFO.

0 NACK generation on overrun is disabled (default)
1 NACK generation on overrun is enabled

ANACK

Auto NACK Enable

Enables NACK generation for parity errors in receieved messages or when invalid initial characters are
received in ICM mode.

0 NACK generation on errors disabled
1 NACK generation on errors enabled (default)

ICM

Initial Character Mode

Enables initial character mode. Will be automatically cleared by hardware once a valid initial character is
received.

0 Initial Character Mode disabled
1 Initial Character Mode enabled (default)

Inverse Convention

Table continues on the next page...
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EMVSIMx_CTRL field descriptions (continued)

Field Description

Used to configure the EMV SIM to use either inverse convention or direct convention for its data format.
The IC bit can be controlled by software, but it is normally set by hardware as a result of the interpretation
of the initial character when in ICM mode.

0 Direction convention transfers enabled (default)
1 Inverse convention transfers enabled

15.6.6 Interrupt Mask Register (EMVSIMx_INT_MASK)

Address: Base address + 14h offset
Bt 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

R 0

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
= =
R EI = = | = = | 2 =
= < ~ |BGT_| | o o = = | =S = = s =
| [ - [hs X o = | | X = | | -, |
0w > E |ERR_| w O w = - w ) w [$) o) o =
i a o IM I < I 5 o) [T < [T — L 2 o)
wl @ < ot E £ E @ = [ pd = L o o
i o @ 3 O] =
Reset 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
EMVSIMx_INT_MASK field descriptions
Field Description
31-16 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
15 Parity Error Interrupt Mask
PEF_IM
Used to enable/disable the ability of the PEF flag in the RX_STATUS register to generate EMV SIM
interrupts.
0 PEF interrupt enabled
1 PEF interrupt masked (default)
14 Receive Data Interrupt Mask
RX_DATA_IM
Used to enable/disable the ability of the RX_DATA flag in the RX_STATUS register to generate EMV SIM
interrupts.
0 RX_DATA interrupt enabled
1 RX_DATA interrupt masked (default)
13 General Purpose Counter 1 Timeout Interrupt Mask
GPCNT1_IM

Table continues on the next page...
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EMVSIMx_INT_MASK field descriptions (continued)

Field

Description

Used to enable/disable the ability of the GPCNT1_TO flag in the TX_STATUS register to generate EMV
SIM interrupts.

0 GPCNT1_TO interrupt enabled
1 GPCNT1_TO interrupt masked (default)

12
BGT_ERR_IM

Block Guard Time Error Interrupt

Used to enable/disable the ability of the BGT_ERR flag in the RX_STATUS register to generate EMV SIM
interrupts.

0 BGT_ERR interrupt enabled
1 BGT_ERR interrupt masked (default)

11
BWT_ERR_IM

Block Wait Time Error Interrupt Mask

Used to enable/disable the ability of the BWT_ERR flag in the RX_STATUS register to generate EMV SIM
interrupts.

0 BWT_ERR interrupt enabled
1 BWT_ERR interrupt masked (default)

10
RNACK_IM

Receiver NACK Threshold Interrupt Mask

Used to enable/disable the ability of the RTE flag in the RX_STATUS register to generate EMV SIM
interrupts.

0 RTE interrupt enabled
1 RTE interrupt masked (default)

9
CWT_ERR_IM

Character Wait Time Error Interrupt Mask

Used to enable/disable the ability of the CWT_ERR flag in the RX_STATUS register to generate EMV SIM
interrupts.

0 CWT_ERR interrupt enabled
1 CWT_ERR interrupt masked (default)

8
GPCNTO_IM

General Purpose Timer 0 Timeout Interrupt Mask

Used to enable/disable the ability of the GPCNTO_TO flag in the TX_STATUS register to generate EMV
SIM interrupts.

0 GPCNTO_TO interrupt enabled
1  GPCNTO_TO interrupt masked (default)

TDT_IM

Transmit Data Threshold Interrupt Mask

Used to enable/disable the ability of the TDTF flag in the TX_STATUS register to generate EMV SIM
interrupts.

0 TDTF interrupt enabled
1 TDTF interrupt masked (default)

TFF_IM

Transmit FIFO Full Interrupt Mask

Used to enable/disable the ability of the TFF flag in the TX_STATUS register to generate EMV SIM
interrupts.

0 TFF interrupt enabled
1 TFF interrupt masked (default)

Table continues on the next page...
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EMVSIMx_INT_MASK field descriptions (continued)

Field Description

5 Transmit NACK Threshold Interrupt Mask
TNACK_IM

Used to enable/disable the ability of the TNTE flag in the TX_STATUS register to generate EMV SIM
interrupts.

0 TNTE interrupt enabled
1 TNTE interrupt masked (default)

4 Transmit FIFO Empty Interrupt Mask
TFE_IM

Used to enable/disable the ability of the TFE flag in the TX_STATUS register to generate EMV SIM
interrupts.

0 TFE interrupt enabled
1 TFE interrupt masked (default)

3 Early Transmit Complete Interrupt Mask
ETC_IM

Used to enable/disable the ability of the ETC flag in the TX_STATUS register to generate EMV SIM
interrupts.

0 ETC interrupt enabled
1 ETC interrupt masked (default)

2 Receive FIFO Overflow Interrupt Mask
RFO_IM

Used to enable/disable the ability of the RFO flag in the RX_STATUS register to generate EMV SIM
interrupts.

0 RFO interrupt enabled
1 RFO interrupt masked (default)

1 Transmit Complete Interrupt Mask

TC_IM
Used to enable/disable the ability of the TCF flag in the TX_STATUS register to generate EMV SIM

interrupts.

0 TCF interrupt enabled
1 TCF interrupt masked (default)

0 Receive Data Threshold Interrupt Mask

RDT_IM
h Used to enable/disable the ability of the RDTF flag in the RX_STATUS register to generate EMV SIM

interrupts.

0 RDTF interrupt enabled
1 RDTF interrupt masked (default)

15.6.7 Receiver Threshold Register (EMVSIMx_RX_THD)

Address: Base address + 18h offset
Bit 31 30 29 28 27 26 25 24 23 22 21 2019181716|1514131211 10 9 8 7 6 5 4 3 2 1 0

RNCK_THD RDT

Reset 0 O 0 0O 0O O OO OO OOOOT OT OOOO O OOOS OOOOOUOTOTQ OTGO1
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EMVSIMx_RX_THD field descriptions

Field Description
31-12 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
11-8 Receiver NACK Threshold Value
RNCK_THD

Used to specify the number of consecutive NACK’s transmitted by the EMV SIM module, for a given
character, before the receive threshold error (RTE) flag is triggered. A value of 0 indicates that RTE is
never set. When a valid character is received by the EMV SIM, the internal counter keeping track of the
NACK count resets to zero for the subsequent byte being received. If the ANACK bit is clear in the CNTL
register, RNCK_THD has no effect.

0  Zero Threshold. RTE will not be set
>0 RTE will set after programmed value of NACKSs are received

7-4 This field is reserved.
Reserved
RDT Receiver Data Threshold Value

Determines the number of bytes that must exist in the Receive FIFO to trigger the receive data threshold
interrupt flag (RDTF). Value must not exceed the total bytes that can be stored in the Receive FIFO.

15.6.8 Transmitter Threshold Register (EMVSIMx_TX_THD)

Address: Base address + 1Ch offset
Bit 31 30 29 28 27 26 25 24 23 22 21 2019181716|1514131211 10 9 8 7 6 5 4 3 2 1 0

TNCK_THD 0 TOT

Reset 0 O 0 0O O O OO OOOOTOUOOO|OO0OOOOOOOOOOOT1TIT1T 11

EMVSIMx_TX_THD field descriptions

Field Description
3112 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
11-8 Transmitter NACK Threshold Value
TNCK_THD

Used to set the NACK threshold for the transmitter. Once the threshold number set by TNCK_THD has
been reached for the current byte being transmitted, the error flag TNTE in the TX_STATUS register will
be set. Setting of TNTE causes the remaining transmissions queued in the transmit FIFO to be aborted
and no more transmissions to occur until software clears TNTE. To trigger TNTE, a given byte being
transmitted must reach the TNCK_THD threshold itself. Transmit NACKs accumulated on one byte are not
carried over to the next.

0 TNTE will never be set; retransmission after NACK reception is disabled.

1 TNTE will be set after 1 nack is received; 0 retransmissions occurs.

2 TNTE will be set after 2 nacks are received; at most 1 retransmission occurs.

3 TNTE will be set after 3 nacks are received; at most 2 retransmissions occurs.

N TNTE will be set after N nacks are received; at most (N - 1) retransmissions occurs.

Table continues on the next page...
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EMVSIMx_TX_THD field descriptions (continued)

Field Description

15 TNTE will be set after 15 nacks are received; at most 14 retransmissions occurs.

7-4 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
TDT Transmitter Data Threshold Value

Used to set the threshold value for the Transmit FIFO at which the TDTF bit in the TX_STATUS register
will be set. When the number of bytes in the Transmit FIFO is less than or equal to TDT[3:0], TDTF will be

set.

15.6.9 Receive Status Register (EMVSIMx_RX_STATUS)

Address: Base address + 20h offset
Bt 31 30 29 28 27 26 25 24 | 23 22 21 20 19 18 17 16

R 0 RX_CNT 0 RX_WPTR

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

o o 4 <C

i i x =

S | & | u
L

R 0 Fer | per |BCT-| W | gre | Y ! I =S - 0 2
ERR | k& = Q O | s

= 2 | 5|5 | T | x

o O o - o

wic wic wic wic wic

Reset

EMVSIMx_RX_STATUS field descriptions

Field Description

31-29 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
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EMVSIMx_RX_STATUS field descriptions (continued)

Field Description
28-24 Receive FIFO Byte Count
RX_CNT
These bits indicate the number of bytes stored in the receive FIFO.
0 FIFO is emtpy
>0 Total bytes available in FIFO
23-20 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
19-16 Receive FIFO Write Pointer Value
RX_WPTR
Value of write pointer of Receive FIFO
15-14 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
13 Frame Error Flag
FEF
Used to indicate if the current received byte did not have proper STOP bits. This will not cause a NACK
transmission.
This bit will not cause an interrupt assertion. It is simply an indication that a framing error has occured.
0 No frame error detected
1 Frame error detected
12 Parity Error Flag
PEF . . . . . . . . .
Used to indicate if a received byte had a parity error or not. A parity error will cause transmission of NACK
if ANACK bit is set in CTRL register and PEF bit will not be asserted. When ANACK is not set, PEF will be
asserted.
This bit will also not assert when ICM bit is set; however parity is checked in ICM = 1 mode. It is simply an
indication that a parity error has occured.
0 No parity error detected
1 Parity error detected
11 Block Guard Time Error Flag
BGT_ERR
Used to indicate if the block guard time was too small. The threshold is set by the block guard time
register.
0 Block guard time was sufficient
1 Block guard time was too small
10 Block Wait Time Error Flag
BWT_ERR
Used to indicate if the block wait time has been exceeded. The threshold is set by the block wait time
registers.
0 Block wait time not exceeded
1 Block wait time was exceeded
9 Received NACK Threshold Error Flag
RTE

Used to indicate whether the number of consecutive NACK’s generated by the EMV SIM module in
response to receive parity errors, for the byte being received, equals the value programmed in the
RTH[3:0] in the RX_THRESHOLD register. This bit will never set unless the ANACK bit is set in the CNTL
register. The SAPDx bit in the CNTL resister must be set to enable the threshold error to trigger the auto

Table continues on the next page...
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EMVSIMx_RX_STATUS field descriptions (continued)

Field

Description

power down sequence. RTE is a write once to clear bit. Clearing this bit also resets the internal counter for
consecutive NACK’s being transmitted for a given byte.

0 Number of NACKSs generated by the receiver is less than the value programmed in RTH[3:0]
1 Number of NACKs generated by the receiver is equal to the value programmed in RTH[3:0]

8
CWT_ERR

Character Wait Time Error Flag

Used to indicate when the time between received characters is equal to or greater than the value
programmed in the CHAR_WAIT register.

0 No CWT violation has occurred (default).
1 Time between two consecutive characters has exceeded the value in CHAR_WAIT.

CRC_OK

CRC Check OK Flag

Used to indicate when the calculated 16-bit CRC value matches the expected value for the current input
data stream. The value is calculated across all received characters from the point the CRC_EN bit is set in
the CTRL register. The current CRC residual can be reset by three mechanisms:

* Clear CRC_EN bit in CTRL register

e Set XMT_EN bit in ENABLE register

¢ Automatically by hardware when ETC flag is set at the end of a transmission.

0 Current CRC value does not match remainder.
1 Current calculated CRC value matches the expected result.

LRC_OK

LRC Check OK Flag

Used to indicate when the calculated 8-bit LRC value is correct for the current input data stream. The
value is calculated across all received characters from the point the LRC_EN bit is set in the CTRL
register. The current LRC residual can be reset by three mechanisms:

* Clear LRC_EN bit in CTRL register

» Set XMT_EN bit in ENABLE register

¢ Automatically by hardware when ETC flag is set at the end of a transmission.

0 Current LRC value does not match remainder.
1 Current calculated LRC value matches the expected result (i.e. zero).

RDTF

Receive Data Threshold Interrupt Flag

Interrupt flag asserted when total bytes in the Receive FIFO equal or is greater than the programmed
receive threshold RDT[3:0]. The RDTF flag will be set any time the number of unread bytes in the receive
FIFO is equal to or greater than the value set by RDT[3:0].

The flag can be cleared by reading enough bytes out of the receive FIFO so as to bring the number of
bytes left in the FIFO below the RDT[3:0] level. Another way to clear the flag is to set the RDT[3:0] level
higher than the number of unread bytes currently in the FIFO.

The RDTF flag will create an interrupt if the RDT_IM bit in the INT_MASK register is cleared.

0 Number of unread bytes in receive FIFO less than the value set by RDT[3:0] (default).
1 Number of unread bytes in receive FIFO greater or than equal to value set by RDT[3:0].

4
RX_DATA

Receive Data Interrupt Flag
Interrupt asserted when a new data byte is received and entered into the Receive FIFO.

0 No new byte is received
1 New byte is received ans stored in Receive FIFO

Table continues on the next page...
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EMVSIMx_RX_STATUS field descriptions (continued)

Field Description
3-1 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
0 Receive FIFO Overflow Flag
RFO

Used to indicate that the EMV SIM was unable to store received data due to already unread bytes in the
FIFO (FIFO full or almost full). It does not necessarily indicate that data has been lost. If the ONACK
control bit in the CNTL register is set, there will be a NACK pulse generated on bytes that would otherwise
cause a loss of data due to a full FIFO. These bytes should be retransmitted by the Smart Card which
implies that no data has actually been lost. In this case, the RFO flag is just an indicator that this situation
has occurred which may be helpful in system debug. For the case where ONACK is not set, a set RFO
flag does indicate a loss of data since all bytes received with the OEF flag set will indeed be lost (including
the byte that caused the bit to be set). The RFO flag will cause an interrupt if the RFO_IM bit in the
INT_MASK register. The RFO flag is a write-one-to-clear bit.

0 No overrun error has occurred (default)
1 A byte was received when the received FIFO was already full
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15.6.10 Transmitter Status Register (EMVSIMx_TX_STATUS)

Address: Base address + 24h offset
Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

R 0 TX_CNT 0 TX_RPTR

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

TFF | TCF TFE 0

GPCNT1_TO
GPCNTO_TO
TDTF
ETCF
TNTE

w wic wic | wic | wic
Reset 0 0 0 0 0 0 0 0 1 0 1 1 1 0 0 0
EMVSIMx_TX_STATUS field descriptions

Field Description
31-29 This field is reserved.

Reserved This read-only field is reserved and always has the value 0.
28-24 Transmit FIFO Byte Count

TX_CNT

These bits indicate the number of bytes stored in the transmit FIFO.

0 FIFO is emtpy
>0 Total bytes in FIFO

23-20 This field is reserved.

Reserved This read-only field is reserved and always has the value 0.
19-16 Transmit FIFO Read Pointer

TX_RPTR

Table continues on the next page...
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EMVSIMx_TX_STATUS field descriptions (continued)

Field Description
Value of the read pointer of transmit FIFO.
15-10 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
9 General Purpose Counter 1 Timeout Flag
GPCNT1_TO

Used to indicate when the General Purpose Counter 1 has reached the GPCNT1_VAL value in the
GPCNT_VAL register.

0 GPCNT1_VAL time not reached, or bit has been cleared. (default)
1 General Purpose counter has reached the GPCNT1_VAL value

8 General Purpose Counter 0 Timeout Flag
GPCNTO_TO
Used to indicate when the General Purpose Counter 0 has reached the GPCNTO_VAL value in the
GPCNT_VAL register.

0 GPCNTO_VAL time not reached, or bit has been cleared. (default)
1 General Purpose counter has reached the GPCNTO_VAL value

7 Transmit Data Threshold Flag
TDTF

Interrupt flag asserted when total bytes in the Transmit FIFO is less than or equal to the programmed
transmit data threshold TDT[3:0]. The TDTF flag will be set any time the number of bytes in the transmit
FIFO is less than or equal to the value set by TDT[3:0]. The flag can be cleared by writing enough bytes
into the transmit FIFO so as to take the number of bytes in the FIFO above the TDT[3:0] level. Another
way to clear the flag is to set the TDT[3:0] level lower than the number of bytes currently in the FIFO.

The TDTF flag will create an interrupt if the TDT_IM bit in the INT_MASK register is cleared.

0 Number of bytes in FIFO is greater than TDT[3:0], or bit has been cleared
1 Number of bytes in FIFO is less than or equal to TDT[3:0] (default)

6 Transmit FIFO Full Flag
TFF

Used to indicate when the Transmit FIFO has been written with maximum number of bytes that it can
store. Subsequent writes may get ignored. The TFF bit can only be cleared by writing 1 to this bit or
setting the FLUSH_XMT or SOFT_RESET bit in the RESET_CNTL register.

0 Transmit FIFO Full condition has not occurred (default)
1 A Transmit FIFO Full condition has occurred

5 Transmit Complete Flag
TCF
Used to indicate whether the EMV SIM transmitter is ready for a new transmission. The TC flag becomes
set when the guard time has expired after the last byte in the transmit FIFO (if XMT_CRC_LRC = 0) or the
LRC or CRC byte (if XMT_CRC_LRC bit = 1) has been transmitted. The TC flag will create an interrupt if
TC_IM in the INT_MASK register is low. The TC bit is a write-one-to-clear bit.

0 Transmit pending or in progress
1 Transmit complete (default)

4 Early Transmit Complete Flag
ETCF
Used to indicate that the EMV SIM transmitter has finished sending the last byte in transmit FIFO (if
XMT_CRC_LRC = 0) or finished sending the LRC or CRC byte (if XMT_CRC_LRC = 1). This bit differs
from the TC bit in that it is set before the guard time of the last byte has elapsed. The ETC flag will create
an interrupt if ETC_IM in the INT_MASK register is low. The ETC bit is a write-one-to-clear bit.

Table continues on the next page...
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EMVSIMx_TX_STATUS field descriptions (continued)

Field Description

0 Transmit pending or in progress
1 Transmit complete (default)

3 Transmit FIFO Empty Flag
TFE

Used to indicate that the EMV SIM transmit FIFO has been emptied. This bit will be set when the last byte
in the transmit FIFO has been transferred out of the EMV SIM transmitter to the Smart Card successfully.
TFE will also be set when the TNTE flag is set. The TFE flag will create an interrupt if TFE_IM in the
INT_MASK register is low. The TFE bit is a write-one-to-clear bit.

0 Transmit FIFO is not empty
1 Transmit FIFO is empty (default)

2—1 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
0 Transmit NACK Threshold Error Flag
TNTE

Used to indicate the transmit NACK threshold has been reached. When TNTE is high, no further
transmissions will be done until the TNTE flag is cleared. Any data transmissions still pending in the
transmit FIFO will be aborted, and the TC, ETC, and TFE flags will be set. The TNTE flag will create an
interrupt if TNACK_IM in the INT_MASK register is low. The TNTE bit is a write-one-to-clear bit.

0 Transmit NACK threshold has not been reached (default)
1 Transmit NACK threshold reached; transmitter frozen
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15.6.11 Port Control and Status Register (EMVSIMx_PCSR)

Address: Base address + 28h offset

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
o w
(] @)
R 0 g |2 0

A s

a a

o o

n »

wic
Reset 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8 | 7 6 5 4 3 2 1 0
R 0 0

SPD SCSP SRST

SCEN
VCCENP
SVCC_EN
SAPD

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
EMVSIMx_PCSR field descriptions
Field Description
31-28 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
27 SIM Presence Detect Edge Select
SPDES
Controls which edge of the Smart Card Presence Detect pin is used to detect the presence of the Smart
Card.
0 Falling edge on the pin (default)
1 Rising edge on the pin
26 Smart Card Presence Detect Pin Status
SPDP
This bit reflects the state of the Smart Card Presence Detect pin. It is not a latched register bit, but instead
a synchronized version of the state of the pin itself.
0 SIM Presence Detect pin is logic low
1 SIM Presence Detectpin is logic high

Table continues on the next page...
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EMVSIMx_PCSR field descriptions (continued)

Field Description

25 Smart Card Presence Detect Interrupt Flag
SPDIF
Status flag to indicate that an insertion or removal of a Smart Card has been detected on port. Can create
an interrupt to the MCU if SPDIM is low and/or initiate the auto power down sequence if SAPD bit is '1".
Write a '1' to this bit to clear.

0 No insertion or removal of Smart Card detected on Port (default)
1 Insertion or removal of Smart Card detected on Port

24 Smart Card Presence Detect Interrupt Mask
SPDIM
Interrupt mask for the presence detect interrupt flag (SPDIF).

0 SIM presence detect interrupt is enabled
1 SIM presence detect interrupt is masked (default)

23-8 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
7 Auto Power Down Control
SPD

Writing a '1' to this location will start the autopower down sequence provided the auto power down feature
is enabled by writing '1' to SAPD bit of this register. The SPD bit will autoclear when power down is
complete.

0 No effect (default)
1  Start Auto Powerdown or Power Down is in progress

6 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
5 Smart Card Clock Stop Polarity
SCSP

Used to control the polarity of the idle EMV SIM clock when the clock is disabled by SCEN.

0 Clock is logic 0 when stopped by SCEN
1 Clock is logic 1 when stopped by SCEN

4 Clock Enable for Smart Card
SCEN

Used to enable/disable the clock to the Smart Card. It can be forced low by hardware during the auto
power down sequence.

0 Smart Card Clock Disabled
1 Smart Card Clock Enabled

3 Reset to Smart Card
SRST

Used to control state of reset line to the Smart Card. It can be forced low by hardware during the auto
power down sequence. Smart Card reset signals are active low.

0 Smart Card Reset is asserted (default)
1 Smart Card Reset is de-asserted

2 VCC Enable Polarity Control
VCCENP

Used to control the polarity of the SVEN output pad via the SVCC_EN bit. When set to 1", this bit will
invert the value of SVCC_EN bit of this register and output to SVEN output pad of device.

Table continues on the next page...
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EMVSIMx_PCSR field descriptions (continued)

Field Description
0 VCC_EN is active high. Polarity of SVCC_EN is unchanged.
1 VCC_EN:is active low. Polarity of SVCC_EN is inverted.

1 Vcc Enable for Smart Card
SVCC_EN

Used to control the state of the SVEN pin on Smart Card port. The SVEN pin controls the Smart Card Vcc
enable in the power management chip. It can be forced low by hardware during the auto power down
sequence. This bit is XORed with the VCCENP bit to control the polarity of the SVEN output pad.

0 Smart Card Voltage disabled (default)
1 Smart Card Voltage enabled

0 Auto Power Down Enable
SAPD
Used to enable/disable the auto power down feature. This bit must be set prior to the auto power
conditions are met. This bit will be return to 0 at the end of the auto power down sequence. This bit
controls the auto power down function which can be initiated by:

» Setting the SPD bit in this register by software
» Assertion of the RTE bit in the RX_STATUS register
* Assertion of the SPDIF bit when the interrupt is used for detecting card removal

Manual Power Down via software by writing to the SCEN, SRST, and VCC_EN can still be carried out
irrespective of the value of this bit.

0 Auto power down disabled (default)
1 Auto power down enabled

15.6.12 Receive Data Read Buffer (EMVSIMx_RX_BUF)

Address: Base address + 2Ch offset
Bit 31 30 29 28 27 26 25 24 23 22 21 2o191s171s|1514131211 10 9 8 7 6 5 4 3 2 1 0

R 0 RX_BYTE

Rest 0 O 0O 0 O 0O O OO OO OO OTOO|0OO OOOOOOOOOOOGOOGODODO

EMVSIMx_RX_BUF field descriptions

Field Description
31-8 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

RX_BYTE Receive Data Byte Read

Provides the byte value from the top of the receive FIFO. Each read access to this register will increment
the read pointer of the Receive FIFO.

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

Freescale Semiconductor, Inc. 331




(O
P

memory Map and Registers

15.6.13 Transmit Data Buffer (EMVSIMx_TX_BUF)

Address: Base address + 30h offset
Bit 31 30 29 28 27 26 25 24 23 22 21 2019181716|1514131211 10 9 8 7 6 5 4 3 2 1 0

w TX_BYTE
Reset 0 O 0 0O 0O O OOOOOOOOT OTO|OOOO OUOOO OOOOOUOOUOUOTGO

EMVSIMx_TX_BUF field descriptions

Field Description
31-8 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

TX_BYTE Transmit Data Byte

Write to this register to fill the transmit FIFO with the bytes to be transmitted. The Tx FIFO can be written
to only when the transmitter is enabled. Writing to this register while transmitter is disabled will lead to
ignoring of all write accesses to this register. Reads to this register will return zeros.

NOTE: Writing more data to the transmit FIFO than it can hold, will cause a Transmit FIFO Full (TFF)
error.

15.6.14 Transmitter Guard ETU Value Register (EMVSIMx_TX_GETU)

Address: Base address + 34h offset
Bit 31 30 29 28 27 26 25 24 23 22 21 2019181716|1514131211 10 9 8 7 6 5 4 3 2 1 0

Reset 0 O 0 0O 0O O OO OOOOTOT OTUOO|OOOOOOOOOOOOUOOOUOTGO

EMVSIMx_TX_GETU field descriptions

Field Description
31-8 This field is reserved.

Reserved This read-only field is reserved and always has the value 0.
GETU Transmitter Guard Time Value in ETU

Used to control the number of additional Elementary Time Units (ETUs) inserted between bytes
transmitted by the EMV SIM transmitter. An ETU is equivalent to one bit time at the given baud rate (for
example, the length of a START bit). The guard time has no effect on the EMV SIM receiver. A value of
0x00 inserts no additional ETUs, while a value of OxFE inserts 254 additional ETUs. A value of OxFF
subtracts one ETU by reducing the number of STOP bits from two to one.

0 no additional ETUs inserted (default)
1 1 additional ETU inserted

254 254 additional ETUs inserted
255 Subtracts one ETU by reducing the number of STOP bits from two to one
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15.6.15 Character Wait Time Value Register (EMVSIMx_CWT_VAL)

Address: Base address + 38h offset

Bit31302928272625242322212019181716|1514131211109876543210

EMVSIMx_CWT_VAL field descriptions

Field Description
31-16 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
CWT Character Wait Time Value

The value written to this register will specify the number of ETU times allowed between characters. Default
is OXFFFF

15.6.16 Block Wait Time Value Register (EMVSIMx_BWT_VAL)

Address: Base address + 3Ch offset

Bit 31 30 29 28 27 26 25 24 23 22 21 2019181716|1514131211 10 9 8 7 6 5 4 3 2 1 0
R
W BWT

Reset 1 1 1 1 1 1 1 1 1 111 111 1[1t 111 111111111111

EMVSIMx_BWT_VAL field descriptions

Field Description
BWT Block Wait Time Value

The time from START bit of last byte sent from the EMV SIM module to the START bit of the first byte sent
from the Smart Card must be less than the value in this register. If it is not, then the BWT_TO flag is set.

15.6.17 Block Guard Time Value Register (EMVSIMx_BGT_VAL)

Address: Base address + 40h offset

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16|15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Rest 0 O 0O 0 O 0 O OO OOOOU OU OO O|0OO OOOOOOOOOOOGOOGODDO
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EMVSIMx_BGT_VAL field descriptions

Field Description
31-16 This field is reserved.

Reserved This read-only field is reserved and always has the value 0.
BGT Block Guard Time Value

The value in this register is the block guard time. Time from START bit of last byte sent from the EMV SIM
module to the START bit of the first byte sent from the SmartCard must be greater than this value. If it is
not, then the BGT flag will be set.

15.6.18 General Purpose Counter 0 Timeout Value Register
(EMVSIMx_GPCNTO_VAL)

Address: Base address + 44h offset
Bit 31 30 29 28 27 26 25 24 23 22 21 2019181716|1514131211 10 9 8 7 6 5 4 3 2 1 0

GPCNTO

EMVSIMx_GPCNTO_VAL field descriptions

Field Description
31-16 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

GPCNTO General Purpose Counter 0 Timeout Value

The value written to this register will be used to compare to the general purpose counter 0 in the EMV SIM
module. Once the General purpose counter reaches this value, the GPCNTO flag in the TX_STATUS
register will be set. This counter is intended to be used for any events that must be monitored for duration
based on the card clock, receiver sample rate, or ETU rate (transmit clock). Example: ATR arrival time and
ATR duration.

15.6.19 General Purpose Counter 1 Timeout Value
(EMVSIMx_GPCNT1_VAL)

Address: Base address + 48h offset
Bit 31 30 29 28 27 26 25 24 23 22 21 2019181716|1514131211 10 9 8 7 6 5 4 3 2 1 0

GPCNT1
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EMVSIMx_GPCNT1_VAL field descriptions

Field Description
31-16 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

GPCNTH1 General Purpose Counter 1 Timeout Value

The value written to this register will be used to compare to the general purpose counter in the EMV SIM
module. Once the General purpose counter reaches this value, the GPCNT1 flag in the XMT_STATUS
register will be set. This counter is intended to be used for any events that must be monitored for duration
based on the card clock, receiver sample rate, or ETU rate (transmit clock). Example: ATR arrival time and
ATR duration.

15.7 Functional Description

15.7.1 Initialization

15.7.1.1 Configuring EMV SIM

The first operation that must be done is to configure the EMV SIM interface signals to
allow the EMV SIM Transmit or Receive operation to commence. The following steps
describe a typical way to enable the Smart Card:
* Configure prescaler by programming the desired value in PRSC register to generate
the card clock. The card clock frequency is calculated as:
e fomg / (PRSC[7:0]); where fg;, 1s the EMV SIM Clock Frequency
* Prescaler value must be set such that the maximum card clock frequency
specification set by EMV & ISO-7816 specifications are not violated
* Configure the DIVISOR_VALUE in the Baud Rate Divisor Register. This value
determines the ETU period to be used by the transmitter or receiver
* Enable power to the Smart Card by setting the VCC_EN bit in PCSR register
* Enable the Smart Card clock by setting the SCEN bit in PCSR register
» Release Smart Card reset using the SRST bit in PCSR register to bring the Smart
Card out of reset
* Program the power down functionality i.e. if Auto Power Down of Smart Card 1s
required or not
 Select the Data Format type for the EMV SIM
* Either set the IC bit to the desired data format (inverse or direct) OR
 Set the ICM bit to allow automatic detection of Initial Character. IC bit will be
updated to desired data format upon valid Initial Character detection
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 Configure if the EMV SIM module is enabled to run in STOP and DOZE modes by
setting the STOP_EN and DOZE_EN bits as desired
* Enable DMA request generation for Transmitter or Receiver as desired

Once the above configuration is complete, the receiver or transmitter can be configured
depending on the operation to be carried out on the Smart Card.

NOTE
XMT_EN and RCV_EN bits should not be changed in the same
write cycle. Software should attempt separate write accesses to
CTRL register for updating these bits, one by one. For example,
if XMT_EN =1 and RCV_EN = 0 and in order to enable the
receiver, first write to CTRL register should make XMT_EN =
0 and second write to CTRL register should make RCV_EN =
l.

15.7.1.2 Configuring Receiver

The following is a list of configurations that need to be performed (after the "Configuring
EMYV SIM" step) in order to configure the EMV SIM receiver for operation:
* Enable NACK generation capability
e To generate NACK on parity errors and invalid initial characters, set the
ANACK bit in CTRL register
* To generate NACK on receiver FIFO overflow error, set the ONACK bit in
CTRL register
* Configure the desired threshold for NACK generation and data threshold in the
RX_THD register. These are the thresholds at which the RTE and RDTF flags will
be set, respectively.
e If auto power down is desired on RTE flag assertion, then write to SAPD bit
PCSR to initiate the Smart Card power down
 Configure the timeout values for Character Wait Time Counter, the Block Wait
Timer Counter and the Block Guard Time Counter
* Enable necessary interrupts by clearing respective bits in the INT_MASK register
 Configure the General Purpose Counter as needed and select desired clock source
(GPCNTO0/1_CLKSEL in the CLKCFG register)
* Enable Receiver by setting RCV_EN bit to 1 in CTRL register
» Receiver will enter Initial Character Detection mode if ICM bit is set or enter normal
receive mode if ICM bit is not set
e Enable LRC or CRC as desired
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15.7.1.3 Configuring Transmitter

The following is a list of configurations that need to be performed (after the "Configuring
EMYV SIM" step) in order to configure the EMV SIM transmitter for operation:

 Select desired re-transmission threshold for NACKed characters in TX_THD register
* This is the threshold at which the TNTE flag will be set by using the
TNACK_THD[3:0] bits

 Configure the desired Guard Time between the characters transmitted by writing to
the GETU[7:0] bits in TX_GETU register

* Configure the desired data threshold in TX_THD register.

* Enable necessary interrupts by clearing respective bits in the INT_MASK register

* Configure the General Purpose Counter as needed and select desired clock source
(GPCNTO0/1_CLKSEL in the CLKCFG register)

e Enable Transmitter by setting the XMT_EN in the CTRL register

e Enable LRC & CRC as desired

* Program bytes to be transmitted into the Tx FIFO. If DMA is enabled, DMA request
will get asserted automatically.

NOTE
Tx FIFO can be written to after the transmitter is enabled
(XMT_EN = 1). Writing to Tx FIFO while transmitter is
disabled will not be successful and write access will be ignored.

NOTE

The Transmit and Receive operations are mutually exclusive
and should not be enabled together.

15.7.2 Smart Card Interface and Control

The EMV SIM module controls the all the interface signals for the Smart Card. The
Smart Card clock is generated using the prescaler (PRSC register) and the ETU periods
are generated using the baud rate divisor (DIVISOR register). The Smart Card Reset and
Voltage Enable are controlled by software through the PCSR register. The message bytes
are transmitted and received on the Card IO device pin which is used in open drain
configuration.
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15.7.2.1 Smart Card Presence Detect

The Smart Card Presence Detect pin (SIMPD) allows for detection of the insertion or
removal of a Smart Card. The SPDES bit in the PCSR register allows the software to
configure which edge of the SIMPD pin will cause a presence detect interrupt flag to be
asserted.

An internal pull-down is required on SIMPD pin to allow a high to low transition on this
pin when the Smart Card is removed.

15.7.2.2 Powering Up

The first step to communicating with a Smart Card is to provide power and a clock signal
to the card. Once the card is detected as present (using the presence detect features, or
some other method), the Smart Card should be powered up according to the power up
sequence specified in the ISO 7816-3 specification.

1. Apply voltage to the Smart Card by setting the VCC_EN bit in the PCSR register.

2. Select the appropriate clock frequency for the Smart Card by programming the

CLKCFG and DIVISOR registers.
3. Enable the clock to the Smart Card by setting the SCEN bit in the PCSR register.
4. Remove the card from reset by setting the SRST bit in the PCSR register.

15.7.2.3 Automatic Power Down
Smart Cards require a proper sequence of operations to be followed to allow them to be
powered down. The power down sequence as per ISO 7816 specifications is:

e Smart Card Reset (RST) pin transitions from high to low

e Smart Card Clock (CLK) is turned off to low

e Smart Card IO (IO) is transitioned from high impedance to low

* Smart Card Voltage Enable (VCC_EN) to turned off (pin driven low)
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Figure 15-2. Auto Power Down Sequence

These operations can be done manually by software by writing to appropriate bits
(SCEN, SRST and VCC_EN) in the PCSR register or automatically by hardware under
the following conditions provided the auto power down feature is enabled in the PCSR
register.

* Setting the SPD bit in PSCR register by software

 Assertion of RTE bit in RX_STATUS register

» Assertion of SPDIF bit in PCSR register when configured to detect card removal

* Power Fail indication from on-chip power management controller

NOTE
The SPDES bit in PCSR register determines which edge
transition of the Smart Card Presence Detect pin is used for
Smart Card presence detection. Presence detection can be used
to determine if the card has been inserted or removed. The
occurrence of the edge specified by SPDES bit will cause the
following: SPDIF to be set; if the SPDIM mask is clear, an
interrupt to the CPU; and if SAPD in the PCSR register is set,
an auto power down sequence to begin. If Smart card insertion
1s expected, SAPD can be set low to avoid the auto power down
sequence from falsely triggering. The bit SPDP can be used to
determine the current state of the Smart Card Presence Detect
pin.

NOTE
The auto power down operation requires a low frequency clock
(usually 32 kHz clock source and selected by by
SIM_SOPT1[OSC32KSEL]) to be active on the device.

The auto power down sequence will clear the following register bits upon power down
sequence completion:
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e SPD bit in PCSR register

* SCEN bit in PCSR register

* SRST bit in PCSR register

* VCC_EN bit in PCSR register

e XMT_EN and RCV_EN bits in CTRL register

15.7.3 EMV SIM Receiver

The EMV SIM Receiver is designed to receive all message bytes and store valid bytes
into the receive FIFO. It performs checks on the incoming messages and indicates the
transmitter to enable NACK insertion for each message. In addition, the receiver
automatically detects NACKSs received when the transmitter is sending out message
bytes.

15.7.3.1 Data Sampling

The incoming data is internally synchronized and sampled using a 16x oversampled
clock, called the EMV SIM logic clock. The frequency of this clock is 16 times the ETU
Clock (1/ETU Period). The whole receiver works on this EMV SIM logic clock.

15.7.3.2 Initial Character Detection

The EMV SIM module supports the detection of the Initial Character and determine the
data format when it is placed in the initial character mode by setting the ICM bit in CTRL
register. When placed in this mode, the EMV SIM module samples in the input line and
waits for one of the initial characters to be detected. Once detected, the ICM bit is cleared
and the data format bit, IC bit, is set to appropriate value depending on the data format
detected using the initial character.

The two possible data formats are inverse convention and direct convention. Figures
below illustrate the differences between the two formats. Essentially, inverse convention
differs from direct convention in that the order of the bits is flipped (i.e. MSB for LSB)
and the data bits and parity bit are logically inverted. When receiving inverse convention
data, the transformation of the data back to direct convention format is done in hardware,
including the inversion of the data and parity bits.
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Figure 15-4. Initial Character in Inverse Conversion

To place the EMV SIM into initial character mode, set the ICM bit in the CTRL register.
Once a valid initial character is received, the IC bit in the CTRL register will be set
accordingly by the hardware, and the ICM bit will be cleared. Software can read the state
of the IC bit to determine which mode the EMV SIM is currently using. The 0x3B (as
decoded by direct convention) with parity bit high will cause direct convention to be used
(IC set to logic 0), whereas a 0x3F (as decoded by inverse convention) with parity bit
high will cause inverse convention to be used (IC set to logic 1).

The receiver remains in initial character mode until disabled by software or a valid initial
character is detected. Upon detection of valid character, the receiver enters data receive
mode. It is recommended to use one of the general purpose counter as a timeout during
initial character mode.

When the receiver is in initial character mode, all received bytes will continue to be
placed into the receive FIFO whether they be valid initial characters or not. If a valid
initial character is received that causes the data format being used to change, all
subsequent bytes will be decoded with that format before being placed into the FIFO,
including the initial character byte itself. That is, if the IC bit is low, and the correct
initial character for setting inverse convention is received, that character and all
subsequently received characters will be stored in the FIFO after having been decoded
using inverse convention (for example, the initial character will be stored as 0x3F).

NOTE
There is a condition where a parity error in the initial byte for
direct convention (0x3B) could be decoded as what appears to

be a valid initial character for inverse convention (that is,
0x3F). The EMV SIM module will not recognize this as a valid
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initial character for inverse convention and will set the PEF
flag.

15.7.3.3 Receiver Diagnostics

The EMV SIM module performs diagnostic checks on the incoming messages. These
checks include parity check and message frame checks.

Parity Error Detection: The receiver is responsible for detecting parity errors in the
received data. Data is always transmitted with even parity, except when in inverse
convention mode. In inverse convention mode, all data bits and the parity bit are
complemented making the data appear to be odd parity. The parity bit is defined as the
10th bit of the received data. The parity of the 2nd through 10th received bits is
calculated by the receiver parity logic. This logic determines if the parity of the 9
received bits is correct.

When a parity error is detected on a given byte, the parity error flag (PEF bit) is asserted
in the RX_STATUS register if NACK generation on errors is disabled (ANACK =0 in
CTRL register). The parity error flag does not generate an interrupt to the system,
however, the module can cause the transmitter to transmit a NACK (if ANACK =1 in
CTRL register) without software needed to enable transmitter for this and request re-
transmission of the current byte.

Framing Error Detection: The receiver is responsible for detecting framing errors in the
received data. Data is always transmitted with 2 STOP bits, except when in 11 ETU
mode, where there is one STOP bit. The STOP bits are defined as high state at the 11th
and 12th bit positions in the received data. In either mode, the receiver expects to see a
high at the 11th bit position in the received data. If a low is detected at the 11th bit
position, the receiver indicates a framing error for that byte.

When a framing error is detected on a given byte, the FEF bit is set in the RX_STATUS
register. A framing error cannot cause an interrupt, nor can it create a NACK pulse to the
Smart Card asking for a retransmission of the corrupted data.

LRC & CRC: The receiver also checks the LRC or CRC on the incoming block of bytes
(if LRC or CRC is enabled). The result of the CRC or LRC check is updated in the
RX_STATUS register once the complete message block is received.
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15.7.3.4 NACK Detection

During transmission of message bytes, the receiver automatically checks for NACKs sent
by the Smart Card. The software does not need to enable receiver for this. The NACK is
detected by sampling the IO line at 11 ETUs after the falling edge of the START bit.
Once a NACK is detected, the transmitter is signaled and the transmitter will retransmit
the current byte after two ETU time (as per ISO 7816 specification).

15.7.3.5 Using EMV SIM Receiver with "T=1" Smart Cards

The EMV SIM module provides hardware support for “T=1" type Smart Cards. These
type of cards present several requirements above and beyond the standard “T=0" cards.
The features provided to meet the requirements that pertain to the EMV SIM receiver are
as follows:
e 11 ETU Characters
e “T=1" cards can transmit with character lengths of 11 ETUs (that is, one STOP
bit). The EMV SIM module provides the RCVRI11 bit in the CTRL register in
order to configure the receiver state machine to accept 11 ETU characters.
e Character Wait Time Counter
* The character waiting time (CW'T) is defined as the time between the start bits of
two consecutive characters received from the Smart Card. The value of CWT
can range from 12 ETU to 32779 ETU. The EMV SIM module provides a 16-bit
counter with programmable comparator clocked at the ETU bit rate to identify
when the CWT has been exceeded by the Smart Card.
* Block Wait Time
* The block waiting time (BWT) is defined as the maximum time between the start
bits of the last character of a transmitted block and the first character of the next
received block. The block wait time must not exceed a value that is
programmable. The EMV SIM module provides a 32-bit Block Wait Timer that
can be used to identify when the BWT has been violated.
* Block Guard Time
* The block guard time (BGT) is defined as the minimum delay between the start
bits of the last character of a transmitted block and the first character of the next
received block. The block guard must be greater than a value that is
programmable. The EMV SIM module provides a 16-bit Block Guard Timer that
can be used to identify when the BGT has been violated.
 Error Detection Code
e “T=1" cards can specify LRC or CRC error detection codes to be used. The
EMV SIM module provides hardware support for both the LRC and CRC
operations.
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15.7.4 EMV SIM Transmitter

The transmitter is responsible for reading the message bytes from the Tx FIFO, adding
the LRC or CRC at the end of the message block and re-transmit any byte on reception of
a NACK. It assists the receive operation by inserting NACKs when directed by the
receiver.

15.7.4.1 Message Transmission

The transmitter operation does not start until the Tx FIFO 1s empty. Software can
configure the EMV SIM module and enable the transmitter but unless a byte is written
into the Tx FIFO, no transmission will start. Clearing the XMT_EN bit while the
transmitter is in operation, will halt any transmission in progress, flush the transmit FIFO.
Refer Message Handling section for more details on using the Tx FIFO.

The transmitter continuously transmits the messages from the Tx FIFO. Upon NACK
detection, the transmitter resends the same byte until the Transmitter NACK Threshold
limit is reached. When TNTE is set, the EMV SIM transmitter is halted, and all pending
transfers are aborted, and the TC, ETC, AND TFE flags are set. All bytes remaining in
the transmit FIFO are lost. There is no way to restart the transmission on the next byte in
the FIFO. The transmitter remains frozen until TNTE is cleared by software. The only
way to clear TNTE is to write a 1 to the TNTE bit in the TX_STATUS register. It is
possible to disable the detection of NACKSs from the Smart Card by setting
TNCK_THD[3:0] to 0x0. By setting TNCK_THD[3:0] to 0x1, it is possible to disable all
retransmissions while still setting TNTE on the first NACK received. In general, TNTE is
set on the NACK that causes the threshold set by TNCK_THD[3:0] to be reached. This
final NACK will not cause a retransmission, whereas all previous NACKs will cause a
retransmission.

If all bytes are successfully transmitted and the Tx FIFO is empty, the transmitter send

the check byte (i.e. LRC or CRC) if the XMT_CRC_LRC and LRC_EN or CRC_EN bits
are set. The transmitter sends each byte to the LRC or CRC block to allow the check byte
generation.

At the end of each byte, the transmitter inserts the programmed Guard ETUs. Refer to
Protocol Timers section for more details on Guard Time Counter.
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15.7.4.2 NACK Insertion

The transmitter is responsible for driving the output low during the STOP bit time to
signify an error was detected in the received data from the Smart Card. This logic
responds to a NACK request generated by the receiver block.
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Figure 15-5. NACK Insertion

The NACK generation logic is also responsible for keeping track of the number of
NACKSs received during a transmit operation. The receiver detects NACKs generated by
the Smart Card, and reports them to the transmit NACK logic. Once the number of
detected NACKSs has reached the programmed threshold (TNCK_THD[3:0]), an interrupt
flag (TNTE) is generated, the transmit FIFO is flushed, and the transmitter is disabled.

15.7.4.3 Using EMV SIM Transmitter with "T=1" Smart Cards

The EMV SIM module provides hardware support for “T=1" type Smart Cards. These
type of cards present several requirements above and beyond the standard “T=0" cards.
The features provided to meet the requirements that pertain to the EMV SIM transmitter
are as follows:

* 11 ETU Characters
e The EMV SIM module transmitter has a programmable guard time register that
allows the programmer to specify the number of ETUs between character
transmissions. Programming a value of 255 (OxFF) in the GETU[7:0] bits in the
GUARD_CNTL register will set the number of ETUs per character transmitted
to 11.
e Character Waiting Time
* The character waiting time (CWT) is defined as the time between the start bits of
two consecutive characters. The value of CWT can range from 12 ETU to 32779
ETU. The time between transmitted characters is controlled by the
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programmable guard time in the GETU register. However, the time between the
last byte in the transmit FIFO, and the next transmitted byte can be largely
affected by software response time to the transmit interrupts. The EMV SIM
transmitter provides a Transmit FIFO threshold (TDTF) interrupt to signal the
system when the expected number of characters have been transmitted from the
transmit FIFO. The minimum CWT is achieved only if the software can respond
to the TDTF interrupt and write new data to the transmit FIFO before the last
character in the Transmit FIFO has been sent.
* Block Waiting Time
* The block waiting time (BWT) is defined as the maximum time between the start
bits of the last character of a transmitted block and the first character of the next
received block. The value of BWT is always greater than 1800 ETU. The EMV
SIM transmitter provides two General Purpose Counter(s) either of which can be
used to track the BWT. The BWT is purely determined by software response
time to the transmit interrupts.
* Block Guard Time
* The block guard time (BGT) is defined as the minimum delay between the start
bits of the last character of a transmitted block and the first character of the next
received block. The value of BGT 1s 22 ETU. The EMV SIM module supports
the BGT by providing the ability to generate an interrupt when the last byte is
received, and transmitting within 2 ETU after the XMT_EN bit is set. The BGT
will be determined by the speed at which the software can react to an interrupt
and enable the transmitter.
* Error Detection Code
e “T=1" cards can specify LRC or CRC error detection codes to be used. The
EMYV SIM module provides hardware support for both the LRC and CRC
operation.

15.7.5 LRC and CRC

15.7.5.1 LRC Block

The EMV SIM module provides an 8-bit Linear Redundancy Check (LRC) generator /
checker. The block is provided for use with T=1 Smart Cards that support LRC. This
block can be enabled through the LRC_EN bit in the CNTL register. This block performs
an 8-bit exclusive-OR on all received or transmitted characters. At the end of the
reception of a block of characters, the result is expected to be 00. If so, the LRC_OK bit
1s set in the RX_STATUS register. During transmission, the LRC block Exclusive-ORs
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each character that is transmitted with the current value of the LRC. If the
XMT_CRC_LRC bit in the CTRL register is set, the LRC value will automatically be
sent by the transmitter as the final character when the transmit FIFO empties.

The LRC value can be reset in multiple ways. Clearing the LCR_EN bit in the CTRL
register will reset the LRC value. At the end of a transmission (either after the LRC byte
18 transmitted, or after the last character in the transmit FIFO is sent when
XMT_CRC_LRC is clear), the LRC value is automatically reset by the EMV SIM
hardware. Finally, when setting the XMT_EN bit, the EMV SIM hardware resets the
LRC value.

Summary of configuration needed to use LRC block:
» Use the LRC_EN bit in CTRL register to enable the LRC block
e Use the XMT_CRC_LRC bit to enable the transmission of the LRC Character after
the last character in the Transmit FIFO is sent.

15.7.5.2 CRC Block

The EMV SIM module provides an 16-bit Cyclic Redundancy Check (CRC) generator /
checker. The block is provided for use with T=1 Smart Cards that support CRC. This
block can be enabled through the CRC_EN bit in the CTRL register. This block performs
a polynomial based check on all received or transmitted characters. The polynomial used
for calculating the CRC is G(x) = x'® + x!2 + x> + 1. The CRC register is initialized to all
“1” before the data is shifted in. The CRC block can be configured to compute using the
ISO 7816 CRC method or the 16-bit CCITT CRC method. The software can select the
following bits: CRC_IN_FLIP, CRC_OUT_FLIP, and INV_CRC_VAL of the CTRL
register.
e To select CCITT CRC method, set
* CRC_IN_FLIP =1
« CRC_OUT_FLIP =1
* INV_CRC_VAL =1
* To select normal CRC method (i.e. ISO 7816 CRC method), set
* CRC_IN_VAL=0
« CRC_OUT_VAL =0
« INV_CRC_VAL=1

During transmission, the CRC block updates the current value of the CRC using each
character. If the XMT_CRC_LRC bit in the CTRL register is set, the CRC value will
automatically be formatted as per the selected CRC method (CCITT or normal) and sent
by the EMV SIM transmitter as the final two characters when the transmit FIFO empties.
At the end of the reception of a block of characters, the residual from the CRC
calculation is compared and the CRC_OK bit is set in the RX_STATUS register.
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NOTE
Setting any other value for CRC_IN_FLIP, CRC_OUT_FLIP
and INV_CRC_VAL will cause CRC value to be formatted
accordingly; however the CRC will not be compliant to the
standard CRC used in Smart Cards.

The CRC value can be reset/initialized in multiple ways. Clearing the CRC_EN bit in the
CTRL register will reset the CRC value. At the end of a transmission (either after the
CRC characters are transmitted, or after the last character in the transmit FIFO is sent
when XMT_CRC_LRC is clear), the CRC value is automatically reset by the EMV SIM
hardware. Finally, when setting the XMT_EN bit, the EMV SIM hardware resets the
CRC value.

Summary of configuration needed to use CRC block:
e Use CRC_IN_FLIP, CRC_OUT_FLIP and INV_CRC_VAL bits in CTRL register to
select the desired CRC method (CCITT or normal)
* Use the CRC_EN bit in CTRL register to enable the CRC block
e Use the XMT_CRC_LRC bit to enable the transmission of the CRC Characters after
the last character in the Transmit FIFO is sent.

15.7.6 Message Handling

The EMV SIM module has FIFOs on both transmit and receive side for handling all
message bytes.

15.7.6.1 Transmit FIFO

A 16-byte deep FIFO is implemented in the transmitter. The transmit FIFO can be written
into by the software but reads to this FIFO will return zeros. To take care of clock
synchronization, each write access will have wait states inserted by the module but this is
transparent to the software. The Tx FIFO can be written to while the transmitter is
enabled, however, the transmitter does not start transmitting while the FIFO is empty. A
write to the Tx FIFO will initiate the transmit operation. Software can store more bytes
into the Tx FIFO until the programmed threshold is reached. Software can enable DMA
operation by setting TX_DMA_EN =1 in the CTRL register. On setting this bit, a DMA
request will be asserted and remain asserted till the number of bytes in FIFO reached the
programmed threshold value (TDT[3:0] in the TX_THD register).
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The transmit FIFO can be flushed by setting the FLSH_TX bit in the CTRL register. A
transmit NACK threshold error (TNTE) will halt the transmitter, and flush the transmit
FIFO. The flush operation resets the transmit read and write pointers to equal values.
Everything in the transmitter block is reset by the transmit flush operation. This does not

include the control registers associated with the transmitter. The Transmit data threshold
flag (TDTF) does not get cleared by the FLSH_TX operation.

15.7.6.2 Receive FIFO

A 16-byte deep FIFO is implemented in the receiver. Since more than 16-bytes can be
received in the FIFO, the software must ensure that the Rx FIFO is periodically read. The
Rx FIFO can be read by software via normal CPU accesses on interrupt (RX_DATA
interrupt flag) or via DMA by setting the DMA_RX_EN bit in CTRL register. The
software cannot write to this register. A write access may terminate in a transfer error.

The Rx FIFO is loaded by the receiver when it receives an error free message byte with
correct parity. The FIFO stores the message byte only. When the total bytes in the Rx
FIFO equals the programmed threshold value (RDT[3:0] in RX_THD register), the
RDTEF bit is asserted in the RX_STATUS register. An interrupt will be asserted if the
RDT IM bit in the INT_MASK is cleared. If DMA access to RX_FIFO is enabled, the
DMA request to read the Rx FIFO will be asserted when the threshold flag is set and will
clear when all the bytes are read out from the Rx FIFO.

The receive FIFO can be flushed by setting the FLSH_RX bit in the CTRL register. The
flush operation resets the receiver except for receiver control registers.

NOTE
Since the register bits and the receiver logic are in different
clock domains, the software needs to make sure to allow clock
synchronization time when sampling the RDTF bit. One
proposed method could be to read one byte at a time (from Rx
FIFO) when RDTF is asserted, allow a time of 3 bus clock
cycles after Rx FIFO read and then check the status of the
RDTF bit and repeat as necessary. Alternatively, one could set
the receiver threshold one more than actually needed.

Rx FIFO Overflow Detection: When a byte is received by the receiver and the Rx FIFO
is not read and already contains 16 bytes, a FIFO overflow error will be asserted (RFO bit
set to 1 in RX_STATUS register). The received byte will be discarded leaving the FIFO
with the first 16 bytes received. If the ONACK bit in the CTRL register is asserted, the
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transmitter will generate a NACK for the overflow condition every time a new byte is
received that cannot be stored in the Rx FIFO. The EMV SIM module will continually
send NACKSs till the Rx FIFO is read or NACK transmit threshold is reached.

15.7.7 Protocol Timers

The EMV SIM module has several 16-bit and 32-bit timers to allow the software perform
protocol timing checks and measurements like:

* Guard Time

e Character Wait Time

e Block Wait Time

* Block Guard Time

* Work Wait Time

In addition to the above, the EMV SIM module also contains two 32-bit general purpose
counters which can be used by software for any application specific time measurement.

15.7.7.1 Transmit Guard Time

The Transmit Guard time is the number of ETUs inserted by the transmitter between each
character being transmitted. The number of ETUs is controlled by programming the
TX_GETU register. The Guard Time is measured as the time (in ETUs) between the
STOP bits of previous character and the START bit of next character.

For a Guard Time programmed as OxFF in GETU[7:0] bits of TX_GETU register, the
transmitter inserts one STOP bit instead of two.

15.7.7.2 Character Wait Time

The EMYV SIM receiver block includes a 16-bit counter that counts the number of bit
times (ETUs) between received characters (i.e. time between start bits in the consecutive
characters received). When enabled, the Character Wait Time Counter (CWT) will not
start counting until after the START bit(s) of a valid character has been received. The
counter is synchronized to the receive character bit positions so that an accurate count of
the number of ETUs between characters can be made. The Character Wait Time Counter
has a 16-bit programmable comparator. Software can write the expected number of ETUs
between characters to the comparator. If the time between characters exceeds this value,
an interrupt flag will be set and an interrupt generated if the mask is clear. The CWT can
be configured as follows:
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* Program the CWT_VAL register to the value that needs to be enforced

» Activate CWT function by setting the CWT_EN bit in the CTRL register

e Enable the CWT_ERR interrupt by clearing the CWT_IM bit in the INT_MASK
register

e If an interrupt occurs, then the software should read the RX_STATUS register to
determine if the error was caused by a CWT_ERR violation. The software should
clear the CWT_ERR interrupt by writing a “1” to the CWT_ERR bit in the
RX_STATUS register

» Software can disable the CWT counter by clearing the CWT_EN bit in the CTRL
register at any time

15.7.7.3 Block Wait Time and Block Guard Time
A 32-bit timer is used to measure both Block Wait Time (BWT) and Block Guard Time
(BGT). The BWT and BGT timer are used to measure the delay between the leading edge
of the last character of the block received by the card and the leading edge of the first
character of the next block sent by the card. If this time measured is larger than the value
in BWT_VAL register, then the BWT_ERR flag will be set and an interrupt generated. If
the time is less than the value in the BGT_VAL register, then the BGT_ERR flag will be
set and an interrupt generated. The block wait timer can be configured as follows:
* Program the BWT_VAL and BGT_VAL registers to the value that need to be
enforced
 Activate the block wait timer by writing '1' to BWT_EN bit in the CTRL register
* Enable the BWT_ERR and BGT_ERR interrupts by clearing the BWT_IM and
BGT_IM bits in the INT_MASK register
e If an interrupt occurs, then the software should read the RX_STATUS register to
determine if the error was caused by a BWT_ERR or BGT_ERR violation. The
software should clear the interrupt status bit by writing a “1”” to the BWT_ERR bit or
BGT_ERR, respectively, in the RX_STATUS register
» Software can disable the BWT counter by clearing the BWT_EN bit in the CTRL
register at any time

NOTE
BWT should be enabled after all bytes are written to in Tx
FIFO. This is necessary to avoid the condition where writes to
Tx FIFO are very slow (more than 1 ETU time apart) and if
BWT is enabled earlier, then BWT error can trigger falsely.
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15.7.7.4 Work Wait Time

There is no separate counter to measure the work wait time (WWT). Work wait time is a
combination of BWT and CWT. To measure WWT, software must configure both
CWT_VAL and BWT_VAL to the value to enforced. When measuring WWT, the BGT
timer will not be used so it should be masked (inactive) by the BGT_IM bit. Below is the
sequence to program the EMV SIM to send and receive data while checking WWT:
* Program both the CWT_VAL and the BWT_VAL registers to the WWT (work wait
time) value that needs to be enforced. Set BGT register to O (this is the default value).
» Activate both the CWT and BWT functions by setting the CWT_EN and BWT_EN
bit in the CTRL register
* Enable the CWT_ERR and BWT_ERR interrupts by clearing the CWT_IM and
BWT_IM bits in the INT_MASK register
* Program the EMV SIM module to enable Receiver or Transmitter as desired by
application
e If an interrupt occurs, then the software should consider that a WWT violation if the
CWT_ERR or BWT_ERR bits are asserted. The software should clear the
CWT_ERR or BWT_ERR interrupt by writing a “1” to the BWT_ERR or
CWT_ERR bit in the RX_STATUS register

15.7.7.5 General Purpose Timers

The EMV SIM module provides TWO 16-bit counters for use, when timing events during
Smart Card communication. The clock source for the counter is selectable between three
sources: Card Clock, Receiver Clock (16 times the ETU clock) or ETU Clock (for
Transmitter). The GPCNTO/1_CLKSEL[1:0] bits in the CTRL register are used to select
the clock input. The counter is enabled as soon as the input clock is selected. The starting
of the counter is immediate once the input clock is running. Software can control the
three input clock sources by using the SCEN, KILL_CLOCKS, RCV_EN and XMT_EN
bits provided in the CTRL register.

To run the counters from the card clock source the following conditions must be met:
e ‘KILL_CLOCKS =0’ in the CTRL register
* ‘RCV_EN =1’ or XMT_EN =1 in the CTRL register
* 'SCEN = 1" in the PCSR register
e ‘GPCNT_CLKSET[1:0] =01’ in the CLKCFG register

The counter will begin to count at the card clock rate as soon as these conditions are met.

To run the counters from the receive clock source the following conditions must be met:
e ‘KILL_CLOCKS =0’ in the CTRL register.
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e ‘RCV_EN =1’ or XMT_EN =1 in the CTRL register
e ‘GPCNTO/1_CLKSET(1:0] = 10’ in the CLKCFG register

The counter will begin to count at the receive clock rate as soon as these conditions are
met.

To run the counters from the ETU (transmit) clock source the following conditions must
be met:

e ‘KILL_CLOCKS =0’ in the CTRL register.

* ‘RCV_EN =1’ or XMT_EN =1 in the CTRL register

e ‘GPCNTO/1_CLKSET[1:0] = 11’ in the CLKCFG register

The counters will begin to count at the ETU clock rate as soon as these conditions are
met.

The counters can be reset by setting GPCNTO0/1_CLKSEL[1:0] to 00. A 16-bit
comparator value (GPCNTO/1_V AL register) is provided that allows the software to
select a count value at which the interrupt flags (GPCNTO0/1_TO bit in TX_STATUS
register) can be set and an interrupt generated if the mask (GPCNTO/1_IM bits in
INT_MASK register) are clear.

The following sequence should be followed to configure both general purpose timers:
* Program counter comparator using the GPCNTO/1_VAL register
* Enable the conditions described above using the CTRL register
* Select desired clock source for the General Purpose Counter using the CLKCFG
register
* Enable interrupts in the INT_MASK register

15.7.8 Answer To Reset (ATR) Detection

The first communication that occurs between the Smart Card and the EMV SIM module
will be a block of data sent from the Smart Card to the EMV SIM module after the card is
powered up and the card reset is removed (As described in Smart Card Interface and
Control Section). This block is called the Answer To Reset (ATR). To receive the ATR,
the EMV SIM module should be configured for 12 ETU character reception. According
to the ISO 7816-3 spec, both “T=0" and “T=1" cards will communicate initially using 12
ETU character durations.

The following steps provide a suggested approach to configure the EMV SIM module to
receive the ATR.
e Clear RCVRI11 bit in the CTRL register
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* Set ANACK bit in the CTRL register to enable NACK generation. The ISO 7816-3
spec allows the EMV SIM module to NACK any communication errors that occur
during the initial communication at 12 ETU.

NOTE
The Europay MasterCard and VISA (EMV) cards are
similar to “T=1", but do not allow the EMV SIM module to
NACK during the initial communication

* Enable RDTF and RFO interrupts by setting RDT_IM and RFO_IM bits in
INT_MASK register. These interrupts are enabled to notify the software when
characters are received. A threshold can be set for the number of characters to
receive before generating an interrupt.

* Set desired threshold for received characters by writing RDT in RX_THD register

The EMV SIM should be setup to perform in initial character mode during ATR
detection. This will cause the hardware to identify the first valid character sent during the
ATR as an initial character. This character will automatically configure the hardware for
the data convention used by the Smart Card.

* Set Initial Character Mode by setting the ICM bit in the CTRL register

The ISO 7816-3 spec requires that Smart Cards meet certain timing restrictions. One of
these is the time from the de-assertion of the card reset to the beginning of the ATR
sequence. The EMV SIM module's General Purpose Counter can be used to verify that
the Smart Card begins its ATR within the 400 to 40,000 card clock cycle range.

* Set the General Purpose Counter 0 or 1 Timeout Value to 0x9C40 using
GPCNTO/1_VAL register.

* Enable General Purpose Counter Interrupt by clearing GPCNTO0/1_IM in
INT_MASK register.

* Enable General Purpose Counter by programming the GPCNTO0/1_CLKSEL[1:0] bits
to 01, so that the card clock is used for counting.

The ISO7816-3 spec states that the maximum allowed time between two characters
during the ATR 1s 9600 ETUs (Initial Waiting Time). The Character Wait Time Counter
should be setup to detect any errors for this condition.
 Set Character Wait Time Counter Comparator to 9600 using the CWT_VAL register
* Enable the Character Wait Time Counter Interrupt by clearing CWT_ERR_IM in
INT_MASK register
* Enable the Character Wait Time Counter by setting the CWT_EN bit in the CTRL
register

The last step in preparing for ATR reception is to enable the receiver.
* Set RCV_EN bit in CTRL register
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The EMV SIM module will generate interrupts once a threshold number of characters 1s
received. The software should react to these interrupts and read the characters from the
receive FIFO (RX_BUF) until the complete ATR has been received. If a General Purpose
Counter interrupt occurs before the final ATR character is received, then the card should
be deactivated according to the ISO 7816-3 spec (See Section Smart Card Interface and
Control). Otherwise, once a valid ATR is received, the software will know from the ATR
information the specific characteristics for this card (refer to the ISO 7816-3 spec for
details).

15.7.8.1 Programming Considerations for T=0 Smart Cards
If the card 1s of type T=0, the software should adjust the following parameters according
to the information in the ATR:
* Adjust the baud rate by changing the values of DIVISOR register based on the values
of 'F' and 'D' received in the ATR.
* Adjust the guard time between characters by changing the value of GETU[7:0] in the
TX_GETU register.
e Adjust NACK capability by modifying the values of the ONACK and ANACK bits
in the CTRL register.
* Adjust the stop clock polarity by modifying the value of the SCSP bit in the PCSR
register.
* Adjust the level of transmit NACK re-transmissions allowed by modifying the value
of the TNCK_THD[3:0] bits in the TX_THD register.
 Adjust the level for the Receive NACK threshold by modifying the
RNCK_THD[3:0] bits in the RX_THD register.

If a negotiation with the Smart Card is desired, the software sends a PPS response to the
Smart Card. To send the response, the following steps should be performed:

* Set the desired transmit FIFO threshold level by writing the TDT[3:0] bits in the
TX_THD register.

* Clear all transmit interrupt flags in the TX_STATUS register by writing a one to the
bits of the register.

* Enable the transmit interrupts desired by clearing the mask bits in the INT_MASK
register. If more than 16 characters are to be sent, it is suggested that the TDTF
interrupt be used to signify when to write more characters to the transmit FIFO. This
results in the most efficient transfer times to the Smart Card.

* Enable the transmitter by setting the XMT_EN bit in the CTRL register.

» Write the characters to be sent as response (max 16) to the transmit FIFO using the
TX_BUF register.
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At this point, the EMV SIM module will transmit the characters in the transmit FIFO. If
more than 16 characters are to be sent, the transmit threshold interrupt will be set when
the threshold number of characters are remaining in the FIFO. The software can then
write an additional number of characters to be sent without interrupting transmission to
the Smart Card.

Once the transmission is complete, the EMV SIM module should be completely
configured for standard operation with the T=0 Smart Card. The software can continue to
service RDTF interrupts for received characters, and TDTF interrupts for transmitted
characters.

15.7.8.2 Programming Considerations for T=1 Smart Cards

If the card is of type T=1, the software should adjust the following parameters according
to the information in the ATR:

 Adjust the baud rate by changing the values of DIVISOR register based on the values
of 'F' and 'D' received in the ATR.

* Adjust the guard time between characters by changing the value of GETU[7:0] in the
TX_GETU register. Setting GETU[7:0] to OxFF configures the SIM transmitter for
11 ETU transmissions.

* Disable NACK capability by clearing the ONACK and ANACK bits in the CTRL
register. T=1 cards do not allow NACKSs.

* Adjust the stop clock polarity by modifying the value of the SCSP bit in the PCSR
register.

 Set Character Wait Time Counter Timeout Value to value specified in the ATR by
using the CWT_VAL register.

* Enable the Character Wait Time Counter Interrupt by clearing CWT_ERR_IM in
INT_MASK register.

* Enable the Character Wait Time Counter by setting the CWT_EN bit in the CTRL
register.

e Enable CRC or LRC error checking according to the ATR information by setting
either the CRC_EN or LRC_EN bit in the CTRL register. These bits should never be
set at the same time!

For T=1 cards, the ATR is sent using a T=0 type of structure (12 ETU, no LRC or CRC).
If a negotiation with the Smart Card is desired, the software will send a PPS response to
the Smart Card. Otherwise, the protocol is initiated with a block transfer from the EMV
SIM module. In order to send the response or the first block, the following steps should
be performed:
* Set the desired transmit FIFO threshold level by writing the TDT[3:0] bits in the
TX_THD register.
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* Clear all transmit interrupt flags in the TX_STATUS register by writing a one to the
bits of the register.

* Enable the transmit interrupts desired by clearing the mask bits in the INT_MASK
register. If more than 16 characters are to be sent, it is suggested that the TDTF
interrupt be used to signify when to write more characters to the transmit FIFO. This
results in the most efficient transfer times to the Smart Card.

* Enable the transmission of the error checking characters (LRC or CRC) by setting
the XMT_CRC_LRC bit in the CTRL register.

NOTE
If the card supports PPS, the software may not be allowed
to send the LRC/CRC information until the PPS exchange
is completed. If so, do not set the XMT_CRC_LRC bit
during the PPS exchange.

* Enable the transmitter by setting the XMT_EN bit in the CTRL register.
» Write the characters to be sent as response (max 16) to the transmit FIFO using the
TX_BUF register.

At this point, the EMV SIM module will transmit the characters in the transmit FIFO. If
more than 16 characters are to be sent, the transmit threshold interrupt will be set when
the threshold number of characters are remaining in the FIFO. The software can then
write an additional number of characters to be sent without interrupting transmission to
the Smart Card.

Once the transmission is complete, the EMV SIM module should be completely
configured for standard operation with the T=1 Smart Card. The software can continue to
service RDTF interrupts for received characters, and TDTF interrupts for transmitted
characters.
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Chapter 16
Reset Control Module (RCM)

16.1 Introduction

Information found here describes the registers of the Reset Control Module (RCM). The
RCM implements many of the reset functions for the chip. See the chip's reset chapter for
more information.

See AN4503: Power Management for Kinetis MCUs for further details on using the

RCM.

16.2 Reset memory map and register descriptions
The RCM Memory Map/Register Definition can be found here.

The Reset Control Module (RCM) registers provide reset status information and reset
filter control.

NOTE

The RCM registers can be written only in supervisor mode.
Write accesses in user mode are blocked and will result in a bus
error.

RCM memory map

Absolute i i
address Register name (ivryllgitt';) Access | Reset value Set;tlc;n/

(hex) pag
4007_F000 |System Reset Status Register 0 (RCM_SRSO0) 8 R 82h 16.2.1/360
4007_F001 |System Reset Status Register 1 (RCM_SRS1) 8 R 00h 16.2.2/361
4007_F004 |Reset Pin Filter Control register (RCM_RPFC) 8 R/W 00h 16.2.3/363
4007_F005 |Reset Pin Filter Width register (RCM_RPFW) 8 R/W 00h 16.2.4/364

Table continues on the next page...
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RCM memory map (continued)

Absolute . .
address Register name (ivr\nhgitt';) Access | Reset value Sec;tu;n/
(hex) pag
4007_F006 |Force Mode Register (RCM_FM) 8 R/W 00h 16.2.5/365
4007_F007 |Mode Register (RCM_MR) 8 R/W See section | 16.2.6/366
4007_F008 |Sticky System Reset Status Register 0 (RCM_SSRSO0) 8 R/W 82h 16.2.7/367
4007_F009 |Sticky System Reset Status Register 1 (RCM_SSRS1) 8 R/W 00h 16.2.8/368

16.2.1 System Reset Status Register 0 (RCM_SRSO0)

This register includes read-only status flags to indicate the source of the most recent
reset. The reset state of these bits depends on what caused the MCU to reset.

NOTE
The reset value of this register depends on the reset source:
POR (including LVD) — 0x82
LVD (without POR) — 0x02
VLLS mode wakeup due to RESET pin assertion — 0x41
VLLS mode wakeup due to other wakeup sources — 0x01
Other reset — a bit is set if its corresponding reset source
caused the reset

Address: 4007_F000h base + 0Oh offset = 4007_F000h

Bit 7 6 5 4 | 3 2 1 0
Read POR PIN WDOG 0 LOL LOC LVD WAKEUP
Write
Reset 1 0 0 0 0 0 1 0

RCM_SRSO field descriptions
Field Description
7 Power-On Reset
POR

Indicates a reset has been caused by the power-on detection logic. Because the internal supply voltage
was ramping up at the time, the low-voltage reset (LVD) status bit is also set to indicate that the reset
occurred while the internal supply was below the LVD threshold.

0 Reset not caused by POR
1 Reset caused by POR

6 External Reset Pin
PIN

Indicates a reset has been caused by an active-low level on the external RESET pin.

0 Reset not caused by external reset pin
1 Reset caused by external reset pin

Table continues on the next page...
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RCM_SRSO field descriptions (continued)

Field Description

5 Watchdog
WDOG

Indicates a reset has been caused by the watchdog timer timing out. This reset source can be blocked by
disabling the watchdog.

0 Reset not caused by watchdog timeout
1 Reset caused by watchdog timeout

4 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
3 Loss-of-Lock Reset
LOL

Indicates a reset has been caused by a loss of lock in the MCG PLL. See the MCG description for
information on the loss-of-clock event.

0 Reset not caused by a loss of lock in the PLL
1 Reset caused by a loss of lock in the PLL

2 Loss-of-Clock Reset
LOC
Indicates a reset has been caused by a loss of external clock. The MCG clock monitor must be enabled
for a loss of clock to be detected. Refer to the detailed MCG description for information on enabling the
clock monitor.

0 Reset not caused by a loss of external clock.
1 Reset caused by a loss of external clock.

1 Low-Voltage Detect Reset
LVD
If PMC_LVDSC1[LVDRE] is set and the supply drops below the LVD trip voltage, an LVD reset occurs.
This field is also set by POR.

0 Reset not caused by LVD trip or POR
1 Reset caused by LVD trip or POR

0 Low Leakage Wakeup Reset
WAKEUP

Indicates a reset has been caused by an enabled LLWU module wakeup source while the chip was in a
low leakage mode. In LLS mode, the RESET pin is the only wakeup source that can cause this reset. Any
enabled wakeup source in a VLLSx mode causes a reset. This bit is cleared by any reset except
WAKEUP.

0 Reset not caused by LLWU module wakeup source
1 Reset caused by LLWU module wakeup source

16.2.2 System Reset Status Register 1 (RCM_SRS1)

This register includes read-only status flags to indicate the source of the most recent
reset. The reset state of these bits depends on what caused the MCU to reset.

NOTE
The reset value of this register depends on the reset source:
* POR (including LVD) — 0x00
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e LVD (without POR) — 0x00
* VLLS mode wakeup — 0x00
 Other reset — a bit is set if its corresponding reset source
caused the reset

Address: 4007_F000h base + 1h offset = 4007_F001h

Bit 7 6 5 4 | 3 2 1 0
Read 0 0 SACKERR 0 MDM_AP SwW LOCKUP JTAG
Write
Reset 0 0 0 0 0 0 0 0
RCM_SRSH1 field descriptions
Field Description
7 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
6 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
5 Stop Mode Acknowledge Error Reset
SACKERR

Indicates that after an attempt to enter Stop mode, a reset has been caused by a failure of one or more
peripherals to acknowledge within approximately one second to enter stop mode.

0 Reset not caused by peripheral failure to acknowledge attempt to enter stop mode
1 Reset caused by peripheral failure to acknowledge attempt to enter stop mode

4 This field is reserved.

Reserved This read-only field is reserved and always has the value 0.
3 MDM-AP System Reset Request

MDM_AP

Indicates a reset has been caused by the host debugger system setting of the System Reset Request bit
in the MDM-AP Control Register.

0 Reset not caused by host debugger system setting of the System Reset Request bit
1 Reset caused by host debugger system setting of the System Reset Request bit

2 Software

Indicates a reset has been caused by software setting of SYSRESETREQ bit in Application Interrupt and
Reset Control Register in the ARM core.

0 Reset not caused by software setting of SYSRESETREQ bit
1 Reset caused by software setting of SYSRESETREQ bit

1 Core Lockup
LOCKUP
Indicates a reset has been caused by the ARM core indication of a LOCKUP event.

0 Reset not caused by core LOCKUP event
1 Reset caused by core LOCKUP event

0 JTAG Generated Reset
JTAG

Indicates a reset has been caused by JTAG selection of certain IR codes: EXTEST, HIGHZ, and CLAMP.

Table continues on the next page...
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RCM_SRSH1 field descriptions (continued)

Field Description
0 Reset not caused by JTAG
1 Reset caused by JTAG

16.2.3 Reset Pin Filter Control register (RCM_RPFC)

NOTE
The reset values of bits 2-0 are for Chip POR only. They are
unaffected by other reset types.

NOTE

The bus clock filter is reset when disabled or when entering
stop mode. The LPO filter is reset when disabled .

Address: 4007_F000h base + 4h offset = 4007_F004h

Bit 7 6 5 4 | 3 2 1 0
Read RSTFLTSS RSTFLTSRW
Write
Reset 0 0 0 0 0 0 0 0
RCM_RPFC field descriptions

Field Description
7-3 This field is reserved.

Reserved This read-only field is reserved and always has the value 0.

2 Reset Pin Filter Select in Stop Mode
RSTFLTSS

Selects how the reset pin filter is enabled in Stop and VLPS modes , and also during LLS and VLLS
modes. On exit from VLLS mode, this bit should be reconfigured before clearing PMC_REGSC[ACKISO].

0 Allfiltering disabled
1 LPO clock filter enabled

RSTFLTSRW |Reset Pin Filter Select in Run and Wait Modes

Selects how the reset pin filter is enabled in run and wait modes.

00 Allfiltering disabled

01 Bus clock filter enabled for normal operation
10 LPO clock filter enabled for normal operation
11 Reserved
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16.2.4 Reset Pin Filter Width register (RCM_RPFW)

NOTE

The reset values of the bits in the RSTFLTSEL field are for
Chip POR only. They are unaffected by other reset types.

Address: 4007_F000h base + 5h offset = 4007_F005h

Bit 7 6 5 4 | 3 2 1 0
Read 0 RSTFLTSEL
Write
Reset 0 0 0 o | o 0 0 0
RCM_RPFW field descriptions

Field Description
7-5 This field is reserved.

Reserved This read-only field is reserved and always has the value 0.

RSTFLTSEL |Reset Pin Filter Bus Clock Select

Selects the reset pin bus clock filter width.

00000 Bus clock filter count is 1
00001 Bus clock filter count is 2
00010 Bus clock filter count is 3
00011 Bus clock filter count is 4
00100 Bus clock filter count is 5
00101 Bus clock filter count is 6
00110 Bus clock filter count is 7
00111  Bus clock filter count is 8
01000 Bus clock filter count is 9
01001 Bus clock filter count is 10
01010 Bus clock filter count is 11
01011 Bus clock filter count is 12
01100 Bus clock filter count is 13
01101 Bus clock filter count is 14
01110 Bus clock filter count is 15
01111 Bus clock filter count is 16
10000 Bus clock filter count is 17
10001 Bus clock filter count is 18
10010 Bus clock filter count is 19
10011 Bus clock filter count is 20
10100 Bus clock filter count is 21
10101 Bus clock filter count is 22
10110 Bus clock filter count is 23
10111 Bus clock filter count is 24
11000 Bus clock filter count is 25

Table continues on the next page...
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RCM_RPFW field descriptions (continued)

Field

Description

11001 Bus clock filter count is 26
11010 Bus clock filter count is 27
11011 Bus clock filter count is 28
11100 Bus clock filter count is 29
11101 Bus clock filter count is 30
11110 Bus clock filter count is 31
11111 Bus clock filter count is 32

16.2.5 Force Mode Register (RCM_FM)

NOTE

The reset values of the bits in the FORCEROM field are for
Chip POR only. They are unaffected by other reset types.

Address: 4007_F000h base + 6h offset = 4007_F006h

Bit 7 6 5 4 | 3 2
Read FORCEROM 0
Write
Reset 0 0 0 0 0 0
RCM_FM field descriptions
Field Description
7-3 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
2-1 Force ROM Boot
FORCEROM
When either bit is set, will force boot from ROM during all subsequent system resets.
00 No effect
01 Force boot from ROM with RCM_MR[1] set.
10 Force boot from ROM with RCM_MR][2] set.
11 Force boot from ROM with RCM_MR[2:1] set.
0 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
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16.2.6 Mode Register (RCM_MR)

This register includes status flags to indicate the state of the mode pins during the last
Chip Reset.

Address: 4007_F000h base + 7h offset = 4007_F007h

Bit 7 6 5 4 3 2 1
Read 0 BOOTROM 0
Write wic
Reset 0 0 0 0 0 * * 0

* Notes:
e BOOTROM field: The reset state of this register depends on the boot mode.

RCM_MR field descriptions

Field Description
7-3 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
2-1 Boot ROM Configuration
BOOTROM

Indicates the boot source, the boot source remains set until the next System Reset or software can write
logic one to clear the corresponding mode bit.

While either bit is set, the NMI input is disabled and the vector table is relocated to the ROM base address
at 0x1C00_0000. These bits should be cleared by writing logic one before executing any code from either
Flash or SRAM.

00 Boot from Flash

01 Boot from ROM due to BOOTCFGO pin assertion

10 Boot form ROM due to FOPT[7] configuration

11 Boot from ROM due to both BOOTCFGO pin assertion and FOPT[7] configuration

0 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
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16.2.7 Sticky System Reset Status Register 0 (RCM_SSRSO0)

This register includes status flags to indicate all reset sources since the last POR, LVD or
VLLS Wakeup that have not been cleared by software. Software can clear the status flags
by writing a logic one to a flag.

Address: 4007_F000h base + 8h offset = 4007_F008h

Bit 7 6 5 3 2 1 0
Read SPOR SPIN SWDOG 0 SLOL SLOC SLVD SWAKEUP
Write wic wic wic wic wic wic wic
Reset 1 0 0 0 0 0 1 0

RCM_SSRSO field descriptions
Field Description
7 Sticky Power-On Reset
SPOR
Indicates a reset has been caused by the power-on detection logic. Because the internal supply voltage
was ramping up at the time, the low-voltage reset (LVD) status bit is also set to indicate that the reset
occurred while the internal supply was below the LVD threshold.
0 Reset not caused by POR
1 Reset caused by POR
6 Sticky External Reset Pin
SPIN
Indicates a reset has been caused by an active-low level on the external RESET pin.
0 Reset not caused by external reset pin
1 Reset caused by external reset pin
5 Sticky Watchdog
SWDOG
Indicates a reset has been caused by the watchdog timer timing out.This reset source can be blocked by
disabling the watchdog.
0 Reset not caused by watchdog timeout
1 Reset caused by watchdog timeout
4 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
3 Sticky Loss-of-Lock Reset
SLOL
Indicates a reset has been caused by a loss of lock in the MCG PLL. See the MCG description for
information on the loss-of-clock event.
0 Reset not caused by a loss of lock in the PLL
1 Reset caused by a loss of lock in the PLL
2 Sticky Loss-of-Clock Reset
SLOC

Table continues on the next page...
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RCM_SSRSO field descriptions (continued)

Field Description

Indicates a reset has been caused by a loss of external clock. The MCG clock monitor must be enabled
for a loss of clock to be detected. Refer to the detailed MCG description for information on enabling the
clock monitor.

0 Reset not caused by a loss of external clock.
1 Reset caused by a loss of external clock.

1 Sticky Low-Voltage Detect Reset

SLVD
If PMC_LVDSC1[LVDRE] is set and the supply drops below the LVD trip voltage, an LVD reset occurs.

This field is also set by POR.

0 Reset not caused by LVD trip or POR
1 Reset caused by LVD trip or POR

0 Sticky Low Leakage Wakeup Reset

SWAKEUP
Indicates a reset has been caused by an enabled LLWU modulewakeup source while the chip was in a

low leakage mode. In LLS mode, the RESET pin is the only wakeup source that can cause this reset. Any
enabled wakeup source in a VLLSx mode causes a reset.

0 Reset not caused by LLWU module wakeup source
1 Reset caused by LLWU module wakeup source

16.2.8 Sticky System Reset Status Register 1 (RCM_SSRS1)

This register includes status flags to indicate all reset sources since the last POR, LVD or
VLLS Wakeup that have not been cleared by software. Software can clear the status flags
by writing a logic one to a flag.

Address: 4007_F000h base + 9h offset = 4007_F009h

Bit 7 6 5 4 | 3 2 1 0
Read 0 0 SSACKERR 0 SMDM_AP SSwW SLOCKUP SJTAG
Write wic wic wic wic
Reset 0 0 0 0 0 0 0 0
RCM_SSRS1 field descriptions
Field Description
7 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
6 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
5 Sticky Stop Mode Acknowledge Error Reset
SSACKERR

Table continues on the next page...
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RCM_SSRS1 field descriptions (continued)

Field Description

Indicates that after an attempt to enter Stop mode, a reset has been caused by a failure of one or more
peripherals to acknowledge within approximately one second to enter stop mode.

0 Reset not caused by peripheral failure to acknowledge attempt to enter stop mode
1 Reset caused by peripheral failure to acknowledge attempt to enter stop mode

4 This field is reserved.

Reserved This read-only field is reserved and always has the value 0.
3 Sticky MDM-AP System Reset Request

SMDM_AP

Indicates a reset has been caused by the host debugger system setting of the System Reset Request bit
in the MDM-AP Control Register.

0 Reset not caused by host debugger system setting of the System Reset Request bit
1 Reset caused by host debugger system setting of the System Reset Request bit

2 Sticky Software
SSwW

Indicates a reset has been caused by software setting of SYSRESETREQ bit in Application Interrupt and
Reset Control Register in the ARM core.

0 Reset not caused by software setting of SYSRESETREQ bit
1 Reset caused by software setting of SYSRESETREQ bit

1 Sticky Core Lockup
SLOCKUP

Indicates a reset has been caused by the ARM core indication of a LOCKUP event.

0 Reset not caused by core LOCKUP event
1 Reset caused by core LOCKUP event

0 Sticky JTAG Generated Reset
SJTAG

Indicates a reset has been caused by JTAG selection of certain IR codes: EXTEST, HIGHZ, and CLAMP.

0 Reset not caused by JTAG
1 Reset caused by JTAG
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Chapter 17
System Mode Controller (SMC)

17.1 Introduction

The System Mode Controller (SMC) is responsible for sequencing the system into and
out of all low-power Stop and Run modes.

Specifically, it monitors events to trigger transitions between power modes while
controlling the power, clocks, and memories of the system to achieve the power
consumption and functionality of that mode.

This chapter describes all the available low-power modes, the sequence followed to enter/
exit each mode, and the functionality available while in each of the modes.

The SMC is able to function during even the deepest low power modes.

See AN4503: Power Management for Kinetis MCUs for further details on using the
SMC.

17.2 Modes of operation
The ARM CPU has three primary modes of operation:

* Run
» Sleep
* Deep Sleep

The WFI or WFE instruction is used to invoke Sleep and Deep Sleep modes. Run, Wait,
and Stop are the common terms used for the primary operating modes of Freescale
microcontrollers.

The following table shows the translation between the ARM CPU modes and the
Freescale MCU power modes.
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moues of operation

ARM CPU mode MCU mode

Sleep Wait

Deep Sleep Stop

Accordingly, the ARM CPU documentation refers to sleep and deep sleep, while the
Freescale MCU documentation normally uses wait and stop.

In addition, Freescale MCUs also augment Stop, Wait, and Run modes in a number of
ways. The power management controller (PMC) contains a run and a stop mode
regulator. Run regulation is used in normal run, wait and stop modes. Stop mode
regulation is used during all very low power and low leakage modes. During stop mode
regulation, the bus frequencies are limited in the very low power modes.

The SMC provides the user with multiple power options. The Very Low Power Run
(VLPR) mode can drastically reduce run time power when maximum bus frequency is
not required to handle the application needs. From Normal Run mode, the Run Mode
(RUNM) field can be modified to change the MCU into VLPR mode when limited
frequency is sufficient for the application. From VLPR mode, a corresponding wait
(VLPW) and stop (VLPS) mode can be entered.

Depending on the needs of the user application, a variety of stop modes are available that
allow the state retention, partial power down or full power down of certain logic and/or
memory. I/O states are held in all modes of operation. Several registers are used to
configure the various modes of operation for the device.

The following table describes the power modes available for the device.

Table 17-1. Power modes

Mode Description

RUN The MCU can be run at full speed and the internal supply is fully regulated, that is, in run regulation.
This mode is also referred to as Normal Run mode.

HSRUN The MCU can be run at a faster frequency compared with RUN mode and the internal supply is fully
regulated. See the Power Management chapter for details about the maximum allowable
frequencies.

WAIT The core clock is gated off. The system clock continues to operate. Bus clocks, if enabled, continue
to operate. Run regulation is maintained.

STOP The core clock is gated off. System clocks to other masters and bus clocks are gated off after all
stop acknowledge signals from supporting peripherals are valid.

VLPR The core, system, bus, and flash clock maximum frequencies are restricted in this mode. See the
Power Management chapter for details about the maximum allowable frequencies.

VLPW The core clock is gated off. The system, bus, and flash clocks continue to operate, although their
maximum frequency is restricted. See the Power Management chapter for details on the maximum
allowable frequencies.

VLPS The core clock is gated off. System clocks to other masters and bus clocks are gated off after all
stop acknowledge signals from supporting peripherals are valid.

Table continues on the next page...
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Table 17-1. Power modes (continued)

Mode

Description

LLS3

The core clock is gated off. System clocks to other masters and bus clocks are gated off after all
stop acknowledge signals from supporting peripherals are valid. The MCU is placed in a low
leakage mode by reducing the voltage to internal logic. All system RAM contents, internal logic and
I/O states are retained.

LLS2

The core clock is gated off. System clocks to other masters and bus clocks are gated off after all
stop acknowledge signals from supporting peripherals are valid. The MCU is placed in a low
leakage mode by reducing the voltage to internal logic and powering down the system RAM3
partition. The system RAM2 partition can be optionally retained using STOPCTRL[RAM2PQ]. The
system RAM1 partition, internal logic and 1/O states are retained."

VLLS3

The core clock is gated off. System clocks to other masters and bus clocks are gated off after all
stop acknowledge signals from supporting peripherals are valid. The MCU is placed in a low
leakage mode by powering down the internal logic. All system RAM contents are retained and 1/0
states are held. Internal logic states are not retained.

VLLS2

The core clock is gated off. System clocks to other masters and bus clocks are gated off after all
stop acknowledge signals from supporting peripherals are valid. The MCU is placed in a low
leakage mode by powering down the internal logic and the system RAMS partition. The system
RAM2 partition can be optionally retained using STOPCTRL[RAM2PQ].The system RAM1 partition
contents are retained in this mode. Internal logic states are not retained. 2

VLLS1

The core clock is gated off. System clocks to other masters and bus clocks are gated off after all
stop acknowledge signals from supporting peripherals are valid. The MCU is placed in a low
leakage mode by powering down the internal logic and all system RAM. I/O states are held. Internal
logic states are not retained.

VLLSO

The core clock is gated off. System clocks to other masters and bus clocks are gated off after all
stop acknowledge signals from supporting peripherals are valid. The MCU is placed in a low
leakage mode by powering down the internal logic and all system RAM. I/O states are held. Internal
logic states are not retained. The 1kHz LPO clock is disabled and the power on reset (POR) circuit
can be optionally enabled using STOPCTRL[PORPO].

1. See the devices' chip configuration details for the size and location of the system RAM patrtitions.
2. See the devices' chip configuration details for the size and location of the system RAM partitions.

17.3 Memory map and register descriptions

Information about the registers related to the system mode controller can be found here.

Different SMC registers reset on different reset types. Each register's description provides
details. For more information about the types of reset on this chip, refer to the Reset

section details.

NOTE

The SMC registers can be written only in supervisor mode.
Write accesses in user mode are blocked and will result in a bus

CITor.

NOTE

Before executing the WFI instruction, the last register written to
must be read back. This ensures that all register writes
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associated with setting up the low power mode being entered
have completed before the MCU enters the low power mode.
Failure to do this may result in the low power mode not being
entered correctly.

SMC memory map

Absolute ; i
address Register name W 'd.t h Access | Reset value Section/
(in bits) page
(hex)
4007_EO00 |Power Mode Protection register (SMC_PMPROT) 8 R/W See section | 17.3.1/374
4007_EO001 |Power Mode Control register (SMC_PMCTRL) 8 R/W See section | 17.3.2/375
4007_EO002 |Stop Control Register (SMC_STOPCTRL) 8 R/W 03h 17.3.3/377
4007_EO003 |Power Mode Status register (SMC_PMSTAT) 8 R See section | 17.3.4/378

17.3.1 Power Mode Protection register (SMC_PMPROT)

This register provides protection for entry into any low-power run or stop mode. The
enabling of the low-power run or stop mode occurs by configuring the Power Mode
Control register (PMCTRL).

The PMPROT register can be written only once after any system reset.

If the MCU is configured for a disallowed or reserved power mode, the MCU remains in
its current power mode. For example, if the MCU is in normal RUN mode and AVLP is
0, an attempt to enter VLPR mode using PMCTRL[RUNM] is blocked and
PMCTRL[RUNM] remains 00b, indicating the MCU is still in Normal Run mode.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the Reset
section details for more information.

Address: 4007_EO00Oh base + 0Oh offset = 4007_E000h

Bit 7 6 5 4 | 3 2 1 0
Read | ApsRUN 0 AVLP 0 ALLS 0 AVLLS 0
Write
Reset 0 0 * 0 0 0 0 0

* Notes:
e AVLP field: When booting in run mode, the reset value is 0. When booting in VLPR mode, the reset value is 1.
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SMC_PMPROT field descriptions

Field Description

7 Allow High Speed Run mode
AHSRUN
Provided the appropriate control bits are set up in PMCTRL, this write-once field allows the MCU to enter
High Speed Run mode (HSRUN).

0 HSRUN is not allowed
1 HSRUN is allowed

6 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
5 Allow Very-Low-Power Modes
AVLP

Provided the appropriate control bits are set up in PMCTRL, this write-once field allows the MCU to enter
any very-low-power mode (VLPR, VLPW, and VLPS).

0 VLPR, VLPW, and VLPS are not allowed.
1 VLPR, VLPW, and VLPS are allowed.

4 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
3 Allow Low-Leakage Stop Mode
ALLS

Provided the appropriate control bits are set up in PMCTRL, this write-once field allows the MCU to enter
any low-leakage stop mode (LLS).

0 Any LLSx mode is not allowed
1 Any LLSx mode is allowed

2 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
1 Allow Very-Low-Leakage Stop Mode
AVLLS

Provided the appropriate control bits are set up in PMCTRL, this write once bit allows the MCU to enter
any very-low-leakage stop mode (VLLSKX).

0 Any VLLSx mode is not allowed
1 Any VLLSx mode is allowed

0 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.

17.3.2 Power Mode Control register (SMC_PMCTRL)

The PMCTRL register controls entry into low-power Run and Stop modes, provided that
the selected power mode is allowed via an appropriate setting of the protection
(PMPROT) register.

NOTE

This register is reset on Chip POR not VLLS and by reset types
that trigger Chip POR not VLLS. It is unaffected by reset types
that do not trigger Chip POR not VLLS. See the Reset section
details for more information.
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Address: 4007_EO00Oh base + 1h offset = 4007_E001h

Bit
Read
Write

Reset

* Notes:

7 6 5 4 | 3 2 1 0

RUNM STOPM

0 * *

* RUNM field: When booting in run mode, the reset value is 00. When booting in VLPR mode, the reset value is 10.

SMC_PMCTRL field descriptions

Field Description
7 This field is reserved.
Reserved This bit is reserved for future expansion and should always be written zero.
6-5 Run Mode Control
RUNM
When written, causes entry into the selected run mode. Writes to this field are blocked if the protection
level has not been enabled using the PMPROT register.
NOTE: RUNM may be set to VLPR only when PMSTAT=RUN. After being written to VLPR, RUNM
should not be written back to RUN until PMSTAT=VLPR.
NOTE: RUNM may be set to HSRUN only when PMSTAT=RUN. After being programmed to HSRUN,
RUNM should not be programmed back to RUN until PMSTAT=HSRUN. Also, stop mode entry
should not be attempted while RUNM=HSRUN or PMSTAT=HSRUN.
00 Normal Run mode (RUN)
01 Reserved
10 Very-Low-Power Run mode (VLPR)
11 High Speed Run mode (HSRUN)
4 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
3 Stop Aborted
STOPA
When set, this read-only status bit indicates an interrupt occured during the previous stop mode entry
sequence, preventing the system from entering that mode. This field is cleared by reset or by hardware at
the beginning of any stop mode entry sequence and is set if the sequence was aborted.
0 The previous stop mode entry was successsful.
1 The previous stop mode entry was aborted.
STOPM Stop Mode Control

When written, controls entry into the selected stop mode when Sleep-Now or Sleep-On-Exit mode is
entered with SLEEPDEEP=1 . Writes to this field are blocked if the protection level has not been enabled
using the PMPROT register. After any system reset, this field is cleared by hardware on any successful
write to the PMPROT register.

NOTE: When set to VLLSxor LLSx, the LLSM in the STOPCTRL register is used to further select the

particular VLLSor LLS submode which will be entered.

NOTE: When set to STOP, the PSTOPO bits in the STOPCTRL register can be used to select a Partial

Stop mode if desired.

000 Normal Stop (STOP)
001 Reserved

Table continues on the next page...
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SMC_PMCTRL field descriptions (continued)

Field Description

010 Very-Low-Power Stop (VLPS)
011 Low-Leakage Stop (LLSx)

100 Very-Low-Leakage Stop (VLLSXx)
101 Reserved

110 Reseved

111 Reserved

17.3.3 Stop Control Register (SMC_STOPCTRL)

The STOPCTRL register provides various control bits allowing the user to fine tune
power consumption during the stop mode selected by the STOPM field.

NOTE
This register is reset on Chip POR not VLLS and by reset types
that trigger Chip POR not VLLS. It is unaffected by reset types
that do not trigger Chip POR not VLLS. See the Reset section
details for more information.

Address: 4007_EO00Oh base + 2h offset = 4007_E002h

Bit 7 6 5 4 3 1
fead PSTOPO PORPO | RAM2PO | LPOPO LLSM
Reset 0 0 0 0 0 1
SMC_STOPCTRL field descriptions
Field Description
7-6 Partial Stop Option
PSTOPO
These bits control whether a Partial Stop mode is entered when STOPM=STOP. When entering a Partial
Stop mode from RUN (or VLPR) mode, the PMC, MCG and flash remain fully powered, allowing the
device to wakeup almost instantaneously at the expense of higher power consumption. In PSTOP2, only
system clocks are gated allowing peripherals running on bus clock to remain fully functional. In PSTOP1,
both system and bus clocks are gated.
00 STOP - Normal Stop mode
01 PSTOP1 - Partial Stop with both system and bus clocks disabled
10 PSTOP2 - Partial Stop with system clock disabled and bus clock enabled
11 Reserved
5 POR Power Option
PORPO

This bit controls whether the POR detect circuit is enabled in VLLSO mode.
0 POR detect circuit is enabled in VLLSO
1 POR detect circuit is disabled in VLLSO

Table continues on the next page...
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SMC_STOPCTRL field descriptions (continued)

Field Description

RAM2PO

4 RAM2 Power Option
This bit controls powering of RAM patrtition 2 in LLS2 or VLLS2 mode.

NOTE: See the device's Chip Configuration details for the size and location of RAM parition 2

0 RAM2 not powered in LLS2/VLLS2
1 RAM2 powered in LLS2/VLLS2

3 LPO Power Option

LPOPO
Controls whether the 1 kHz LPO clock is enabled in LLS/VLLSx modes.

NOTE: During VLLSO mode, the LPO clock is disabled by hardware and this bit has no effect.

0 LPO clock is enabled in LLS/VLLSx
1 LPO clock is disabled in LLS/VLLSx

LLSM LLS or VLLS Mode Control
This field controls which LLS orVLLS sub-mode to enter if STOPM = LLSx orVLLSx.

000 VLLSO if PMCTRL[STOPM]=VLLSx, reserved if PMCTRL[STOPM]=LLSx
001

010
011

VLLS1 if PMCTRL[STOPM]=VLLSX, reserved if PMCTRL[STOPM]=LLSx
VLLS2 if PMCTRL[STOPM]=VLLSx, LLS2 if PMCTRL[STOPM]=LLSx

VLLS3 if PMCTRL[STOPM]=VLLSX, LLS3 if PMCTRL[STOPM]=LLSx
100 Reserved
101 Reserved
110 Reserved
111 Reserved

17.3.4 Power Mode Status register (SMC_PMSTAT)

PMSTAT is a read-only, one-hot register which indicates the current power mode of the
system.

NOTE
This register is reset on Chip POR not VLLS and by reset types
that trigger Chip POR not VLLS. It is unaffected by reset types
that do not trigger Chip POR not VLLS. See the Reset section
details for more information.

Address: 4007_EO00h base + 3h offset = 4007_E003h

Bit 7 6 5 4 | 3 2 1 0
Read PMSTAT

Write

Reset * * * * * * * *
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e PMSTAT field: When booting in run mode, the reset value is 0x01. When booting in VLPR mode, the reset value is 0x04.

SMC_PMSTAT field descriptions

Field

Description

PMSTAT

Power Mode Status

NOTE: When debug is enabled, the PMSTAT will not update to STOP or VLPS
NOTE: When a PSTOP mode is enabled, the PMSTAT will not update to STOP or VLPS

NOTE: Since the RUNM bits in the PMCTRL register are reset to VLPR on any Chip Reset not VLLS, the

PMSTAT will update to VLPR shortly after the reset sequence is complete.

0000_0001 Current power mode is RUN.
0000_0010 Current power mode is STOP.
0000_0100 Current power mode is VLPR.
0000_1000 Current power mode is VLPW.
0001_0000 Current power mode is VLPS.
0010_0000 Current power mode is LLS.
0100_0000 Current power mode is VLLS.
1000_0000 Current power mode is HSRUN

17.4 Functional description

17.4.1 Power mode transitions

The following figure shows the power mode state transitions available on the chip. Any

reset will initially bring the MCU back to the normal RUN state. However, in order to

minimize peak power consumption, the RUNM bits in the PMCTRL register can be reset

to VLPR via Flash IFR settings, causing the SMC to begin transitioning the MCU into

VLPR mode during the reset recovery sequence.
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Figure 17-1. Power mode state diagram

The following table defines triggers for the various state transitions shown in the previous
figure.

Table 17-2. Power mode transition triggers

Transition # From To Trigger conditions
1 RUN WAIT Sleep-now or sleep-on-exit modes entered with SLEEPDEEP
clear, controlled in System Control Register in ARM core.
See note.!
WAIT RUN Interrupt or Reset
2 RUN STOP PMCTRL[RUNM]=00, PMCTRL[STOPM]=000?

Table continues on the next page...
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Table 17-2. Power mode transition triggers (continued)

Transition # From

To

Trigger conditions

Sleep-now or sleep-on-exit modes entered with SLEEPDEEP
set, which is controlled in System Control Register in ARM
core.

See note.!

STOP

RUN

Interrupt or Reset

3 RUN

VLPR

The core, system, bus and flash clock frequencies and MCG
clocking mode are restricted in this mode. See the Power
Management chapter for the maximum allowable frequencies
and MCG modes supported.

Set PMPROT[AVLP]=1, PMCTRL[RUNM]=10.

NOTE: In order to limit peak current, PMPROT[AVLP] and
PMCTRL[RUNM] bits can be set on any Reset via
Flash IFR settings, causing the SMC to transition the
MCU from RUN->VLPR during the reset recovery
sequence.

VLPR

RUN

Set PMCTRL[RUNM]=00 or

Reset.

4 VLPR

VLPW

Sleep-now or sleep-on-exit modes entered with SLEEPDEEP
clear, which is controlled in System Control Register in ARM
core.

See note.!

VLPW

VLPR

Interrupt

VLPW

RUN

Reset

VLPR

VLPS

PMCTRL[STOPM]=000° or 010,

Sleep-now or sleep-on-exit modes entered with SLEEPDEEP
set, which is controlled in System Control Register in ARM
core.

See note.!

VLPS

VLPR

Interrupt

NOTE: If VLPS was entered directly from RUN (transition
#7), hardware forces exit back to RUN and does not
allow a transition to VLPR.

7 RUN

VLPS

PMPROT[AVLP]=1, PMCTRL[STOPM]=010,

Sleep-now or sleep-on-exit modes entered with SLEEPDEEP
set, which is controlled in System Control Register in ARM
core.

See note.!

VLPS

RUN

Interrupt and VLPS mode was entered directly from RUN or

Reset

8 RUN

VLLSx

PMPROT[AVLLS]=1, PMCTRL[STOPM]=100,
STOPCTRL[LLSM]=x (VLLSKx), Sleep-now or sleep-on-exit
modes entered with SLEEPDEEP set, which is controlled in
System Control Register in ARM core.

VLLSx

RUN

Wakeup from enabled LPTMR input source or RESET pin

Table continues on the next page...
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Table 17-2. Power mode transition triggers (continued)

Transition # From To Trigger conditions

9 VLPR VLLSx PMPROT[AVLLS]=1, PMCTRL[STOPM]=100,
STOPCTRL[LLSM]=x (VLLSx), Sleep-now or sleep-on-exit
modes entered with SLEEPDEEP set, which is controlled in
System Control Register in ARM core.

10 RUN LLSx PMPROT[ALLS]=1, PMCTRL[STOPM]=011,
STOPCTRL[LLSM]=x (LLSx), Sleep-now or sleep-on-exit
modes entered with SLEEPDEEP set, which is controlled in
System Control Register in ARM core.

LLSx RUN Wakeup from enabled LLWU input source and LLSx mode
was entered directly from RUN or
RESET pin.

11 VLPR LLSx PMPROT[ALLS]=1, PMCTRL[STOPM]=011, Sleep-now or
sleep-on-exit modes entered with SLEEPDEEP set, which is
controlled in System Control Register in ARM core.

LLSx VLPR Wakeup from enabled LLWU input source and LLSx mode
was entered directly from VLPR
NOTE: If LLSx was entered directly from RUN, hardware will
not allow this transition and will force exit back to
RUN
12 RUN HSRUN Set PMPROT[AHSRUN]=1, PMCTRL[RUNM]=11.
HSRUN RUN Set PMCTRL[RUNM]=00 or

Reset

—

If debug is enabled, the core clock remains to support debug.

2. If PMCTRL[STOPM]=000 and STOPCTRL[PSTOPO]=01 or 10, then only a Partial Stop mode is entered instead of STOP
3. If PMCTRL[STOPM]=000 and STOPCTRL[PSTOPOQ]=00, then VLPS mode is entered instead of STOP. If
PMCTRL[STOPM]=000 and STOPCTRL[PSTOPQ]=01 or 10, then only a Partial Stop mode is entered instead of VLPS

17.4.2 Power mode entry/exit sequencing

When entering or exiting low-power modes, the system must conform to an orderly
sequence to manage transitions safely.

The SMC manages the system's entry into and exit from all power modes. This diagram
illustrates the connections of the SMC with other system components in the chip that are
necessary to sequence the system through all power modes.
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Reset
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CPU
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(RCM)
LP exit Stop/Wait
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MOd e CCM low power bus Contr0| Bus slaves low power bus
Controller Module
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PMC low power bus
MCG/SCG enable Flash low power bus
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Power System Flash
(PMC) Clocks Memory
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Figure 17-2. Low-power system components and connections

17.4.2.1 Stop mode entry sequence

Entry into a low-power stop mode (Stop, VLPS, LLS, VLLSx) is initiated by a CPU
executing the WFI instruction. After the instruction is executed, the following sequence
occurs:

1.
2.
3.

hd

The CPU clock is gated off immediately.

Requests are made to all non-CPU bus masters to enter Stop mode.

After all masters have acknowledged they are ready to enter Stop mode, requests are
made to all bus slaves to enter Stop mode.

After all slaves have acknowledged they are ready to enter Stop mode, all system and
bus clocks are gated off.

Clock generators are disabled in the MCG.

The on-chip regulator in the PMC and internal power switches are configured to
meet the power consumption goals for the targeted low-power mode.
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17.4.2.2 Stop mode exit sequence
Exit from a low-power stop mode is initiated either by a reset or an interrupt event. The
following sequence then executes to restore the system to a run mode (RUN or VLPR):
1. The on-chip regulator in the PMC and internal power switches are restored.
2. Clock generators are enabled in the MCG.
3. System and bus clocks are enabled to all masters and slaves.
4. The CPU clock is enabled and the CPU begins servicing the reset or interrupt that
initiated the exit from the low-power stop mode.

17.4.2.3 Aborted stop mode entry

If an interrupt occurs during a stop entry sequence, the SMC can abort the transition early
and return to RUN mode without completely entering the stop mode. An aborted entry is
possible only if the interrupt occurs before the PMC begins the transition to stop mode
regulation. After this point, the interrupt is ignored until the PMC has completed its
transition to stop mode regulation. When an aborted stop mode entry sequence occurs,
SMC_PMCTRL|[STOPA] is set to 1.

17.4.2.4 Transition to wait modes

For wait modes (WAIT and VLPW), the CPU clock is gated off while all other clocking
continues, as in RUN and VLPR mode operation. Some modules that support stop-in-
wait functionality have their clocks disabled in these configurations.

17.4.2.5 Transition from stop modes to Debug mode

The debugger module supports a transition from STOP, WAIT, VLPS, and VLPW back
to a Halted state when the debugger has been enabled. As part of this transition, system
clocking is re-established and is equivalent to the normal RUN and VLPR mode clocking
configuration.

17.4.3 Run modes

The run modes supported by this device can be found here.

e Run (RUN)
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* Very Low-Power Run (VLPR)
* High Speed Run (HSRUN)

17.4.3.1 RUN mode

This mode is selected after any reset. In order to reduce peak power consumption,
however, the SMC will begin transitioning the MCU into VLPR mode during the reset
recovery sequence. When the ARM processor exits reset, it sets up the stack, program
counter (PC), and link register (LR):

* The processor reads the start SP (SP_main) from vector-table offset 0x000
* The processor reads the start PC from vector-table offset 0x004
* LR is set to OxFFFF_FFFF.

To reduce power in this mode, disable the clocks to unused modules using their
corresponding clock gating control bits in the SIM's (or PCC's) registers.

17.4.3.2 Very-Low Power Run (VLPR) mode

In VLPR mode, the on-chip voltage regulator is put into a stop mode regulation state. In
this state, the regulator is designed to supply enough current to the MCU over a reduced
frequency. To further reduce power in this mode, disable the clocks to unused modules
using their corresponding clock gating control bits in the SIM's registers.

Before entering this mode, the following conditions must be met:

* The MCG must be configured in a mode which is supported during VLPR. See the
Power Management details for information about these MCG modes.

* All clock monitors in the MCG must be disabled.

* The maximum frequencies of the system, bus, flash, and core are restricted. See the
Power Management details about which frequencies are supported.

* Mode protection must be set to allow VLP modes, that is, PMPROT[AVLP] is 1.

e PMCTRL[RUNM] must be set to 10b to enter VLPR.

* Flash programming/erasing is not allowed.

NOTE
Do not increase the clock frequency while in VLPR mode,
because the regulator is slow in responding and cannot manage
fast load transitions. In addition, do not modify the clock source
in the MCG module or any clock divider registers. Module
clock enables in the SIM can be set, however should only be
cleared one at a time to limit load transitions.
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To reenter Normal Run mode, clear PMCTRL[RUNM]. PMSTAT is a read-only status
register that can be used to determine when the system has completed an exit to RUN
mode. When PMSTAT=RUN, the system is in run regulation and the MCU can run at
full speed in any clock mode. If a higher execution frequency is desired, poll PMSTAT
until it is set to RUN when returning from VLPR mode.

Any reset will initially cause the device to exit to RUN mode, however Flash IFR settings
can be used to return the part to VLPR during the MCU reset flow.

17.4.3.3 High Speed Run (HSRUN) mode

In HSRUN mode, the on-chip voltage regulator remains in a run regulation state, but with
a slightly elevated voltage output. In this state, the MCU is able to operate at a faster
frequency compared to normal RUN mode. For the maximum allowable frequencies, see
the Power Management chapter.

While in this mode, the following restrictions must be adhered to:

* The maximum allowable change in frequency of the system, bus, flash or core clocks
is restricted to 2x (double the frequency).

» Before exiting HSRUN mode, clock frequencies should be reduced back down to
those acceptable in RUN mode.

e Stop mode entry is not supported from HSRUN.

* Modifications to clock gating control bits are prohibited.

 Flash programming/erasing is not allowed.

To enter HSRUN mode, set PMPORT[AHSRUN]=HSRUN and set
PMCTRL[RUNM]=HSRUN. Before increasing clock frequencies, the PMSTAT register
should be polled to determine when the system has completed entry into HSRUN mode.
To reenter normal RUN mode, clear RUNM. Any reset will also clear RUNM and cause
the system to exit to normal RUN mode after the MCU exits its reset flow.

17.4.4 Wait modes

This device contains two different wait modes which are listed here.

* Wait
* Very-Low Power Wait (VLPW)
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17.4.4.1 WAIT mode

WAIT mode is entered when the ARM core enters the Sleep-Now or Sleep-On-Exit
modes while SLEEPDEEP is cleared. The ARM CPU enters a low-power state in which
it is not clocked, but peripherals continue to be clocked provided they are enabled. Clock
gating to the peripheral is enabled via the SIM module.

When an interrupt request occurs, the CPU exits WAIT mode and resumes processing in
RUN mode, beginning with the stacking operations leading to the interrupt service
routine.

A system reset will cause an exit from WAIT mode, temporarily returning the device to
RUN mode before transitioning into VLPR during the MCU reset flow.

17.4.4.2 Very-Low-Power Wait (VLPW) mode

VLPW is entered by the entering the Sleep-Now or Sleep-On-Exit mode while
SLEEPDEERP is cleared and the MCU is in VLPR mode.

In VLPW, the on-chip voltage regulator remains in its stop regulation state. In this state,
the regulator is designed to supply enough current to the MCU over a reduced frequency.
To further reduce power in this mode, disable the clocks to unused modules by clearing
the peripherals' corresponding clock gating control bits in the SIM (or PCC).

VLPR mode restrictions also apply to VLPW.

When an interrupt from VLPW occurs, the device returns to VLPR mode to execute the
interrupt service routine.

A system reset will cause an exit from VLPW mode, temporarily returning the device to
RUN mode before transitioning into VLPR during the MCU reset flow.

17.4.5 Stop modes
This device contains a variety of stop modes to meet your application needs.
The stop modes range from:

* a stopped CPU, with all I/O, logic, and memory states retained, and certain
asynchronous mode peripherals operating

to:
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e a powered down CPU, with only I/O and a small register file retained, very few
asynchronous mode peripherals operating, while the remainder of the MCU is
powered down.

The choice of stop mode depends upon the user's application, and how power usage and
state retention versus functional needs and recovery time may be traded off.

NOTE
All clock monitors must be disabled before entering these low-
power modes: Stop, VLPS, VLPR, VLPW, LLSand VLLSx.

The various stop modes are selected by setting the appropriate fields in PMPROT and
PMCTRL. The selected stop mode is entered during the sleep-now or sleep-on-exit entry
with the SLEEPDEEP bit set in the System Control Register in the ARM core.

The available stop modes are:

* Normal Stop (STOP)

* Very-Low Power Stop (VLPS)

* Low-Leakage Stop (LLS)

* Very-Low-Leakage Stop (VLLSx)

17.4.5.1 STOP mode

STOP mode is entered via the sleep-now or sleep-on-exit with the SLEEPDEEP bit set in
the System Control Register in the ARM core.

The MCG module can be configured to leave the reference clocks running.

A module capable of providing an asynchronous interrupt to the device takes the device
out of STOP mode and returns the device to normal RUN mode. Refer to the device's
Power Management chapter for peripheral, I/O, and memory operation in STOP mode.
When an interrupt request occurs, the CPU exits STOP mode and resumes processing,
beginning with the stacking operations leading to the interrupt service routine.

A system reset will cause an exit from STOP mode, temporarily returning the device to
RUN mode before transitioning into VLPR during the MCU reset flow.

17.4.5.2 Very-Low-Power Stop (VLPS) mode

The two ways in which VLPS mode can be entered are listed here.
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 Entry into stop via the sleep-now or sleep-on-exit with the SLEEPDEEP bit set in the
System Control Register in the ARM core while the MCU is in VLPR mode and
PMCTRL[STOPM] = 010 or 000.

 Entry into stop via the sleep-now or sleep-on-exit with the SLEEPDEEP bit set in the
System Control Register in the ARM core while the MCU is in normal RUN mode
and PMCTRL[STOPM] = 010. When VLPS is entered directly from RUN mode, exit
to VLPR i1s disabled by hardware and the system will always exit back to RUN.

In VLPS, the on-chip voltage regulator remains in its stop regulation state as in VLPR.

A module capable of providing an asynchronous interrupt to the device takes the device
out of VLPS and returns the device to VLPR mode.

A system reset will cause an exit from VLPS mode, temporarily returning the device to
RUN mode before transitioning into VLPR during the MCU reset flow.

17.4.5.3 Low-Leakage Stop (LLSx) modes

This device contains two Low-Leakage Stop modes: LL.S3 and LLS2. LLS or LLSx is
often used 1n this document to refer to both modes. All LLS modes can be entered from
normal RUN or VLPR modes.

The MCU enters LLS mode if:
* In Sleep-Now or Sleep-On-Exit mode, SLEEPDEEP is set in the System Control
Register in the ARM core, and
* The device is configured as shown in Table 17-2.

In LLS, the on-chip voltage regulator is in stop regulation. Most of the peripherals are put
in a state-retention mode that does not allow them to operate while in LLS.

Before entering LLS mode, the user should configure the Low-Leakage Wake-up
(LLWU) module to enable the desired wake-up sources. The available wake-up sources
in LLS are detailed in the chip configuration details for this device.

After wakeup from LLS, the device returns to the run mode from which LLS was entered
(either normal RUN or VLPR) with a pending LLWU module interrupt. If LLS was
entered from VLPR mode, then the MCU will begin VLPR entry shortly after wake-up.
In the LLWU interrupt service routine (ISR), the user can poll the LLWU module wake-
up flags to determine the source of the wakeup.

NOTE
The LLWU interrupt must not be masked by the interrupt
controller to avoid a scenario where the system does not fully
exit Stop mode on an LLS recovery.
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An asserted RESET pin will cause an exit from LLS mode, temporarily returning the
device to normal RUN mode before transitioning into VLPR during the MCU reset flow.
When LLS is exiting via the RESET pin, RCM_SRS[PIN] and RCM_SRS[WAKEUP]
are set.

17.4.5.4 Very-Low-Leakage Stop (VLLSx) modes
This device contains these very low leakage modes:

 VLLS3
 VLLS2
* VLLSI
* VLLSO

VLLSx is often used in this document to refer to all of these modes.
All VLLSx modes can be entered from normal RUN or VLPR modes.

The MCU enters the configured VLLS mode if:
* In Sleep-Now or Sleep-On-Exit mode, the SLEEPDEEP bit is set in the System
Control Register in the ARM core, and
* The device is configured as shown in Table 17-2.

In VLLS, the on-chip voltage regulator is in its stop-regulation state while most digital
logic is powered off.

Before entering VLLS mode, the user should configure the Low-Leakage Wake-up
(LLWU) module to enable the desired wakeup sources. The available wake-up sources in
VLLS are detailed in the chip configuration details for this device.

After wakeup from VLLS, the device returns to normal RUN mode with a pending
LLWU interrupt. If VLLS was entered from VLPR mode, then the MCU will begin
VLPR entry shortly after wakeup. In the LLWU interrupt service routine (ISR), the user
can poll the LLWU module wake-up flags to determine the source of the wake-up.

When entering VLLS, each I/0 pin is latched as configured before executing VLLS.
Because all digital logic in the MCU is powered off, all port and peripheral data is lost
during VLLS. This information must be restored before PMC_REGSC[ACKISO] is set.

An asserted RESET pin will cause an exit from any VLLS mode, temporarily returning
the device to normal RUN mode before transitioning into VLPR during the MCU reset
flow. When exiting VLLS via the RESET pin, RCM_SRS[PIN] and
RCM_SRS[WAKEUP] are set.

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

390 Freescale Semiconductor, Inc.



Chapter 17 System Mode Controller (SMC)

17.4.6 Debug in low power modes

When the MCU is secure, the device disables/limits debugger operation. When the MCU
is unsecure, the ARM debugger can assert two power-up request signals:

e System power up, via SYSPWR in the Debug Port Control/Stat register
* Debug power up, via CDBGPWRUPREQ in the Debug Port Control/Stat register

When asserted while in RUN, WAIT, VLPR, or VLPW, the mode controller drives a
corresponding acknowledge for each signal, that is, both CDBGPWRUPACK and
CSYSPWRUPACK. When both requests are asserted, the mode controller handles
attempts to enter STOP and VLPS by entering an emulated stop state. In this emulated
stop state:

the regulator is in run regulation,

the MCG-generated clock source 1s enabled,

all system clocks, except the core clock, are disabled,
the debug module has access to core registers, and

* access to the on-chip peripherals is blocked.

No debug is available while the MCU is in LLS or VLLS modes. LLS is a state-retention
mode and all debug operation can continue after waking from LLS, even in cases where
system wakeup is due to a system reset event.

Entering into a VLLS mode causes all of the debug controls and settings to be powered
off. To give time to the debugger to sync with the MCU, the MDM AP Control Register
includes a Very-Low-Leakage Debug Request (VLLDBGREQ) bit that is set to configure
the Reset Controller logic to hold the system in reset after the next recovery from a VLLS
mode. This bit allows the debugger time to reinitialize the debug module before the
debug session continues.

The MDM AP Control Register also includes a Very Low Leakage Debug Acknowledge
(VLLDBGACK) bit that is set to release the ARM core being held in reset following a
VLLS recovery. The debugger reinitializes all debug IP, and then asserts the
VLLDBGACK control bit to allow the RCM to release the ARM core from reset and
allow CPU operation to begin.

The VLLDBGACK bit is cleared by the debugger (or can be left set as 1s) or clears
automatically due to the reset generated as part of the next VLLS recovery.
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Chapter 18
Power Management Controller (PMC)

18.1 Introduction

The power management controller (PMC) contains the internal voltage regulator, power
on reset (POR), low voltage detect system (LVD), and high voltage detect system (HVD).

See AN4503: Power Management for Kinetis MCUs for further details on using the
PMC.

18.2 Features
A list of included PMC features can be found here.

* Internal voltage regulator

» Active POR providing brown-out detect

» Low-voltage detect supporting two low-voltage trip points with four warning levels
per trip point

» High-voltage detect supporting two high-voltage trip points

18.3 Low-voltage detect (LVD) system

This device includes a system to guard against low-voltage conditions. This protects
memory contents and controls MCU system states during supply voltage variations.

The system is comprised of a power-on reset (POR) circuit and a LVD circuit with a
user-selectable trip voltage: high (Viypn) or low (Vi ypr.). The trip voltage is selected by
LVDSCI1[LVDV]. The LVD is disabled upon entering VLPx, LLS, and VLLSx modes.

Two flags are available to indicate the status of the low-voltage detect system:
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e The Low Voltage Detect Flag in the Low Voltage Status and Control 1 Register
(LVDSCI1[LVDF)]) operates in a level sensitive manner. LVDSCI[LVDF] is set
when the supply voltage falls below the selected trip point (VLVD).
LVDSCI1[LVDF] is cleared by writing 1 to LVDSC1[LVDACK], but only if the
internal supply has returned above the trip point; otherwise, LVDSCI1[LVDF]
remains set.

e The Low Voltage Warning Flag (LVWF) in the Low Voltage Status and Control 2
Register (LVDSC2[LVWF]) operates in a level sensitive manner. LVDSC2[LVWF]
is set when the supply voltage falls below the selected monitor trip point (VLVW).
LVDSC2[LVWEF] is cleared by writing one to LVDSC2[LVWACK], but only if the
internal supply has returned above the trip point; otherwise, LVDSC2[LVWF]
remains set.

18.3.1 LVD reset operation

By setting LVDSCI1[LVDRE], the LVD generates a reset upon detection of a low-voltage
condition. The low-voltage detection threshold is determined by LVDSC1[LVDV]. After
an LVD reset occurs, the LVD system holds the MCU in reset until the supply voltage
rises above this threshold. The LVD field in the SRS register of the RCM module
(RCM_SRS[LVD]) is set following an LVD or power-on reset.

18.3.2 LVD interrupt operation

By configuring the LVD circuit for interrupt operation (LVDSCI1[LVDIE] set and
LVDSCI1[LVDRE] clear), LVDSCI1[LVDF] is set and an LVD interrupt request occurs
upon detection of a low voltage condition. LVDSCI1[LVDF] is cleared by writing 1 to
LVDSCI1[LVDACK].

18.3.3 Low-voltage warning (LVW) interrupt operation

The LVD system contains a Low-Voltage Warning Flag (LVWF) in the Low Voltage
Detect Status and Control 2 Register to indicate that the supply voltage is approaching,
but is above, the LVD voltage. The LVW also has an interrupt, which is enabled by
setting LVDSC2[LVWIE]. If enabled, an LVW interrupt request occurs when
LVDSC2[LVWF] is set. LVDSC2[LVWF] is cleared by writing 1 to
LVDSC2[LVWACK].

LVDSC2[LVWYV] selects one of the four trip voltages:
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* Highest: Vpywa
« Two mid-levels: Vi yw3s and Vi yw2
* Lowest: Vi ywi

18.4 High-voltage detect (HVD) system
This device includes a system to guard against high-voltage conditions.

The system is comprised of a HVD circuit with a user-selectable trip voltage: high
(Vavpn) or low (Vyypr)- The trip voltage is selected by HVDSC1[HVDV]. The HVD is
disabled upon entering VLPx, LLS, and VLLSx modes.

A flag is available to indicate the status of the high-voltage detect system:

* The High Voltage Detect Flag in the High Voltage Status and Control 1 Register
(HVDSCI1[HVDF]) operates in a level sensitive manner. HVDSCI1[HVDF] is set
when the supply voltage rises above the selected trip point (VHVD).
HVDSCI1[HVDF] is cleared by writing 1 to HVDSC1[HVDACK], but only if the
internal supply has returned below the trip point; otherwise, HVDSCI1[LVDF]
remains set.

18.4.1 HVD reset operation

By setting HVDSCI1[HVDRE], the HVD generates a reset upon detection of a high-
voltage condition. The high-voltage detection threshold is determined by
HVDSCI[HVDV]. After an HVD reset occurs, the HVD system holds the MCU in reset
until the supply voltage falls below this threshold. The LVD field in the SRS register of
the RCM module (RCM_SRS[LVD]) is set following an HVD reset.

18.4.2 HVD interrupt operation

By configuring the HVD circuit for interrupt operation (HVDSCI1[HVDIE] set and
HVDSCI1[HVDRE] clear), HVDSCI1[HVDF] is set and an HVD interrupt request occurs
upon detection of a high voltage condition. HVDSCI1[HVDF] is cleared by writing 1 to
HVDSCI[HVDACK].
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18.5 1/O retention
When in LLS mode, the I/O pins are held in their input or output state.

Upon wakeup, the PMC is re-enabled, goes through a power up sequence to full
regulation, and releases the logic from state retention mode. The I/O are released
immediately after a wake-up or reset event. In the case of LLS exit via a RESET pin, the
I/O default to their reset state.

When in VLLS modes, the I/O states are held on a wake-up event (with the exception of
wake-up by reset event) until the wake-up has been acknowledged via a write to
REGSC[ACKISQY]. In the case of VLLS exit via a RESET pin, the I/O are released and
default to their reset state. In this case, no write to REGSC[ACKISO] is needed.

18.6 Memory map and register descriptions
Details about the PMC registers can be found here.

NOTE
Different portions of PMC registers are reset only by particular
reset types. Each register's description provides details. For
more information about the types of reset on this chip, refer to
the Reset section details.

The PMC registers can be written only in supervisor mode.
Write accesses in user mode are blocked and will result in a bus

eIror.
PMC memory map
Absolute . .
address Register name (ivr‘lhlgittg) Access | Reset value Sec;tu;n/
(hex) pag
Low Voltage Detect Status And Control 1 register
4007_D000 (PMC_LVDSC1) 8 R/W 10h 18.6.1/397
Low Voltage Detect Status And Control 2 register
4007_D001 (PMC_LVDSC2) 8 R/W 00h 18.6.2/398
4007_D002 |Regulator Status And Control register (PMC_REGSC) 8 R/W 04h 18.6.3/399
High Voltage Detect Status And Control 1 register
4007_D00B (PMC_HVDSC1) 8 R/W 01h 18.6.4/401
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18.6.1 Low Voltage Detect Status And Control 1 register

(PMC_LVDSCH1)

This register contains status and control bits to support the low voltage detect function.
This register should be written during the reset initialization program to set the desired

controls even if the desired settings are the same as the reset settings.

While the device is in the very low power or low leakage modes, the LVD system is
disabled regardless of LVDSCI settings. To protect systems that must have LVD always
on, configure the Power Mode Protection (PMPROT) register of the SMC module
(SMC_PMPROT) to disallow any very low power or low leakage modes from being

enabled.
See the device's data sheet for the exact LVD trip voltages.

NOTE
The LVDV bits are reset solely on a POR Only event. The
register's other bits are reset on Chip Reset Not VLLS. For
more information about these reset types, refer to the Reset
section details.

Address: 4007_DO000h base + 0Oh offset = 4007_D000h

Bit 7 6 5 4 | 3 2 0

Read LVDF 0
LVDIE LVDRE LVDV
Write LVDACK
Reset 0 0 0 1 0 0 0
PMC_LVDSC1 field descriptions
Field Description
7 Low-Voltage Detect Flag

LVDF

This read-only status field indicates a low-voltage detect event.

0 Low-voltage event not detected
1 Low-voltage event detected

6 Low-Voltage Detect Acknowledge
LVDACK

always return 0.

This write-only field is used to acknowledge low voltage detection errors. Write 1 to clear LVDF. Reads

5 Low-Voltage Detect Interrupt Enable
LVDIE
Enables hardware interrupt requests for LVDF.

0 Hardware interrupt disabled (use polling)
1 Request a hardware interrupt when LVDF = 1

Table continues on the next page...
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PMC_LVDSC1 field descriptions (continued)

Field Description

4 Low-Voltage Detect Reset Enable
LVDRE
This write-once bit enables LVDF events to generate a hardware reset. Additional writes are ignored.

0 LVDF does not generate hardware resets
1 Force an MCU reset when LVDF =1

3-2 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
LVDV Low-Voltage Detect Voltage Select

Selects the LVD trip point voltage (V Lyp ).

00 Low trip point selected (V Lvp =V LvpL)
01 High trip point selected (V .vp =V LvDH )
10 Reserved
11 Reserved

18.6.2 Low Voltage Detect Status And Control 2 register
(PMC_LVDSC2)

This register contains status and control bits to support the low voltage warning function.

While the device is in the very low power or low leakage modes, the LVD system is
disabled regardless of LVDSC?2 settings.

See the device's data sheet for the exact LVD trip voltages.

NOTE
The LVW trip voltages depend on LVWYV and LVDV.

NOTE
LVWYV is reset solely on a POR Only event. The other fields of
the register are reset on Chip Reset Not VLLS. For more
information about these reset types, refer to the Reset section
details.

Address: 4007_DO000h base + 1h offset = 4007_D001h

Bit 7 6 5 4 | 3 2 1 0
Read LVWF 0
LVWIE LVWV
Write LVWACK
Reset 0 0 0 0 0 0 0 0
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PMC_LVDSC2 field descriptions

Field Description

7 Low-Voltage Warning Flag
LVWF
This read-only status field indicates a low-voltage warning event. LVWF is set when Vg, transitions
below the trip point, or after reset and Vgppyy is already below V| yw. LVWF may be 1 after power-on reset,
therefore, to use LVW interrupt function, before enabling LVWIE, LVWF must be cleared by writing
LVWACK first.

0 Low-voltage warning event not detected
1 Low-voltage warning event detected

6 Low-Voltage Warning Acknowledge

LVWACK
This write-only field is used to acknowledge low voltage warning errors. Write 1 to clear LVWF. Reads

always return 0.

5 Low-Voltage Warning Interrupt Enable

LVWIE
Enables hardware interrupt requests for LVWF.

0 Hardware interrupt disabled (use polling)
1 Request a hardware interrupt when LVWF = 1

4-2 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
LVWV Low-Voltage Warning Voltage Select

Selects the LVW trip point voltage (V_yw). The actual voltage for the warning depends on LVDSC1[LVDV].

00 Low trip point selected (Viyw = Vivwi1)
01 Mid 1 trip point selected (V_yw = ViLyw2)
10 Mid 2 trip point selected (V yw = Vivywa)
11 High trip point selected (Vi yw = Vivwa)

18.6.3 Regulator Status And Control register (PMC_REGSC)

The PMC contains an internal voltage regulator. The voltage regulator design uses a
bandgap reference that is also available through a buffer as input to certain internal
peripherals, such as the CMP and ADC. The internal regulator provides a status bit
(REGONYS) indicating the regulator is in run regulation.

NOTE
This register is reset on Chip Reset Not VLLS and by reset
types that trigger Chip Reset not VLLS. See the Reset section
details for more information.
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Address: 4007_DO000h base + 2h offset = 4007_D002h

Bit 5 4 3 2 1 0
Read 0 0 ACKISO REGONS
Reserved BGEN Reserved BGBE
Write wic
Reset 0 0 0 0 0 0 0
PMC_REGSC field descriptions
Field Description
7 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
6 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
5 This field is reserved.
Reserved
4 Bandgap Enable In VLPx Operation
BGEN
BGEN controls whether the bandgap is enabled in lower power modes of operation (VLPx, LLS, and
VLLSx). When on-chip peripherals require the bandgap voltage reference in low power modes of
operation, set BGEN to continue to enable the bandgap operation.
NOTE: When the bandgap voltage reference is not needed in low power modes, clear BGEN to avoid
excess power consumption.
0 Bandgap voltage reference is disabled in VLPx , LLS , and VLLSx modes.
1 Bandgap voltage reference is enabled in VLPx , LLS , and VLLSx modes.
3 Acknowledge Isolation
ACKISO ) o ) ] ]
Reading this field indicates whether certain peripherals and the 1/0 pads are in a latched state as a result
of having been in a VLLS mode. Writing 1 to this field when it is set releases the 1/O pads and certain
peripherals to their normal run mode state.
NOTE: After recovering from a VLLS mode, user should restore chip configuration before clearing
ACKISO. In particular, pin configuration for enabled LLWU wakeup pins should be restored to
avoid any LLWU flag from being falsely set when ACKISO is cleared.
0 Peripherals and I/0 pads are in normal run state.
1 Certain peripherals and I/0 pads are in an isolated and latched state.
2 Regulator In Run Regulation Status
REGONS
This read-only field provides the current status of the internal voltage regulator.
0 Regulator is in stop regulation or in transition to/from it
1 Regulator is in run regulation
1 This field is reserved.
Reserved
NOTE: This reserved bit must remain cleared (set to 0).
0 Bandgap Buffer Enable
BGBE
Enables the bandgap buffer.
0 Bandgap buffer not enabled
1 Bandgap buffer enabled
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18.6.4 High Voltage Detect Status And Control 1 register
(PMC_HVDSC1)

This register contains status and control bits to support the high voltage detect function.
This register should be written during the reset initialization program to set the desired
controls even if the desired settings are the same as the reset settings.

While the device is in the very low power or low leakage modes, the HVD system is
disabled regardless of HVDSCI1 settings. To protect systems that must have HVD always
on, configure the Power Mode Protection (PMPROT) register of the SMC module
(SMC_PMPROT) to disallow any very low power or low leakage modes from being
enabled.

See the device's data sheet for the exact HVD trip voltages.
NOTE

This register is reset solely on a POR Only event.For more
information about these reset types, refer to the Reset section
details.

Address: 4007_DO000h base + Bh offset = 4007_D00Bh

Bit 7 6 5 4 | 3 2 1 0
Read HVDF
HVDIE HVDV

Write HVDACK

Reset 0 0 0 1

PMC_HVDSC1 field descriptions
Field Description
7 High-Voltage Detect Flag

HVDF

This read-only status field indicates a high-voltage detect event.

0 High-voltage event not detected
1 High-voltage event detected

6 High-Voltage Detect Acknowledge
HVDACK
This write-only field is used to acknowledge high voltage detection errors. Write 1 to clear HVDF. Reads
always return 0.

5 High-Voltage Detect Interrupt Enable
HVDIE
Enables hardware interrupt requests for HVDF.

0 Hardware interrupt disabled (use polling)

1 Request a hardware interrupt when HVDF = 1

Table continues on the next page...
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PMC_HVDSCH1 field descriptions (continued)

Field Description
4 High-Voltage Detect Reset Enable
HVDRE
This write-once bit enables HVDF events to generate a hardware reset. Additional writes are ignored until
the next chip reset.
0 HVDF does not generate hardware resets
1 Force an MCU reset when HVDF = 1
3-1 This field is reserved.
Reserved This read-only field is reserved and always has the value 0.
0 High-Voltage Detect Voltage Select
HVDV

Selects the HVD trip point voltage (V pvp )-

0 Low trip point selected (V yyp =V nvpoL )
1 High trip point selected (V qyp =V {vbpH )
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Chapter 19
Low-Leakage Wakeup Unit (LLWU)

19.1 Chip-specific LLWU information

19.1.1 Wake-up Sources

The device uses the following internal peripheral and external pin inputs as wakeup
sources to the LLWU module. LLWU_Px are external pin inputs, and LLWU_MOIF-
MTIF are connections to the internal peripheral interrupt flags.

NOTE
In addition to the LLWU wakeup sources, the device also
wakes from low power modes when NMI or RESET pins are
enabled and the respective pin is asserted.

Table 19-1. Wakeup Sources for LLWU inputs

LLWU pin Module source or pin name
LLWU_PO PTE1
LLWU_P1 PTE2
LLWU_P2 PTE4
LLWU_P3 PTA4
LLWU_P4 PTA13
LLWU_P5 PTBO
LLWU_P6 PTCA
LLWU_P7 PTC3
LLWU_P8 PTC4
LLWU_P9 PTC5
LLWU_P10 PTC6
LLWU_P11 PTC11
LLWU_P12 PTDO

Table continues on the next page...
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Table 19-1. Wakeup Sources for LLWU inputs

(continued)

LLWU pin Module source or pin name
LLWU_P13 PTD2
LLWU_P14 PTD4
LLWU_P15 PTD6
LLWU_P16 PTE6
LLWU_P17 PTEQ
LLWU_P18 PTE10
LLWU_P19 PTE17
LLWU_P20 PTE18
LLWU_P21 PTA21
LLWU_P22 PTA10
LLWU_P23 PTA11
LLWU_P24 PTD8
LLWU_P25 PTD11
LLWU_P26 VREGIN '
LLWU_P27 USBO0_DP
LLWU_P28 USB0_DM?
LLWU_P29 RESERVED
LLWU_P30 RESERVED
LLWU_P31 RESERVED
LLWU_MOIF LPTMRO or LPTMR1(sharing MOIF)3
LLWU_M1IF CMPO
LLWU_M2IF CMP1
LLWU_M3IF RESERVED
LLWU_M4IF TSIO
LLWU_M5IF RTC Alarm
LLWU_M6IF Reserved
LLWU_M7IF RTC Seconds

—

A LLWU wakeup source VREGIN is not available for VLLS1 or VLLSO mode.

2. As a wakeup source of LLWU, USB0_DP and USB0_DM are only available when the chip is in USB host mode.
3. Requires the peripheral and the peripheral interrupt to be enabled. The LLWU's WUME bit enables the internal module flag
as a wakeup input. After wakeup, the flags are cleared based on the peripheral clearing mechanism.

19.2 Introduction

The LLWU module allows the user to select up to 29 external pins and up to 8 internal
modules as interrupt wake-up sources from low-leakage power modes.
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Chapter 19 Low-Leakage Wakeup Unit (LLWU)

The input sources are described in the device's chip configuration details. Each of the
available wake-up sources can be individually enabled.

The RESET pin is an additional source for triggering an exit from low-leakage power
modes, and causes the MCU to exit both LLS and VLLS through a reset flow.

The LLWU module also includes optional digital pin filters for the external wakeup pins.

See AN4503: Power Management for Kinetis MCUs for further details on using the
LLWU.

19.2.1 Features
The LLWU module features include:

 Support for up to 29 external input pins and up to 8 internal modules with individual
enable bits for MCU interrupt from low leakage modes

* Input sources may be external pins or from internal peripherals capable of running in
LLS or VLLS. See the chip configuration information for wakeup input sources for
this device.

» External pin wake-up inputs, each of which is programmable as falling-edge, rising-
edge, or any change

* Wake-up inputs that are activated after MCU enters a low-leakage power mode

* Optional digital filters provided to qualify an external pin detect. Note that when the
LPO clock is disabled, the filters are disabled and bypassed.

19.2.2 Modes of operation

The LLWU module becomes functional on entry into a low-leakage power mode. After
recovery from LLS, the LLWU is immediately disabled. After recovery from VLLS, the

LLWU continues to detect wake-up events until the user has acknowledged the wake-up
via a write to PMC_REGSC[ACKISO].

19.2.2.1 LLS mode

Wake-up events due to external pin inputs (LLWU_Px) and internal module interrupt
inputs (LLWU_MXIF) result in an interrupt flow when exiting LLS.
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NOTE
The LLWU interrupt must not be masked by the interrupt
controller to avoid a scenario where the system does not fully
exit Stop mode on an LLS recovery.

19.2.2.2 VLLS modes

All wakeup and reset events result in VLLS exit via a reset flow.

19.2.2.3 Non-low leakage modes

The LLWU is not active in all non-low leakage modes where detection and control logic
are in a static state. The LLWU registers are accessible in non-low leakage modes and are
available for configuring and reading status when bus transactions are possible.

When the wake-up pin filters are enabled, filter operation begins immediately. If a low
leakage mode is entered within five LPO clock cycles of an active edge, the edge event
will be detected by the LLWU.

19.2.2.4 Debug mode

When the chip is in Debug mode and then enters LLS or a VLLSx mode, no debug logic
works in the fully-functional low-leakage mode. Upon an exit from the LLS or VLLSx
mode, the LLWU becomes inactive.

19.2.3 Block diagram
The following figure is the block diagram for the LLWU module.
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Figure 19-1. LLWU block diagram

19.3 LLWU signal descriptions

The signal properties of LLWU are shown in the table found here.
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The external wakeup input pins can be enabled to detect either rising-edge, falling-edge,
or on any change.

Table 19-2. LLWU signal descriptions

Signal Description /0

LLWU_Pn Wakeup inputs (n = 0- 28) |

19.4 Memory map/register definition
The LLWU includes the following registers:

* Wake-up source enable registers
* Enable external pin input sources
* Enable internal peripheral interrupt sources
* Wake-up flag registers
* Indication of wakeup source that caused exit from a low-leakage power mode
includes external pin or internal module interrupt
* Wake-up pin filter enable registers

NOTE
The LLWU registers can be written only in supervisor mode.
Write accesses in user mode are blocked and will result in a bus
error.

All LLWU registers are reset by Chip Reset not VLLS and by
reset types that trigger Chip Reset not VLLS. Each register's
displayed reset value represents this subset of reset types.
LLWU registers are unaffected by reset types that do not trigger
Chip Reset not VLLS. For more information about the types of
reset on this chip, refer to the Introduction details.

LLWU memory map

Absolute . .
address Register name (ivrrllgitt:) Access | Reset value Set;tlc;n/

(hex) pag
4007_C000 |LLWU Pin Enable 1 register (LLWU_PE1) 8 R/W 00h 19.4.1/409
4007_C001 |LLWU Pin Enable 2 register (LLWU_PE2) 8 R/W 00h 19.4.2/410
4007_C002 |LLWU Pin Enable 3 register (LLWU_PE3) 8 R/W 00h 19.4.3/411
4007_C003 |LLWU Pin Enable 4 register (LLWU_PE4) 8 R/W 00h 19.4.4/412

Table continues on the next page...
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LLWU memory map (continued)

Absolute . .
address Register name (inYI:ittr;) Access | Reset value Sec;tu;n/
(hex) pag
4007_C004 |LLWU Pin Enable 5 register (LLWU_PES5) 8 R/W 00h 19.4.5/413
4007_CO005 |LLWU Pin Enable 6 register (LLWU_PEB®) 8 R/W 00h 19.4.6/415
4007_C006 |LLWU Pin Enable 7 register (LLWU_PE7) 8 R/W 00h 19.4.7/416
4007_C007 |LLWU Pin Enable 8 register (LLWU_PES) 8 R/W 00h 19.4.8/417
4007_C008 |LLWU Module Enable register (LLWU_ME) 8 R/W 00h 19.4.9/418
4007_CO009 |LLWU Pin Flag 1 register (LLWU_PF1) 8 R/W 00h 19.4.10/419
4007_CO0OA |LLWU Pin Flag 2 register (LLWU_PF2) 8 R/W 00h 19.4.11/421
4007_CO00B |LLWU Pin Flag 3 register (LLWU_PF3) 8 R/W 00h 19.4.12/423
4007_C00C |[LLWU Pin Flag 4 register (LLWU_PF4) 8 R/W 00h 19.4.13/425
4007_C00D |LLWU Module Flag 5 register (LLWU_MF5) 8 R 00h 19.4.14/426
4007_COOE |LLWU Pin Filter 1 register (LLWU_FILT1) 8 R/W 00h 19.4.15/428
4007_COOF [LLWU Pin Filter 2 register (LLWU_FILT2) 8 R/W 00h 19.4.16/429
4007_CO010 |LLWU Pin Filter 3 register (LLWU_FILT3) 8 R/W 00h 19.4.17/430
4007_CO011 |LLWU Pin Filter 4 register (LLWU_FILT4) 8 R/W 00h 19.4.18/431

19.4.1 LLWU Pin Enable 1 register (LLWU_PE1)

LLWU_PEI contains the field to enable and select the edge detect type for the external
wakeup input pins LLWU_P3-LLWU_PO.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + 0Oh offset = 4007_C000h

Bit 7 6 5 4 3 2 1 0
Read WUPE3 WUPE2 WUPE1 WUPEO
Write
Reset 0 0 0 0 0 0 0 0

LLWU_PEH1 field descriptions
Field Description
7-6 Wakeup Pin Enable For LLWU_PS3
WUPE3

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input
01 External input pin enabled with rising edge detection

Table continues on the next page...
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LLWU_PEH1 field descriptions (continued)

Field Description

10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

5-4 Wakeup Pin Enable For LLWU_P2
WUPE2

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

3-2 Wakeup Pin Enable For LLWU_P1
WUPE1

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

WUPEO Wakeup Pin Enable For LLWU_PO

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

19.4.2 LLWU Pin Enable 2 register (LLWU_PEZ2)

LLWU_PE2 contains the field to enable and select the edge detect type for the external
wakeup input pins LLWU_P7-LLWU_P4.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + 1h offset = 4007_C001h

Bit 7 6 5 4 3 2 1 0
Read
Write WUPE?7 WUPEG6 WUPE5 WUPE4
Reset 0 0 0 0 0 0 0 0
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LLWU_PE2 field descriptions

Field

Description

7-6
WUPE?7

Wakeup Pin Enable For LLWU_P7
Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

54
WUPE6

Wakeup Pin Enable For LLWU_P6
Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

3-2
WUPE5

Wakeup Pin Enable For LLWU_P5
Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

WUPE4

Wakeup Pin Enable For LLWU_P4
Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

19.4.3 LLWU Pin Enable 3 register (LLWU_PE3)

LLWU_PES3 contains the field to enable and select the edge detect type for the external
wakeup input pins LLWU_P11-LLWU_PS.

NOTE

This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.
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Address: 4007_CO000h base + 2h offset = 4007_C002h

Bit 7 6 5 4 3 2 1 0
Read
Write WUPE11 WUPE10 WUPE9 WUPES8
Reset 0 0 0 0 0 0 0 0

LLWU_PES field descriptions

Field Description

7-6 Wakeup Pin Enable For LLWU_P11
WUPE11

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

5-4 Wakeup Pin Enable For LLWU_P10
WUPE10

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

3-2 Wakeup Pin Enable For LLWU_P9
WUPE9

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

WUPES8 Wakeup Pin Enable For LLWU_P8

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

19.4.4 LLWU Pin Enable 4 register (LLWU_PE4)

LLWU_PE4 contains the field to enable and select the edge detect type for the external
wakeup input pins LLWU_P15-LLWU_P12.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
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types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + 3h offset = 4007_C003h

Bit 7 6 5 4 3 2 1 0
fead WUPE15 WUPE14 WUPE13 WUPE12
Reset 0 0 0 0 0 0 0 0

LLWU_PE4 field descriptions
Field Description
7-6 Wakeup Pin Enable For LLWU_P15
WUPE15

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

5-4 Wakeup Pin Enable For LLWU_P14
WUPE14

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

3-2 Wakeup Pin Enable For LLWU_P13
WUPE13

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

WUPE12 Wakeup Pin Enable For LLWU_P12

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

19.4.5 LLWU Pin Enable 5 register (LLWU_PE5)

LLWU_PES contains the field to enable and select the edge detect type for the external
wakeup input pins LLWU_P19-LLWU_P16.
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NOTE

This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset

types that do not trigger Chip Reset not VLLS. See the

Introduction details for more information.

Address: 4007_C000h base + 4h offset = 4007_C004h

Bit 7 6 5 4 3 1 0
fead WUPE19 WUPE18 WUPE17 WUPE16
Reset 0 0 0 0 0 0 0

LLWU_PES5 field descriptions
Field Description
7-6 Wakeup Pin Enable For LLWU_P19
WUPE19
Enables and configures the edge detection for the wakeup pin.
00 External input pin disabled as wakeup input
01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection
5-4 Wakeup Pin Enable For LLWU_P18
WUPE18
Enables and configures the edge detection for the wakeup pin.
00 External input pin disabled as wakeup input
01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection
3-2 Wakeup Pin Enable For LLWU_P17
WUPE17
Enables and configures the edge detection for the wakeup pin.
00 External input pin disabled as wakeup input
01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

00
01
10
11

WUPE16 Wakeup Pin Enable For LLWU_P16

External input pin disabled as wakeup input

External input pin enabled with rising edge detection
External input pin enabled with falling edge detection
External input pin enabled with any change detection

Enables and configures the edge detection for the wakeup pin.
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19.4.6 LLWU Pin Enable 6 register (LLWU_PE®6)

LLWU_PES®6 contains the field to enable and select the edge detect type for the external
wakeup input pins LLWU_P23-LLWU_P20.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + 5h offset = 4007_C005h

Bit 7 6 5 4 3 2 1 0
Wrﬁg WUPE23 WUPE22 WUPE21 WUPE20
Reset 0 0 0 0 0 0 0 0

LLWU_PES® field descriptions
Field Description
7-6 Wakeup Pin Enable For LLWU_P23
WUPE23

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

5-4 Wakeup Pin Enable For LLWU_P22
WUPE22

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

3-2 Wakeup Pin Enable For LLWU_P21
WUPE21

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

WUPE20 Wakeup Pin Enable For LLWU_P20

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input
01 External input pin enabled with rising edge detection

Table continues on the next page...

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

Freescale Semiconductor, Inc. 415




memory map/register definition

LLWU_PES® field descriptions (continued)

Field Description

10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

19.4.7 LLWU Pin Enable 7 register (LLWU_PE?7)

LLWU_PE7 contains the field to enable and select the edge detect type for the external

wakeup input pins LLWU_P27-LLWU_P24.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + 6h offset = 4007_C006h

Bit 7 6 5 4 3 2 1
Aead WUPE27 WUPE26 WUPE25 WUPE24
Reset 0 0 0 0 0 0 0
LLWU_PE?7 field descriptions
Field Description
7-6 Wakeup Pin Enable For LLWU_P27
WUPE27

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

5-4 Wakeup Pin Enable For LLWU_P26

WUPE26
Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

3-2 Wakeup Pin Enable For LLWU_P25

WUPE25
Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input
01 External input pin enabled with rising edge detection

Table continues on the next page...
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LLWU_PE?7 field descriptions (continued)

Field Description
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection
WUPE24 Wakeup Pin Enable For LLWU_P24

00
01
10
11

External input pin disabled as wakeup input

External input pin enabled with rising edge detection
External input pin enabled with falling edge detection
External input pin enabled with any change detection

Enables and configures the edge detection for the wakeup pin.

19.4.8 LLWU Pin Enable 8 register (LLWU_PES)

LLWU_PES contains the field to enable and select the edge detect type for the external

wakeup input pins LLWU_P31-LLWU_P28.
NOTE

This register is reset on Chip Reset not VLLS and by reset

types that trigger Chip Reset not VLLS. It is unaffected by reset

types that do not trigger Chip Reset not VLLS. See the

Introduction details for more information.

Address: 4007_C000h base + 7h offset = 4007_C007h

Bit 7 6 5 4 3 2
fead WUPE31 WUPE30 WUPE29 WUPE28
Reset 0 0 0 0 0 0

LLWU_PES field descriptions
Field Description
7-6 Wakeup Pin Enable For LLWU_P31
WUPE31
Enables and configures the edge detection for the wakeup pin.
00 External input pin disabled as wakeup input
01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection
5-4 Wakeup Pin Enable For LLWU_P30
WUPE30
Enables and configures the edge detection for the wakeup pin.
00 External input pin disabled as wakeup input
01 External input pin enabled with rising edge detection

Table continues on the next page...

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

Freescale Semiconductor, Inc.

417



A\ 4
N
memory map/register definition

LLWU_PES field descriptions (continued)

Field Description

10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

3-2 Wakeup Pin Enable For LLWU_P29
WUPE29

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

WUPE28 Wakeup Pin Enable For LLWU_P28

Enables and configures the edge detection for the wakeup pin.

00 External input pin disabled as wakeup input

01 External input pin enabled with rising edge detection
10 External input pin enabled with falling edge detection
11 External input pin enabled with any change detection

19.4.9 LLWU Module Enable register (LLWU_ME)

LLWU_ME contains the bits to enable the internal module flag as a wakeup input source
for inputs MWUF7-MWUFO.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + 8h offset = 4007_C008h

Bit 7 6 5 4 3 2 1 0
v\ﬁﬁg WUME?7 WUMES6 WUMES WUME4 WUMES3 WUME2 WUME1 WUMEO
Reset 0 0 0 0 0 0 0 0

LLWU_ME field descriptions
Field Description
7 Wakeup Module Enable For Module 7
WUME7

Enables an internal module as a wakeup source input.

0 Internal module flag not used as wakeup source
1 Internal module flag used as wakeup source

Table continues on the next page...
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LLWU_ME field descriptions (continued)

Field Description

6 Wakeup Module Enable For Module 6
WUME®6

Enables an internal module as a wakeup source input.

0 Internal module flag not used as wakeup source
1 Internal module flag used as wakeup source

5 Wakeup Module Enable For Module 5
WUME5

Enables an internal module as a wakeup source input.

0 Internal module flag not used as wakeup source
1 Internal module flag used as wakeup source

4 Wakeup Module Enable For Module 4
WUME4

Enables an internal module as a wakeup source input.

0 Internal module flag not used as wakeup source
1 Internal module flag used as wakeup source

3 Wakeup Module Enable For Module 3
WUME3

Enables an internal module as a wakeup source input.

0 Internal module flag not used as wakeup source
1 Internal module flag used as wakeup source

2 Wakeup Module Enable For Module 2
WUME2

Enables an internal module as a wakeup source input.

0 Internal module flag not used as wakeup source
1 Internal module flag used as wakeup source

1 Wakeup Module Enable for Module 1
WUMEH1

Enables an internal module as a wakeup source input.

0 Internal module flag not used as wakeup source
1 Internal module flag used as wakeup source

0 Wakeup Module Enable For Module 0
WUMEOQ

Enables an internal module as a wakeup source input.

0 Internal module flag not used as wakeup source
1 Internal module flag used as wakeup source

19.4.10 LLWU Pin Flag 1 register (LLWU_PF1)

LLWU_PF1 contains the wakeup flags indicating which wakeup source caused the MCU
to exit LLS or VLLS mode. For LLS, this is the source causing the CPU interrupt flow.
For VLLS, this is the source causing the MCU reset flow.
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The external wakeup flags are read-only and clearing a flag is accomplished by a write of

a 1 to the corresponding WUFx bit. The wakeup flag (WUFXx), if set, will remain set if
the associated WUPEX bit is cleared.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + 9h offset = 4007_C009h

Bit 7 6 5 4 3 2 1 0
Read WUF7 WUF6 WUF5 WUF4 WUF3 WUF2 WUF1 WUFO0
Write wic wic wic wic wic wic wic wic
Reset 0 0 0 0 0 0 0 0

LLWU_PF1 field descriptions
Field Description
7 Wakeup Flag For LLWU_P7
WUF7
Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF7.
0 LLWU_P7 input was not a wakeup source
1 LLWU_P7 input was a wakeup source
6 Wakeup Flag For LLWU_P6
WUF6
Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF6.
0 LLWU_P6 input was not a wakeup source
1 LLWU_PS6 input was a wakeup source
5 Wakeup Flag For LLWU_P5
WUF5
Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF5.
0 LLWU_PS5 input was not a wakeup source
1 LLWU_P5 input was a wakeup source
4 Wakeup Flag For LLWU_P4
WUF4
Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF4.
0 LLWU_P4 input was not a wakeup source
1  LLWU_P4 input was a wakeup source
3 Wakeup Flag For LLWU_PS3
WUF3
Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To

clear the flag write a one to WUF3.

Table continues on the next page...

K82 Sub-Family Reference Manual, Rev. 2, 09/2015

420

Freescale Semiconductor, Inc.




Chapter 19 Low-Leakage Wakeup Unit (LLWU)
LLWU_PF1 field descriptions (continued)

Field

Description

0 LLWU_PS3 input was not a wakeup source
1 LLWU_P3 input was a wakeup source

WUF2

Wakeup Flag For LLWU_P2

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF2.

0 LLWU_P2 input was not a wakeup source
1  LLWU_P2 input was a wakeup source

WUF1

Wakeup Flag For LLWU_P1

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF1.

0 LLWU_P1 input was not a wakeup source
1 LLWU_P1 input was a wakeup source

WUFO

Wakeup Flag For LLWU_PO

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUFO.

0 LLWU_PO input was not a wakeup source
1 LLWU_PO input was a wakeup source

19.4.11

LLWU Pin Flag 2 register (LLWU_PF2)

LLWU_PF2 contains the wakeup flags indicating which wakeup source caused the MCU
to exit LLS or VLLS mode. For LLS, this is the source causing the CPU interrupt flow.
For VLLS, this is the source causing the MCU reset flow.

The external wakeup flags are read-only and clearing a flag is accomplished by a write of
a 1 to the corresponding WUFx bit. The wakeup flag (WUFXx), if set, will remain set if
the associated WUPEX bit is cleared.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + Ah offset = 4007_CO0Ah

Bit
Read
Write

Reset

7 6 5 4 3 2 1 0
WUF15 WUF14 WUF13 WUF12 WUF11 WUF10 WUF9 WUF8
wic wic wic wic wic wic wic wic
0 0 0 0 0 0 0 0
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LLWU_PF2 field descriptions

Field Description

7 Wakeup Flag For LLWU_P15
WUF15

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF15.

0 LLWU_P15 input was not a wakeup source
1  LLWU_P15 input was a wakeup source

6 Wakeup Flag For LLWU_P14
WUF14

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF14.

0 LLWU_P14 input was not a wakeup source
1 LLWU_P14 input was a wakeup source

5 Wakeup Flag For LLWU_P13
WUF13

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF13.

0 LLWU_P13 input was not a wakeup source
1 LLWU_P13 input was a wakeup source

4 Wakeup Flag For LLWU_P12
WUF12

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF12.

0 LLWU_P12 input was not a wakeup source
1 LLWU_P12 input was a wakeup source

3 Wakeup Flag For LLWU_P11
WUF11

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF11.

0 LLWU_P11 input was not a wakeup source
1 LLWU_P11 input was a wakeup source

2 Wakeup Flag For LLWU_P10
WUF10

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF10.

0 LLWU_P10 input was not a wakeup source
1 LLWU_P10 input was a wakeup source

1 Wakeup Flag For LLWU_P9
WUF9

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF9.

0 LLWU_P9 input was not a wakeup source
1 LLWU_P9 input was a wakeup source

0 Wakeup Flag For LLWU_P8
WUF8

Table continues on the next page...
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LLWU_PF2 field descriptions (continued)

Field Description

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF8.

0 LLWU_PS8 input was not a wakeup source
1 LLWU_P8 input was a wakeup source

19.4.12 LLWU Pin Flag 3 register (LLWU_PF3)

LLWU_PF3 contains the wakeup flags indicating which wakeup source caused the MCU
to exit LLS or VLLS mode. For LLS, this is the source causing the CPU interrupt flow.
For VLLS, this is the source causing the MCU reset flow.

The external wakeup flags are read-only and clearing a flag is accomplished by a write of
a 1 to the corresponding WUFx bit. The wakeup flag (WUFx), if set, will remain set if
the associated WUPEX bit is cleared.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + Bh offset = 4007_CO00Bh

Bit 7 6 5 4 3 2 1 0
Read WUF23 WUF22 WUF21 WUF20 WUF19 WUF18 WUF17 WUF16
Write wic wic wic wic wic wic wic wic
Reset 0 0 0 0 0 0 0 0

LLWU_PF3 field descriptions
Field Description
7 Wakeup Flag For LLWU_P23
WUF23

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF23.

0 LLWU_P23 input was not a wakeup source
1 LLWU_P23 input was a wakeup source

6 Wakeup Flag For LLWU_P22
WUF22

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF22.

Table continues on the next page...
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LLWU_PF3 field descriptions (continued)

Field Description

0 LLWU_P22 input was not a wakeup source
1 LLWU_P22 input was a wakeup source

5 Wakeup Flag For LLWU_P21
WUF21

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF21.

0 LLWU_P21 input was not a wakeup source
1 LLWU_P21 input was a wakeup source

4 Wakeup Flag For LLWU_P20
WUF20

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF20.

0 LLWU_P20 input was not a wakeup source
1 LLWU_P20 input was a wakeup source

3 Wakeup Flag For LLWU_P19
WUF19

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF19.

0 LLWU_P19 input was not a wakeup source
1  LLWU_P19 input was a wakeup source

2 Wakeup Flag For LLWU_P18
WUF18

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF18.

0 LLWU_P18 input was not a wakeup source
1 LLWU_P18 input was a wakeup source

1 Wakeup Flag For LLWU_P17
WUF17

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF17.

0 LLWU_P17 input was not a wakeup source
1 LLWU_P17 input was a wakeup source

0 Wakeup Flag For LLWU_P16
WUF16

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF16.

0 LLWU_P16 input was not a wakeup source
1 LLWU_P16 input was a wakeup source
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19.4.13 LLWU Pin Flag 4 register (LLWU_PF4)

LLWU_PF4 contains the wakeup flags indicating which wakeup source caused the MCU
to exit LLS or VLLS mode. For LLS, this is the source causing the CPU interrupt flow.
For VLLS, this is the source causing the MCU reset flow.

The external wakeup flags are read-only and clearing a flag is accomplished by a write of
a 1 to the corresponding WUFx bit. The wakeup flag (WUFX), if set, will remain set if
the associated WUPEX bit is cleared.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + Ch offset = 4007_C00Ch

Bit 7 6 5 4 3 2 1 0
Read | WUF31 WUF30 WUF29 WUF28 WUF27 WUF26 WUF25 WUF24
Write wic wic wic wic wic wic wic wic
Reset 0 0 0 0 0 0 0 0

LLWU_PF4 field descriptions
Field Description
7 Wakeup Flag For LLWU_P31
WUF31

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF31.

0 LLWU_P31 input was not a wakeup source
1 LLWU_P31 input was a wakeup source

6 Wakeup Flag For LLWU_P30
WUF30

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF30.

0 LLWU_P30 input was not a wakeup source
1 LLWU_P30 input was a wakeup source

5 Wakeup Flag For LLWU_P29
WUF29

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF29.

0 LLWU_P29 input was not a wakeup source
1 LLWU_P29 input was a wakeup source

Table continues on the next page...
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LLWU_PF4 field descriptions (continued)

Field Description

4 Wakeup Flag For LLWU_P28
WUF28

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF28.

0 LLWU_P28 input was not a wakeup source
1 LLWU_P28 input was a wakeup source

3 Wakeup Flag For LLWU_P27
WUF27

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF27.

0 LLWU_P27 input was not a wakeup source
1 LLWU_P27 input was a wakeup source

2 Wakeup Flag For LLWU_P26
WUF26

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF26.

0 LLWU_P26 input was not a wakeup source
1 LLWU_P26 input was a wakeup source

1 Wakeup Flag For LLWU_P25
WUF25

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF25.

0 LLWU_P25 input was not a wakeup source
1 LLWU_P25 input was a wakeup source

0 Wakeup Flag For LLWU_P24
WUF24

Indicates that an enabled external wakeup pin was a source of exiting a low-leakage power mode. To
clear the flag write a one to WUF24.

0 LLWU_P24 input was not a wakeup source
1 LLWU_P24 input was a wakeup source

19.4.14 LLWU Module Flag 5 register (LLWU_MF5)

LLWU_MEFS5 contains the wakeup flags indicating which internal wakeup source caused
the MCU to exit LLS or VLLS mode. For LLS, this is the source causing the CPU
interrupt flow. For VLLS, this is the source causing the MCU reset flow.

For internal peripherals that are capable of running in a low-leakage power mode, such as
a real time clock module or CMP module, the flag from the associated peripheral is
accessible as the MWUFx bit. The flag will need to be cleared in the peripheral instead of
writing a 1 to the MWUPFx bit.
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NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + Dh offset = 4007_C00Dh

Bit 7 6 5 4 | 3 2 1 0
Read
Write
Reset 0 0 0 0 0 0 0 0
LLWU_MPFS5 field descriptions
Field Description
7 Wakeup flag For module 7
MWUF7

Indicates that an enabled internal peripheral was a source of exiting a low-leakage power mode. To clear
the flag, follow the internal peripheral flag clearing mechanism.

0 Module 7 input was not a wakeup source
1 Module 7 input was a wakeup source

6 Wakeup flag For module 6
MWUF6
Indicates that an enabled internal peripheral was a source of exiting a low-leakage power mode. To clear
the flag, follow the internal peripheral flag clearing mechanism.

0 Module 6 input was not a wakeup source
1 Module 6 input was a wakeup source

5 Wakeup flag For module 5
MWUF5
Indicates that an enabled internal peripheral was a source of exiting a low-leakage power mode. To clear
the flag, follow the internal peripheral flag clearing mechanism.

0 Module 5 input was not a wakeup source
1 Module 5 input was a wakeup source

4 Wakeup flag For module 4
MWUF4
Indicates that an enabled internal peripheral was a source of exiting a low-leakage power mode. To clear
the flag, follow the internal peripheral flag clearing mechanism.

0 Module 4 input was not a wakeup source
1 Module 4 input was a wakeup source

3 Wakeup flag For module 3
MWUF3
Indicates that an enabled internal peripheral was a source of exiting a low-leakage power mode. To clear
the flag, follow the internal peripheral flag clearing mechanism.

0 Module 3 input was not a wakeup source
1 Module 3 input was a wakeup source

2 Wakeup flag For module 2

MWUF2

Table continues on the next page...
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LLWU_MFS5 field descriptions (continued)

Field

Description

Indicates that an enabled internal peripheral was a source of exiting a low-leakage power mode. To clear
the flag, follow the internal peripheral flag clearing mechanism.

0 Module 2 input was not a wakeup source
1 Module 2 input was a wakeup source

MWUF1

Wakeup flag For module 1

Indicates that an enabled internal peripheral was a source of exiting a low-leakage power mode. To clear
the flag, follow the internal peripheral flag clearing mechanism.

0 Module 1 input was not a wakeup source
1 Module 1 input was a wakeup source

MWUFO

Wakeup flag For module 0

Indicates that an enabled internal peripheral was a source of exiting a low-leakage power mode. To clear
the flag, follow the internal peripheral flag clearing mechanism.

0 Module 0 input was not a wakeup source
1 Module 0 input was a wakeup source

19.4.15 LLWU Pin Filter 1 register (LLWU_FILT1)

LLWU_FILT]1 is a control and status register that is used to enable/disable the digital
filter 1 features for an external pin.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + Eh offset = 4007_COOEh

Bit 7 6 5 4 3 2 1 0
Read FILTF
FILTE FILTSEL
Write wic
Reset 0 0 0 o | o 0 0 0
LLWU_FILT1 field descriptions
Field Description
7 Filter Detect Flag
FILTF
Indicates that the filtered external wakeup pin, selected by FILTSEL, was a source of exiting a low-leakage
power mode. To clear the flag write a one to FILTF.

Table continues on the next page...
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LLWU_FILT1 field descriptions (continued)

Field

Description

0 Pin Filter 1 was not a wakeup source
1 Pin Filter 1 was a wakeup source

6-5
FILTE

Digital Filter On External Pin
Controls the digital filter options for the external pin detect.

00 Filter disabled

01 Filter posedge detect enabled
10 Filter negedge detect enabled
11  Filter any edge detect enabled

FILTSEL

Filter Pin Select
Selects 1 of the wakeup pins to be muxed into the filter.

00000 Select LLWU_PO for filter

11111 Select LLWU_P31 for filter

19.4.16

LLWU Pin Filter 2 register (LLWU_FILT2)

LLWU_FILT?2 is a control and status register that is used to enable/disable the digital
filter 2 features for an external pin.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + Fh offset = 4007_CO0Fh

Bit 7 6 5 4 3 2 1 0
Read FILTF
FILTE FILTSEL
Write wic
Reset 0 0 0 o | o 0 0 0
LLWU_FILT2 field descriptions
Field Description
7 Filter Detect Flag

FILTF

power mode. To clear the flag write a one to FILTF.

0 Pin Filter 2 was not a wakeup source
1 Pin Filter 2 was a wakeup source

Table continues on the next page...
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LLWU_FILT2 field descriptions (continued)

Field Description

6-5 Digital Filter On External Pin

FILTE
Controls the digital filter options for the external pin detect.
00 Filter disabled
01 Filter posedge detect enabled
10 Filter negedge detect enabled
11 Filter any edge detect enabled

FILTSEL Filter Pin Select

Selects 1 of the wakeup pins to be muxed into the filter.

00000 Select LLWU_PO for filter

11111 Select LLWU_P31 for filter

19.4.17 LLWU Pin Filter 3 register (LLWU_FILT3)

LLWU_FILT3 is a control and status register that is used to enable/disable the digital
filter 3 features for an external pin.

NOTE
This register is reset on Chip Reset not VLLS and by reset
types that trigger Chip Reset not VLLS. It is unaffected by reset
types that do not trigger Chip Reset not VLLS. See the
Introduction details for more information.

Address: 4007_C000h base + 10h offset = 4007_C010h

Bit 7 6 5 4 3 2 1 0
Read FILTF
FILTE FILTSEL
Write wic
Reset 0 0 0 o | o 0 0 0
LLWU_FILTS3 field descriptions
Field Description
7 Filter Detect Flag
FILTF
Indicates that the filtered external wakeup pin, selected by FILTSEL, was a source