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Introduction

This document describes a step by step process on how to use the Cortex-M33 based 10T Kit Image for the
MPS2+ board with the MDK toolchain. While we’ve tested these implementations, there will be updates to the
tools and FPGA images. Expect differences between these and follow-on implementations.

Prerequisites
All the ARMvV8-M support is now in our standard MDK product as of version 5.23 and later. Just perform the
normal MDK installation.

To build and run the examples, you’ll need the “CMSIS.5.0.1 (2017-02-03)” pack and “V2M-
MPS2_IOTKit_BSP 1.2.0 (2017-02-08) packs available via the pack installer in MDK. These packs have the
latest support for the MPS2+ (V2M-MPS2-0318C) board running the Cortex-M33 loT FPGA image.

Using the Cortex-M33 loT Kit Image on MPS2+

Verify the Pack Installation

1. Let’s double check that the CMSIS.5.0.1” and “V2M-MPS2 10TKit BSP 1.2.0” packs are both
installed properly. We’ll use the pack installer from MDK. Click on the pack installer icon from the
icon bar...

2M-MPS2\CMSDK_ARMYEMBL\ARMYBMBL_S_NS\ARMBMBL_ns\ARMy 3N
ools SVCS Window Help

3 3 - & 1Z_5aU_Setup (] 2 #*
ARV

« 1) mainsc W/ @ packinstater — w

Install or update Software Packs that
contain Software Components
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SAU->RNR = (n
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2. Then make sure you have the latest packs loaded, CMSIS.5.0.1-dev5.pack and V2M-
MPS2_IOTKit_BSP.1.2.0.pack packs by checking the versions listed and that the “Up to date” button
is shown next to each one...

ﬂ_ Packs r Examples I

Description

ARM Cortex M33 selected

MRM V2M-MPS2 Device Family Pack for IOT-Kit devices
ARM V2M-MPS2 Device Family Pack for IOT-Kit devices
ARM V2M-MPS2 Device Family Pack for IOT-Kit devices
Keil:V2M-MPS2_IOTKit_BSP - Previous Pack Versions

Ié----ARM::CMSIS pr SIS (Cortex Microcontroller Software Interface Standard)
. 017-02-03) 3 MBSIS (Cortex Microcontreller Software Interface Standard)

- CMSIS (Cortex Microcontroller Software Interface Standard)
----- 4.5.0 (2015-10-28) 3 Remove CMEIS (Cortex Microcontroller Software Interface Standard)
. [-Previous ARM::CMBSIS - Previeus Pack Versions
----ARM::CMSIS—Driver_Validation @ Install | CMEIS-Driver Validation
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Copy and Run the Example Application
Once you have these packs loaded you can go to the examples tab and export the latest “TrustZone for ARMv8-M
RTOS” (uVision Simulator)” example...
1. On the left side, click the “Devices” tab, then select “ARM” then “ARM Cortex-M33” then
“IOTKit_CM33”as the device.

2. On the right side, switch to the “Examples” tab. If needed, scroll down till you see the “10T-Kit CM33
Secure/Non Secure (V2M-MPS2 (loT))” example...

—
Packs/( Examples |)

Devices ]’ Boards | NIED

arch: = [~ show exam BYESOM mstalled Packs only

ifice /| Summary Example Action Description

B % ARM 40 Devices ;I - 10T-Kit ARMVBMBL Secure/Mon-Secure (V2M...| 4 Copy I0T-Kit ARMWEMEL Secure/Mon-Secure example
9% ARM Cortex MO 2 Devices | 10T-Kit ARMVEMML Blinky (VZM-MPS2 (IeT)) |4 Copy Blinky example
-7 ARM Cortex MO plus 2 Devices L 10T-Kit ARMVEMML Secure/Non-5ecure (VZ & Copy I0T-Kit ARMWBMML Secure/Non-5ecure example
= ARM Cortex M3 2 Devices 10T akiba SNFiTE g - = sxample
#9% ARM Cortex M4 4 Devices 10T-Kit CM33 Secure/Mon-Secure (V2M-MPS... : Copy ‘IOT Kit CM33 Secure/Nen-Secure exam il
=4 ARM Cortex M7 6 Devices
-5 ARM Cortex M23 3 Devices Device: I0TKit_ARMVEMML (ARM)
e

-8 ARMCMS3
€1 ARMCM33_DSP_FP
£ ARMCM33_DSP_FP_TZ

ARM Cortex-M33, 10 MH.

256 kB RAM. 4 MB ROM

ARM Cortex-M33, 10 MH.

256 kB RAM. 4 MB ROM

ARM Cortex-M332, 10 MH:;

256 kB RAM. 4 MB ROM

ARM Cortex-M33 10 MH:

256 kB RAM. 4 MB ROM

ARM Cortex-h33, 25 MHz, 4 MB RAM, 4 MB ROM

ARM Cortech33, 25 MHz 4 MB RAM, 4 MB ROM
12 ARM SC000 1 Device

1 Device

-1 ARM SC300
R PR

Click the “Copy” button next to the “lOT-Kit CM33 Secure/Non-Secure (V2M-MPS2 (10T))” example
project...

| Show examples trom installed Facks only

Example Action Description
zl ~-J0T-Kit ARMvEMBL Secure/Mon-Secure (V2M... & Copy 10T-Kit ARMwEMBL Secure/Non-Secure example
OT-Kit ARMVEMML Blinky (V2M-MPS2 (1oT)) | 4% Copy Blinky example

OT-Kit ARMVEMML Secure/Mon-5ecure (V2.
--10T-Kit CM23 Secure/Mon-5ecure (V2M-MP
--10T-Kit CM33 Secure/Non-Secure V2M-RPS...

& Copy I0T-Kit ARMWEMML Secure/Mon-5ecure example
w Kit CM23 Secure/Mon-5ecure example
‘ Copy | IO_'I)(lt CM33 Secure/Non-Secure example
Board: V2ZM-MPS2 IoT) (ARM)

Device: IOTKit_ARNMvEMML [ARM)

Pack: Keil::V2ZM-MPS2_IOTKit_BSP, Version 1.2.0 (2017-02-08)
ARM V2M-MPS2 Device Family Pack for IOT-Kit devices

3. ...for running the example application, it is more convenient to check the box to ‘Launch pVision’ with
the copied project (Note the destination path)...

S ==

Copy Example

r~Destination Folder

[Cilproj

[¥ Use Pack Folder Structure

4. Close the Pack Installer and, if you didn’t select the ‘Launch uVision’ check box, open the newly
downloaded project in MDK by double clicking the “IOTKit_CM33_s_ns.uvmpw” multi-project file in
the folder located in the following directory path noted above...
<load point>\proj\Boards\ARM\V2M-MPS2\IOTKit_CM33\IOTKit_ CM33_S_NS\
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5. Make sure that the secure project ‘IOTKit_CM33 s’ is the active project by right clicking to select “Set

as Active Project” and “V2M-MPS2+” is selected from the target drop down menu...
E Cih\Users\kenhav01\Documents\proj\Board s\ARMYWZM-MPS2\OTKit_CM33OTKIt_ CM33_5_NSAOTKR

File Edit Wiew Project Flash Debug Peripherals Tools SVCS Window Help
| EE e | B am
EEIE-E-E A

NSdad| » @& | | &
£ [ 2 | 98| vammesz-

Project 1 [B || Abstracttxt

=3 WorkSpace |
=% Project: IOTKit_CM33_s

The 'IOTKit CM33_s_ns' project
ABM 'ICTKit CM33' microcontrol

s V2ZM-MPS2+ Set as Active Project F‘S to Cortex Microcontr
= Source.Groupl Example functionality:
‘J main_s.c — Clock Settings:
|1 stdout_USART.c - XTAL =

BT T TR

- CCLE = 25 MH=z

6. Click the “Batch Build” button e on the icon bar near the top left of the MDK window, select all

targets and press “Rebuild”.
("Batch Build ‘ =)

Select Project Targets:

© el vaM-MPSZH

- vaMMPS2+

I Clean I
| = |

Select All
Deselect All

Everything should compile with no errors and no warnings. The status of the build will be shown in the

“Build Output” window at the bottom...

Build Output

compiling system IOTKit CM33.c...
linking...

Program Size: Code=844 RO-data=588 RW-data=32 ZI-data=4200

".\Cbjects\ICTKit_CM33 ns.axf" - 0 Error(s), 0 Warning(s).
Build Time Elapsed: 00:00:02

Batch-Build summary: 2 succeeded, 0 failed, 0 skipped - Time Elapsed: 00:00:

7. If you haven’t already done so, make sure you have updated to the latest Cortex-M33 loT Kit FPGA image
for the MPS2+ board. The FPGA image files for the Versatile Express MPS2+ (V2M-MPS2-0318C)
development board is available from the web at www.arm.com/mps. About % of the way down the page you

will see the .zip archive files. In this example we will be using the “Cortex-M33_loT_kit_2_0.zip” file...

Download Cortex-M33 example loT FPGA image for MPS2+

Acceptance of a EULA is required before download

® Cortex-M33_loT kit 2 0.zip

Download Cortex-M23 example loT FPGA image for MPS2+

Acceptance of a EULA is required before download

[0 Cortex-M23_loT kit_2 0.zip

Cortex-M Prototyping System (MPS2) support DVD 3.1

Acceptance of a EULA is required before download
[ CMPS-3-1.zip

Adapter for Arduino

13.78 MB

134.89 MB

147.53 MB
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http://www.arm.com/mps

8. Locate the archived file named “Cortex-M33 IoT kit 2 0.zip” that you downloaded in the previous step and
unpack the archive in a safe place for the next step.

9. Connect the MPS2 board’s power, USB cable and debugger first. Then press the power on switch. After a
few minutes you should see the “V2M-MPS2” displayed as an available drive on your host system. It is
recommended to copy the entire existing SD Card image to a safe place before erasing. Keep in mind that
you can always download the default installation files from the original installer disk that came with the
board or from the above website were you downloaded the IoT Kit image. However, if you’ve made any
modifications to the files on the boards, it is best to save those away in a safe place. After doing this, erase
the entire contents of the SD Card and copy the contents of the recovery directory to the SD Card on the
board.
<loadpoint>\Cortex-M33_loT_kit_2_0\boards\Recovery\* copied to “V2M_MPS2” as shown on the host.

10. Verify the files were copied to the board by opening the drive on the host and you should see something
similar to the below...

el == * Computer » VZM MPS2(D:) » - Search VV2M_MPS2 (D)

Organize * Share with = Mew folder H= -

b gl Music * [ Mame Date modified Type
I [ Pictures
> B Videos
b A Ken Havens
4 8 Computer
> &, Windows (C:)
| D g V2ZM_MPS2 (D)

. MB 1/9/2017 6:43 AM File folder

./ SOFTWARE 1/9/2017 6:43 AM File folder
| config.txt 1/9/2017 6:25 AM Text Document
_ LOGTXT 12/31/199911:00 ...  Text Document

€ mbed.htm 1/9/2017 6:25 AM Chrome HTML Do...
|

5 items

-

11. At this point | recommend powering down the board and powering it back up (Remember to press the power
“ON” button) and you should see the splash screen “ARM Versatile Hardware Platforms V2M-MPS2
Motherboard” on the board’s display.
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12. Let’s check that you have the debug connection configured correctly with in MDK. Press Alt-F7 to open the
“Options for Target” dialog box and select the “Debug” tab. On the right side make sure that “CMSIS DAP
ARMV8-M Debugger” is selected in the debugger drop down. To check that it is connected, select the
“Settings” button and you should see “ARM CoreSight JTAG-DP” under device name as below...

Project 7 [@ ] Abstractixt

=& WaorkSpace The 'IOTKit_CM33_s ns' project is a simple demo program for

90[3_ ZRM 'ICTKit CM33' microcontroller using ARM 'V2M-MPS2+' Evalua

B-45 VZM-MPS§2+

Options for Target 'V2M-MPS2+' —

" Use Simulator ~ with restrictions
I~ Limit Speed to Real-Time
v CMSIS-DAP ARMvE-M Target Driver Setu

Settings

|| Debug |T|T-.|ce I Flash Downloadl Pack I

[y -

Device I Targetl Output | Listing I User I C/C++ {ﬂCG]I Asm
& Use: [CMSIS-DAP ARMvE-M Debugg | Setings

~CMSIS-DAP - JTAG/SW Adapter — - JTAG Device Chain

DE Device Name

Iove

Serial No: IDDDDDDDDDDDD
Firmware Version: |2.2.D

TODI

Max[]ock:lmMHz vl

Diala Add

CP Sl Poﬂ;IJ-mﬁ 'l & pAutomatic Detection

€ Manual Configuration

D0 | @ (xDBAD4477  ARM CoreSight JTAG-DP Lp |
Downl

ID CODE: I
Device Name: I

| Delete | | Update| 1R e | &F: [oa0

[E| r~ Debug

Connect & Reset Options

Cache Options

[¥ Reset after Connect

™ Stop after Resat

Connect: |Nomal _~| Reset:|SYSRESETREQ »| | | ¥ Cache Code

¥ Cache Memory

Download Options

[~ Verify Code Download
™ Download to Fash

oK I Cancel

-1

4 Board Support
& omsis

w4 Device

Click “OK” in both dialog boxes to save any changes and close them out.

13. Click the Debug button at the top to enter the debug session...

BLAs\ARMYEMBL ns uvprojs - wVison L. N
o 5 e A

Compliant to Cortex Microcontroller Software Interface Standarx

ween secure and u
¢

'EE=:

ULINEpro a

wvia regist
5 driver)
parity, 1 =

ode
via export
ode
wvia exXport
ure functi

14. Click run and you should see the LCD screen update and the LED lights begin to blink on and off on the

board...

File Edit View Project Flash
NESdd| + @
(B & ¢ 0

.egisters
- Run (F5)
Regli Start code execution
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15. Press stop...

File Edit View Project Flash Debu

== - Ny
Registers 3 @
Register ‘ Walue |
= Core
RO (00000000
R1 TreDINONNNT

16. As an example, let’s walk through the process of going from non-secure to secure and back, by placing a
break point at or near line 97 in the main_ns.c file then press “Run” to stop at that breakpoint...

] ¢

_] Abstracttxt | | ] startup IOTKit CM33.s | main_ns.c
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17. From this point, click in to the “Disassembly” window and single step (F11) through the code. After
around five steps you’ll notice you see the “SG” instruction which is the secure gate instruction. After
executing that instruction you should see the debugger update from ‘“Non-Secure Thread” to “Secure
Thread” in the register window...

Registers o @ Disassembly

Register [ Value | [Erox1000€EQ EOTFEITE_SC D
0x10001DB4 EIFEE E Secure_LED On (0x1000132C)

CO[ERD 00000004 0x10001D38 ESTFESTF G
R (00000001 0x100010BC FTFFEE20 B Secure LED On_callback (0x10001400)
R2 (40300004 0x10001DC0 E9TFEQTE  SG )
R3 00000020 0x10001DC4 FT7FFBBS4 B Secure_printf (0x10001470)
Ra (29200004 0x10001DCE 0000 MOVS r0,x0
Re (28200020 ; 0x10001DCA 0000 MOVS ro, ro
RE 00000000
7 (00000000 ] abstracttt | ] startup_IOTKit CMS3.s | ] main_ns.c
R8 00000000 ]
RS 002002CC
R10 00200598
R11 00000000
R12 10001DB1

R13{5F) 28201070
R14 (LR} (x002004EB

R15(PC)  (Ox10001DB0

*xPSR 21000000
+| Banked

<+ Non-Secure

Mode Non-Secure Thread

Privilege Privileged

Stack MsP

States 242531856

Sec 24 25318560
+-FPU

After the “SG” Instruction...

Registers a @ Disassembly

Register | Value

= Core F7FFBAEA Secure_LED On (0x1000138C)
RO 00000004 ox SeooTrET
A1 00000001 0x100010BC FTFFEE20 Secure LED On_callback (0x10001400)
R2 (beADID00DA 0x10001DCO E9TFESTF 5G )
R3 00000020 0x10001DC4 FTFFBB54 B Secure_printf (0x10001470)
Ra (BE200004 0x10001DCE 0000 MOVS ro, ro
RS BS200020 . 0x10001DCA 0000 MOVS ro, ro
R& 00000000

7 (00000000 ] Abstracttt ] startup_1OTKi CM33.s | ] main_ns.c
R& (00000000 —
RS e D02002CC
R10 (002005598
R11 (00000000
R12 < 10001DB1
R13 (SP) 38001118
R4 (LR) eD02004EA
R15 (PC) 1 100010B4
+ PSR (27000000
o
< +- Secure

= Intemal
Mode Securs Thread
Privilege Privileged
Stack MSP
States 242531863
Sec 2425318630

=+ FPU
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18. Continuing the single step in the disassembly window for approximately 20 steps and you should see the
branch back to non-secure instruction “BXNS” which when executed will take you back to the “Non-
Secure Thread” state in the non-secure main program.

Registers I |E3] Disassembly
Register |Vahe | 0x100013F0 4671 MOV rl,1r
S Core 0x100013F2 4672 MOV r2,1r
o 00000000 0x100013F4 4673 Mot 13:1r
R XDOZ004EA 0x100013F6 46F4 MOV ri2,1lr
R2 B<DU2004EA I T rw:r_ul.uu 1;1 e Bmpzcvd,lr ; formerly CPSR £ ; 72
5 oo Cemowisc e s
R4 (23200004 Pr— sl
RS (28200020 . ——
313 (00000000
R7 (0000000 _] Abstracttet | ] startup IOTKit CMS3.s | ] mainnsc ] mainsc °] LED_VZM-MPSZ.c
R& e —
RS e 002002CC
R10 00200538
R11 (00000000
R12 002004EA

R13(5P) 38001118
R14 (LR) (<D02004EA
R15 (PC) Dc100013FC
E xPSR 01000000
Banked
Secure re _callb re_fpParam callba
Non-Secure re allb re_fpParam callba

Intemal

][ [ [

19. More information about CMSIS-Core for ARMv8-M can be found in the included documentation in the
Manage RTE component “CMSIS-CORE for Cortex-M, SC000, SC300, ARMv8-M” or by browsing to it
in your installation at...
<install point>/ARM/PACK/ARM/CMSIS/5.0.1/CMSIS/Documentation/Core/html/index.html

20. For more information about the Cortex-M33 10TKit FPGA image for the MPS2 board look in the
following directories of the Cortex-M33 IoT kit 2 0.zip file...
\Cortex-M33_IloT_kit_2_0\app_notes\AN505\docs\

DAIO505A example_iot_kit_subsystem_for v2m_mps2.pdf
\Cortex-M33_IloT_kit_2_0\boards\Docs\ARMv8-M_IloT_Kit_UG.pdf

Notes

This is a very simple example but I hope it helps you understand Secure and Non-secure operations better.
Some notes:

1. Note that the MDK tools do two incremental loads before starting, one each for the secure and non-secure
domains.

2. Since, in most cases, the user will need to load two AXF images, one for secure and one for non-secure,
this can be done at boot up of the board via the images.txt file on the SD Card. An example of what | have
is below (D:\MB\HBI0263C\AN505\images.txt for the CM33 IoT Kite image)...

[IMAGES]

TOTALIMAGES: 2 ;Number of Images (Max: 32)
IMAGEOADDRESS: 0x10000000 ; Secure address start
IMAGEOFILE: \SOFTWARE\IOT s.axf ; Secure image
IMAGE1ADDRESS: 0x00200000 ; Non-secure address start

IMAGELIFILE: \SOFTWARE\IOT ns.axf ; Non-secure image

Keep in mind that the file system on the MPS2 board does not support long file names and needs to stick
with the 8.3 name format.
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